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UBND THANH PHO HO CHI MINH CQNG HOA XA HQI CHU NGHIA VIET NAM
TRUONG CAO PANG LY TU TRONG Doc 14p — Tu do — Hanh phiic
THANH PHO HO CHI MINH

CHUONG TRINH PAO TAO CHAT LUQNG CAO

(Ban hanh theo Quyét dinh s6: 581 /QD-LTT-BT, ngay 22 thang 6 nam 2020
cua Hiéu truong Truong Cao dang Ly Tw Trong Thanh pho Ho Chi Minh)

Tén nganh, nghé: Quin tri mang may tinh

Ma nganh, nghé: 6480209

Trinh d dao tao: Cao dang

Hinh thirc dao tao: Chinh quy (Tin chi)

Poi twong tuyén sinh: T6t nghiép THPT hoic twong duong
Thaoi gian dao tao: 2,5 nam

1. Muc tiéu dao tao

1.1. Muc tiéu chung:

Sinh vién t6t nghiép chuong trinh Cao dang chat lugng cao chuyén nganh Quan tri
mang may tinh c6 pham chat chinh tri, dao dirc va st khoe t6t; c6 du kién thirc, nang lyc
dé thiét ke, van hanh, quan tri va bao mat h¢ thong mang LAN, WAN; dap ung nhu cau
nhan luc cong nghé thong tin trong cac linh vuc chuyén mén khac nhau.

1.2. Muc tiéu cu thé:

+» K¥ nang:

- Pat bac 3/5 ctia tidu chuan k§ nang nghé quéc gia;

- Tin hoc dat tiéu chuan IC3 hoic twong duong trd 1&n; Chirng nhan tin hoc (ng dung
do Trudng cap (trir SV nganh Cong nghé thong tin).

- Ngoai ngir dat bac 3 cua Khung nang luc ngoai ngit 6 bac dung cho Viét Nam hoac
cao hon; Chitng chi ngoai ngit tiéng Anh trinh d6 B1 hoic twong duong tro Ién, gidy
chting nhan do Truong cip

- Tham gia thiét ké, quan tri va bao tri dugc hé thdng mang cho céc co quan, truong
hoc, doanh nghiép.

- Tham gia phat trién duoc cac du 4n mang may tinh tai cac cong ty hoat dong trong
linh vuc céng nghé thdng tin hodc c6 lién quan dén tng dung céng nghé thang tin.

- C6 kha nang nam bat nhanh va ap dung duoc c&c quy trinh trién khai hé thdng mang
chuyén nghiép theo dac thu ctia don vi.

- Xay dung, diéu hanh, phat trién hé théng cua cac hdng chuyén nghiép nhu
Microsoft, Cisco, VMware...

- Str dung thanh thao mét sé cong cu thiét yéu trong quan tri hé théng mang.

- Panh gia dugc hiéu suat hé théng mang, dé& xuit duoc céc giai phap mang.



- Phong chéng va bao mat duoc hé thong mang cho doanh nghiép;
«» Mrc do tu chu va trach nhiém:
- Ty giac hoc tap ning cao trinh do dép tng nhu cau phat trién cong nghé
- Tuan thu phap luat nha nudc va ndi quy noi lam viéc
- Sang tao trong cong viée, giup doanh nghiép phat trién kinh doanh
- Tuén tha nguyén tic an toan lao dong
- Chiu trach nhiém véi cac khuyét diém do minh gy ra
1.3. Vi tri viéc 1am sau khi t6t nghiép:

Sau khi t6t nghiép sinh vién s& 1am viéc trong cic co quan, doanh nghiép c6 nhu cau
thiét ké, thiét 1ap va quan tri mang trong cac hoat dong quan 1y, nghi¢p vu kinh doanh san
xuat. Cu thé:

+ Chuyén vién tu van va thiét ké hé théng mang;

+ Chuyén vién trién khai va giam sat hé thong mang;

+ Chuyén vién quan tri hé théng mang va co so dir liéu;
+ Chuyén vién bao tri hé thong mang mdy tinh;

+ Chuyén vién quan tri hosting, domain, website;

+ Chuyén vién bao mat hé théng mang;

Sinh vién ciing lam viéc dugc trong cac don vi hoat dong trong linh vuc phan cing va
bdo mat nhu: lap rap va cai dat may tinh, quan tri hé thong tuong ltra, quan tri h¢ thong ao
hoa.

2. Khoi hrong Kkién thirc va thoi gian khéa hoc:
-S6 luong mén hoc: 37
- Khéi luong kién thie, k¥ ning toan khéa hoc: 100 tin chi
- Khéi luong cac mon hoc chung/ dai cuong: 525 gid
- Khéi luong cac mon hoc chuyén mén: 2070 gid
- Khéi luong 1y thuyét: 678 gio; Thuc hanh, thuc tap, thi nghiém: 1917 gid
- Thoi gian khoa hoc: 2,5 nam
3. Noi dung chwong trinh:

Thoi gian hoc tap (gio)
e S ti Trong do
?l(izon Tén mén hoc (c)lgn Téong Thye hanh/ )
L <6 Ly | thuctdp/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luin
| Czi.c mon hoc chung/ 30 525 240 2565 30
dai cwong
CTC304 |GidodycChinhtri | 4@3L7)| 75 | 41 29 >




Thoi gian hoc tap (gio)

ME M6 ‘. Trong do
hoon Tén mén hoc S0UN | réng Thyc hanh/ |
) sé Ly | thuctip/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thiao luin
CTC305 | Phap luat 2(2,0,4) | 30 18 10 2
CBC305 | Gi4o duc thé chat 2(0,2,1) | 60 5 51 4
cBcaoy | Uidoducquocphong |39y 75 | 36 35 4
va An ninh
TTC301 | Tinhoc 4(1,3,4) | 75 15 58 2
CBC301 | Tiéng Anh 1 3(1,2,3) | 40 14 24 2
CBC302 | Tiéng Anh 2 3(1,2,3) | 40 14 24 2
CBC303 | Tiéng Anh 3 2(1,1,3) | 40 14 24 2
CBC304 | Tiéng Anh 4 2(2,04) | 30 28 2
KTC301 |K§ ning mém 4(4,08) | 60 55 5
I Cac mdn hoc chuyén | 70 | 5079 | 438 1595 37
mon nganh, nghé
1.1 Mén hoc co sé 19 405 | 132 260 13
M6n hoc bat bugc 19 405 | 405 132 260
Bao v€ moi truong, su
TTC3700 | dungning lwongva | 2(2,0,4) | 30 9 20 1
tai nguyén hi¢u qua
TTC302 | Ky thuat lap trinh 4(2,2,5) | 90 28 60 2
TTC303 | Co so dit liéu 2(1,1,3) | 45 13 30 2
H¢ quan tri co so dir
TTC305 " 3(1,2,3) | 75 13 60 2
¢
Phan tich va thiét ké
TTC306 | = . 2(1,1,3) | 45 13 30 2
hé thong
TTC343 | Phancing maytinh | 3(2,1,5) | 60 28 30 2
Mang may tinh va
TTC344 o 3(2,1,5) | 60 28 30 2
quan trr mang
1.2 Mon hgoc chuyén mon 43 1665 306 1335 24

nganh




Thoi gian hoc tap (gio)

M3 md ‘. Trong do
i(:ton Tén moén hoc S(c)]gn Téng Thue hanh/ .
: s& Ly | thuctip/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luin
Madn hoc bdt bugc 35 1305 | 1485 252 1215
Thiét lap hé théng
TTC3143 4(2,2,5) | 90 28 60 2
mang
TTC3144 | Mang nang cao 4(2,2,5) | 90 28 60 2
TTC348 | Thiét bi mang 3(2,15) | 60 28 30 2
Quan tri mang trén
TTC350 _ 3(2,15)| 60 28 30 2
Linux
TTC349 | Cau hinh mang 3(2,15) | 60 28 30 2
An toan hé théng
TTC382 L 3(2,15)| 60 28 30 2
mang may tinh
Quan tri mang nang
TTC351 . 3(2,15) | 60 28 30 2
cao tren Linux
Quan tri hé théng mail
TTC347 3(2,15) | 60 28 30 2
server
TTC3145 | Ky thuat hack 4(2,2,5) | 90 28 60 2
Db an quan tri mang
TTC356 | . . 1(0,1,0) | 45 45
trén Windows (**)
D6 an quan tri mang
TTC357 | . . 1(0,1,0) | 45 45
trén Linux
TTC3191 | P an tét nghiép (**) | 5(0,5,0) | 225 225
TTC358 @E‘;" tptotnghiép | 6o6,0) | 270 270
TTC3192 nghicp () 6(0,6,0)
Mon hoc tu chon 8 180 180 o4 120
Nhom 1 (Chen 1 trong 3 mén hec) 4 90 90 28 60
TTC320 | Thiét ké Web 4(2,25) | 90 28 60 2




Thoi gian hoc tap (gio)
M3 md ‘. Trong do
i(:ton Tén moén hoc S(c)]gn Téng Thue hanh/ .
: s& Ly | thuctip/thi | Kiém
thuyét | nghiém/ bai tra
tap/ thao luin
Phat trién ung dung
TTC3003 4(2,25) | 90 28 60 2
loT
Xay dung ha tang
TTC3120 4(2,2,5) | 90 28 60 2
mang
Nhom 2 (Chen 2 trong 3 mén hoc) 4 90 90 26 60
TTC364 | Cong nghé ao hoa 2(1,1,3) | 45 13 30 2
Bao mat hé thdng
TTC352 L 2(1,1,3) | 45 13 30 2
thong tin
TTC3004 | Quan tri Data Center 2(1,1,3) 45 13 30 2
4. Ké hoach giang day
~ £ oL Ma mén hoc:
T mﬁl\r??loc Tén mon hec S‘C’hti'” Hoc trwéc (a) | Ghi cha
: Song hanh (b)
Hoc ky 1 18
Mén hoc bat bugc 18
1 CBC307 Silnar? duc quoc phong va An 43,1,7)
2 KT801 | K§ ning mém 4(4,0,8)
3 TTC301 | Tin hoc 4(1,3,4)
4 TTC302 | Ky thuat Iap trinh 4(2,2,5)
5 TTC303 | Cosodirligu 2(1,1,3) | TTC301 (b)
M6n hoc tu chon 0
Hoc ky 2 20
M6n hoc bat bugc 20
6 | CBC305 | Gido duc thé chat 2(0,2,1) | CBC307 (a)
- ] : CBC305 (b)
7 CTC304 | Giao duc Chinh tri 4(3,1,7) TTC3700 (b)
8 | CBC301 | Tiéng Anh 1 3(1,2,3)




Ma mon hoc:

T M Tén mon hec S0LM | Hoe trudc (a) | Ghi chu
¢ ! Song hanh (b)
Béo vé méi trudong, st dung
9 | TTC3700 | nang lugng va tai nguyén hiéu | 2(2,0,4) KT801 (a)
qua
10 | TTC305 | Hé quan trj co so di liu 3(1,2,3) | TTC303(a)
TTC302 (a)
11 | TTC343 | Phan cirng may tinh 3(2,1,5)
Mang may tinh va quan tri
12 | TTC344 3(2155) | TTC343 (b)
mang
Mon hoc tw chon 0
Hoc ky 3 20
M6n hoc bdt bugc 16
13 | CBC302 | Tiéng Anh?2 3(1,2,3) | CBC301 (a)
14 | TTC306 | Phan tich va thiét ké hé théng 2(1,1,3)
15 | TTC3143 | Thiét Iap hé théng mang 4(2,25) | TTC344 (a)
16 | TTC348 | Thiét bi mang 3(2,15) | TTC344 (a)
17 | TTC350 | Quan tri mang trén Linux 3(2,1,5) TTC344 (a)
TTC356 Db 4&n quan tri mang trén 10.1,0)
18 Windows (**) 1, TTC3143 (b)
M6n hoc twr chon (Chen 1 trong 3 mén hoc) 4
19 | TTC320 | Thiét ké Web 4(2,25) | TTC305 (a)
20 | TTC3003 | Phét trién tng dung loT 4(2,25) | TTC344 (a)
21 | TTC3120 | Xay dung ha ting mang 4(2,2,5)
Hoc ky 4 22
M6n hoc bdt bugc 22
22 | CTC305 | Phap luat 2(2,0,4) | CTC304 (a)
23 | CBC303 | Tiéng Anh 3 2(1,1,3) | CBC302 (a)
24 | TTC3144 | Mang nang cao 4(2,2,5) | TTC3003 (a)
TTC3120 (a)
o5 | TTC349 | Chu hinh mang 3(2,1,5) | TTC3143 ()
TTC348 (a)
Quan tri mang nang cao trén
26 | TTC351 | ° 3(2,1,5) | TTC350 (a)
Linux
27 | TTC347 | Quan tri hé théng mail server 3(2,1,5) TTC356 (a)




M3 sé tin Ma mon hoc:
TT|  on hoc Tén mon hec ghv Hoc truéc (3) | Ghi chd
¢ ! Song hanh (b)
28 | TTC3145 | Ky thuat hack 4(2,2,5) | TTC320 (a)
o9 | TTC357 |Dd an quan tri mang trén Linux | 1(0,1,0) TTC350 (a)
M6n hoc tu chon 0
Hoc ky 5 20
M6n hoc bat bugc 16
30 | CBC304 | Tiéng Anh4 2(2,0,4) | CBC303 (a)
An toan hé théng mang may
31| TTC382 tinh 3(2,1,5) | TTC3145 (a)
XA A TTC357 (a)
TTC3191 *ok
32 Do an tot nghiép (**) 5(0,5,0) TTC3192 (b)
TTC382 (b)
oz . TTC364 (b)
*x
33 | TTC358 | Thuc tap tot nghiép (**) 6(0,6,0) TTC352 (b)
TTC3191 (b)
34 | TTC3192 | Thuc tap Doanh nghiép (**) 6(0,6,0)
M6n hoc twr chon (Chen 2 trong 3 mén hoc) 4
35 | TTC364 | Cbdng nghé ao hoa 2(1,1,3) | TTC3144 (a)
36 | TTC352 | Bao mat hé thong thong tin 2(1,1,3) | TTC3144 (a)
37 | TTC3004 | Quan tri Data Center 2(1,1,3) | TTC3144 (a)
Tong cong 100

5. Hwéng dan sir dung chwong trinh:

5.1. Huéng dan xdc dinh néi dung va thoi gian cho cac hoat dong ngoai khéa:

- Pé sinh vién c6 nhan thirc ddy du vé nghé nghiép dang theo hoc, nha trudng bb tri
tham quan mdt sO co s¢ san xuat, kinh doanh phu hgp véi nghé dao tao;

- Thot gian cho hoat dong ngoai khoa dugc b tri ngoai thoi gian ddo tao chinh khoa
vao thoi diém phu hop.

5.2. Hudng dan kiém tra hét mén hoc:

Thuc hi¢n theo Quy dinh td chire thue hién chuong trinh dao tao trinh dg trung cép,
cao dang theo phuong thirc tich lily tin chi; quy ché kiém tra, thi, xét cong nhan t6t nghiép
tai truong Cao dang Ky thuat Ly Ty Trong Thanh phé Ho Chi Minh ban hanh kém theo
Quyét dinh s6 713/QD-LTT-DT ngay 19 thang 7 nim 2017 cta Hiéu trudong Truong Cao
dang K thuat Ly Ty Trong TP. HCM.

5.3. Huéng dan xét

cong nhdn tot nghiép:




Xeét cong nhan :Eét nghiép thyc hién theo ngét dinh sé 696/Qb-LTT-DT ngay 26
thang 6 nam 2020 vé stra doi, bé sung mdt s6 diéu cua Quyét dinh s6 713/QD-LTT-DT
ngay 19 thang 7 nam 2017 cua Hi€u truong Truong Cao dang Ky thuat Ly Tu Trong
Thanh pho H6 Chi Minhﬁ vé ban hanh Quy dinh t6 chtrc thuc hién chul:ong trinh dao tao
trinh d6 trung cap, cao dang theo phuong thirc tich liy tin chi; quy ché kiém tra, thi, xet
cong nhan tot nghiép tai truong Cao dang Ky thuat Ly Tu Trong Thanh phdé H6 Chi Minh.

Céan cuo dé nghi cua Hoi dong xet t6t nghiép, Hidu truong ky quyét dinh c6ng nhan t6t
nghiép va cap bang tot nghiép cao dang K su thuc hanh, chuong trinh chat luong cao cho
nhirng sinh vién du diéu kién tot nghiép.

5.4. Cdc chit ¥ khdc (néu c6)

Céac modn hoc Gigo duc thé chit, Gido duc qudc phong va An ninh, K§ ning mém va
Thuce tap Doanh nghiép khong tinh vao di€m trung binh chung hoc tdp nhung la mon hoc
diéu kién dé xét hoan thanh khéi lwong hoc tap, xét diéu kién dy thi tot nghiép, cong nhan
tot nghiép.

Moén hoc Thuc tap Doanh nghiép c6 sb tin khong tinh vao tong s tin chi trong chuong
trinh. Tuy theo chuyén moén cia ting nganh, ngheé, Trudng khoa cé thé chon 1 trong cac
hinh thirc sau dé thuc hién:

- Thuc tap tai Doanh nghiép.

- Thuc tap tai cic Xuong chuyén mon hodc cac Trung tim Doanh nghiép lién két dat
tai Truong Cao dang Ly Ty Trong TP. HCM.

- Tham gia cac Cau lac by chuyén nghanh tai khoa.

- Thuc hién cac mé hinh, du 4n do khoa trién khai.

Cac mon hoc gan dau (**) hoc tai Doanh nghiép.

Thanh phé Ho Chi Minh, ngay 22 thang 6 ndm 2020
HIEU TRUONG

Pham Hiru Loc



SO PO MOI LIEN HE VA TIEN TRINH PAO TAO CAC MON HQC

Tén nganh, nghé: Quan tri mang may tinh

Ma nganh, nghé: 6480209
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CHUONG TRINH MON HQC

Tén moén hoc: BAO VE MOI TRUONG, SU DUNG NANG LUQNG VA TAI
NGUYEN HIEU QUA

Ma mén hec: TTC3700
Thoi gian thuc hién mon hoc: 30 gio; (Ly thuyét: 9 gid; Thuc hanh, thi nghiém, thao
luan, bai tap: 20 gio; Kiém tra: 1 gio)
l. Vi tri, tinh chit ciia mén hoc:
— Vi tri: Hoc song song vo1 mon hoc co s¢ nganh.

— Tinh chat: La mon hoc bat budc nham trang bi cac kién thic va k¥ ning co ban vé
bao v€ moi trudong, st dung ndng luong va tai nguyén hiéu qua.

1. Muc tiéu mon hoc:

— Kién thac: Trinh bay duoc khai ni¢m, phan loai va danh gia dugc tdc dong dén moi
truong cua viéc khai thac, st dung nang lugng va tai nguyén.

— Nhén biét, phan loai duoc cac loai chat thai, chat doc hai va giai thich tac dong cua
chiung dén moéi truong.

— K¥ nang:

+ Ap dung cac nguyén tic da hoc trong viéc thu gom, luu trit va xir 1y chat thai tai
Khoa CNTT.

+ St dung va luu trit chat doc hai dam bao ding quy dinh.
+ Sur dung nang lugng va tai nguyén hi€u qua trong nganh CNTT.
— Nang lyc ty chu va trach nhi¢m:

+ Tu gidc, chu dong trong viéc bao v¢é mdi truong, sur dung nang lugng va tai
nguyén hiéu qua

+ Tuyén truyén vé cac hoat dong bao vé mdi trudng, sir dung ning luong va tai
nguyén hi¢u qua.
I11. Noi dung mon hoc:
1. N§i dung téng quat va phan bo thai gian:

Thoi gian (gio)
Thwc hanh /
S6 TT | Tén cac baitrong mdn hec | Téng Ly thuc tap/ thi | Kiém

s6 | thuyét | nghiém/bai | tra
tap/ thao luan
1 Chuong 1: Sir dung ning 6 2 4 0
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Theot gian (gio)
Thwc hanh /
S6 TT | Tén cac baitrong mon hgc | Téng Ly thuc tap/ thi | Kiém

s6 | thuyét | nghiém/bai | tra
tap/ thao luan

lwgng va tai nguyén hi¢u

qua
1. Tai nguyén 3 1 2
2. Nang lugng 3 1 2
Chuwong 2: Quin 1y chat

2 thai CNTT 6 2 4
1. Cac loai chat thg’li va tac
dong cua ching dén moi 3 1 2
truong
2. Chat thai CNTT 3 1 2

Chuong 3: Xir Iy chat thii,
3 chat doc hai dung cach va 12 3 9
than thién véi moi truong

1. Chét doc hai va tac dong

, , 4 1 3
cua ching
2. Anh huong chat doc hai
e 4 1 3
dén moi truong
3. Luu trr va st dung an toan 4 1 3
chat thai doc hai
4 On tap két thiic mén hoc 6 2 3 1
Tong cong 30 9 20 1

2. Néi dung chi tiét:
Chuwong 1 : SUDUNG NANG LUQONG VA TAI NGUYEN HIEU QUA
Thoi gian: 6 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Trinh bay dugc khai niém va phén bi¢t dugc cac dang nang luong, tai nguyén.

- Gidi thich dugc tdc dong ctua viéc st dung nang lugng va tai nguyén doi voi moi
truong.

- Biét cach str dung ning luwong va tai nguyén hiéu qua trong linh vire CNTT.
2. Noi dung chwong:
Chuong 1: Sir dung niang luwgng va tai nguyén hiéu qua

1. Tai nguyén

2. Nang luong
11



Chuwong 2: QUAN LY CHAT THAI CNTT Thoi gian: 6 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Quan 1y va phan loai duoc cac loai chat thai va tac dong cia chung dén mai truong.
- Thu gom, luru trix va xir 1y chét thai CNTT dung cach va than thién voi méi trudng.
- Biét cach su dung va tai ché 1ai chat thai CNTT.

2. N§i dung chwong:
Chuwong 2: Quan Iy chit thai CNTT

1. Cac loai chit thai va tac dong ctia chung dén méi truong

2. Chét thdi CNTT

Chwong 3 : XU LY CHAT THAI, CHAT PQC HAI PUNG CACH VA THAN
THIEN VOI MOI TRUONG Thoi gian: 12 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Gii thich dugc chét thai doc hai.
- Giai thich dwgc anh hudng cua chét thai doc hai doi véi moi truong.
- Str dung va luu trir chét thai doc hai an toan.
2. Noi dung chwong
Chuwong 3: Xir Iy chat thai, chat ddc hai ding cach va than thién véi mdi truong
1. Chat doc hai va tac dong cua chung
2. Anh huong chat doc hai dén moi truong
3. Luu trir va sir dung an toan chét thai doc hai
On tap két thic mén hec Thoi gian: 6 gio
1. Muc tiéu: Sau khi hoc xong SV:
- Hé thdng va cang ¢b lai cac kién thirc da hoc & cac chuong.

- Pinh huéng va mad rong cho sinh vién huéng nghién ciu, phat trién va xay dung cac
bai tap nang cao.

IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mén héa/nha xuéng: Phong hoc 1y thuyét, Phong may tinh.
2. Trang thiét bi may moc: Mang may tinh, may chiéu, project.
3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB
4. Cac diéu kién khac: Micro, loa, may lanh, quat.
V. Noi dung va phuong phap danh gia:
12



1. N6i dung:
- Kién thuc:
+ Phan loai, tac dong dén moi truong cua viéc khai théac, st dung nang lugng va tai
nguyeén
+ Phén loai cac loai chat thai, chat doc hai
+ Tac dong cua chét thai, chat doc hai dén méi truong
- Ky nang:
+ Ap dung nguyén tic an toan trong viéc thu gom, luu trit va xir Iy chat thai tai noi
lam viéc.
+ Str dung va luu trir chat doc hai dam bao dang quy dinh
+ St dung nang lugng va tai nguyén hi€u qua trong cac linh vuc lién quan
- Nang luc tu chu, tu chiu trach nhiém:
+ Ty giac, chu dong trong viéc bao v€ mdi truong, st dung nang lugng va tai nguyén
hi¢u qua.
+ Tuyén truyén vé cac hoat dong bao vé mdi trudng, st dung ning luong va tai
nguyén hiéu qua.
2. Phuong phap: Thuc hién cac bai kiém tra, tric nghiém viét bao cao, kiém tra cudi
Ky.
VI. Hwéng din thuc hiégn mon hoc:
1. Pham vi &p dung mdn hoc: Ap dung cho trinh do cao dang
2. Hwéng din vé phwong phap giang day, hoc tip mén hoc:
— Péi véi gido vién, giang vién:
+ Giang vién can cin ctr vao ndi dung cua timg bai hoc dé chuin bi ddy du cac
diéu kién can thiét nham dam bao chat luong giang day.

+ Can 4p dung phuong phap thich hop dé tich cuc hoa ngudi hoc.
— Déi v6i ngudi hoc:
+ Can cht y nam viing cac kién thirc 1y thuyét co ban ctia bai hoc.
+ Chu ¥ doc hiéu cac ¥ trong tdm cta bai hoc.
3. Nhirng trong tam can cha y:
- Xtr dyng nang luong va tai nguyén hiéu qua.
- Anh huéng ctia hoa chét doc hai va chat thai dén méi trudng.
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- Khao sat thue té, dua ra cac bién phap can cai thién.
4. Tai liéu tham khao:

[1] Gido trinh xir 1y chét thai ran — PGS. TS Nguyén Vin Phudc — Khoa Méi trudng
DbHBK TPHCM

[2] Gio trinh K¥ thuat xt 1y rac thai cong nghiép - PGS. TS Nguyén Vin Phudc —
NXB Xay dung

[3] Pé tai vé cac cong nghé xtr 1y rac thai tai Viét Nam - Trung tdm Théng tin
KH&CN Québc gia

[4] Gido trinh Sir dung ning luong tiét kiém va hiéu qua - B GDDT — NXB Gido
duc Viét Nam

[5] ISO 14001:2015 Hé thong quan 1y mdi trudng nhitng yéu cau va hudng dan st
dung-Cam ning tiét kiém dién trong gia dinh — Chuong trinh muyc tiéu Qudc gia vé six
dung ning luong tiét kiém va hiéu qua.

[6] Website:

-http://moitruongviet.edu.vn/tac-dong-tu-hoat-dong-khai-thac-khoang-san-
den-moitruong/

-https://khoahoc.tv/mua-bao-2018-bao-dich-chuyen-bat-thuong-can-de-phong-
nhungvung-it-nhay-cam-93807

-http://www.dlhaiduong.evn.com.vn/c3/dao-tao/Cac-bien-phap-tiet-kiem-
nangluong-13-845.aspx
- https://www.youtube.com/watch?v=bEuoNJAzRy8

5. Ghi chii va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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https://www.youtube.com/watch?v=bEuoNJAzRy8

CHUONG TRINH MON HQC

Tén mon hoc: KY THUAT LAP TRINH
Ma& mon hoc: TTC302

Thoi gian thwc hién mén hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)

IV. Vi tri, tinh chit ciia mén hoc:
— Vi tri: Hoc song song voi mon hoc Tin hoc.
— Tinh chit: La m6n hoc bat budc nam trong cac mon hoc co s¢. Mon hoc nay yéu
cau phai co tu duy logic va kién thiic vé toan so cap.
V. Muc tiéu mon hoc:
— Kién thtre: Sau khi hoc xong sinh vién c6 céc kién thirc co ban vé k¥ thuat 1ap trinh
nhu ham, ham d¢é quy, mang, chudi, con trd, struct, file.
— Ky nang:
+ Str dung thanh thao cAu tric & nhanh, vong lap, ham, ham dé quy, mang, chudi,
con tro, struct, file trong 1ap trinh bang ngon ngir C/C++
+ Thao tac dugc trén file dé doc va ghi dir ligu.
+ Lap trinh dugc cac bai toan thuc té dung C/C++
+ Thao tac duoc trén file dé doc va ghi dir lidu.
+ Giai quyét duoc cac bai toan thyc té dung C/C++
— Nang luc ty chu va trach nhiém:
+ C6 kha nang tu duy doc 1ap trong lap trinh.
+ C6 kha ning ty tim toi, hoc hoi, tich lity kinh nghiém lién quan dén lap trinh.
V1. Noi dung mén hoc:
1. N§i dung tong quat va phan bo thai gian:

Thoi gian (gio)
Thuc hanh /
S6 TT | Tén céac bai trong mdn hec | Téng Ly thuc tap/ thi | Kiém

so | thuyét | nghiém/bai | tra
tap/ thao luan

Chwong 1: Cac khai niém
1 co ban cia ngon ngir lap 5 2 3 0
trinh C/C++

1. Khai quéat vé ngdn ngir 1ap

trinh C/C++ 2 ! 1
2. Céc kiéu dit lidu co 56 1 1
3. Biéu thuc — Toan tir - Cau
N 2 2
Iénh
2 ChA’u’(mg 2: Cac ham nhp 6 2 4 0
xuat
1. Ham printf() va scanf() 3 1 2
1. Ham getche() va getch() 1 1

15



Thoi gian (gio)
Thwc hanh /
S6 TT | Tén cac baitrong mon hgc | Téng Ly thuc tap/ thi | Kiém
s6 | thuyét | nghiém/bai | tra
tap/ thao luan
2. Nhap xuat dit liéu dung
R 2 1 1
cin va cout
3 Ch};’(mg 3: Cau truc dieu 13 4 9 0
kljlen
Cau trac r€ nhanh 3 1 2
Vong lap 10 3 7
4 Chuwong 4: Him 20 6 14
1. Tong quan vé ham trong
C/C++ 12 4 8
2. VAn dé tam vuc 1 2
3. bé quy 1 4
S Chuong 5: Mang va chudi 24 6 17 1
1. Mang 12 4 8
2. Chudi 8 2 6
On tap va kiém tra chuong 2 4 0 3 1
6 Chuong 6: Con tro 7 4 3
1.Khai quat vé con tro 2 2 0
2.Ung dung cua con tro 5 2 3
7 Chu"o.'ng‘7: Kl.eu dir I|~e;u do 11 4 5 1
nguoi dung dinh nghia
Kiéu cau truc (struct) 4 3
On tap va kiém tra giira ky 0 3 1
On tap cudi ky 0 4
Tong
A 90 28 60 2
cong

2. Noi dung chi tiét:
Chwong 1 : CAC KHAI NIEM CO BAN CUA NGON NGU LAP TRINH C/C++
Thaoi gian: 5 gio
1. Muc tiéu: Sau khi hoc xong nguodi hoc c¢6 kha nang:

- Biét cac khai niém co ban cia ngdn ngtt 1ap trinh C/C++ nhu kiéu dit liéu co s&, biéu
thirc toan tir cau Iénh.

- Céch tao project va file ma ngudn chwong trinh C/C++ bang Visual Studio .Net, Dev-
C++.

2. N9i dung chwong:
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2.1. Khai quat vé ngdn ngir 1ap trinh C/C++. Thoi gian: 2 gid
2.1.1. Giai thiéu
2.1.1.1. Céc khai niém co ban
2.1.1.2. Giai thiéu ngbn ngir C/C++
2.1.1.3. Méi truong lap trinh
2.1.2. Céc thanh phan co ban cua ngdn ngit C/C++
2.1.2.1.Bo ky tycua C
2.1.2.2. Céc tur khéa
2.1.2.3. Tén va cach dat tén
2.1.2.4. Cach ghi loi giai thich
2.1.2.5. Cau lénh va dau cham cau
2.1.2.6. Cau trlc cua chuong trinh
2.1.2.7. Cac budc lap trinh co ban
2.1.3. Céch tao file ma ngudn chuong trinh C/C++ bang Visual Studio .Net
2.1.3.1. Khoi dong Visual Studio.Net
2.1.3.2. Tao Project
2.1.3.3. Tao file ma nguon
2.1.4. Céch tao file ma ngudn chuong trinh C/C++ bang Dev-C++
2.1.4.1. Khoi dong Dev-C++
2.1.4.2. Tao Project
2.1.4.3. Tao file ma nguon
2.2. CAc kiéu dir liéu co s& Thoi gian: 1 gio
2.2.1. Céc kiéu dit liéu co ban
2.2.1.1. Kiéu ky tu
2.2.1.2. Kiéu sé nguyén
2.2.1.3. Kiéu s thuc
2.2.2. Khai niém vé bién, hing
2.2.2.1. Hang
2.2.2.2. Bién
2.3. Biéu thiic — Toan tir - Cau Ignh Thoi gian: 2 gio
2.3.1. Biéu thtic va cAc toan tir
2.3.1.1. Khai ni¢m biéu thuc
2.3.1.2. Céc toan tu
2.3.1.2.1. Toan tir s6 hoc
2.3.1.2.2. Toan tur quan hé
17



2.3.1.2.3. Toan tir logic
2.3.1.2.4. Toan tir tang giam
2.3.1.2.5. Toan tir diéu kign
2.3.1.2.6. C4c toan tir khac
2.3.2. Lénh va khéi lénh
2.3.3. Chuyén déi kiéu dit liéu
2.3.4. Céc ham c6 san trong C
2.3.4.1. Cac tap tin header
Chwong 2 : CAC HAM NHAP/XUAT Thoi gian: 6 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Hiéu va st sung thanh thao cac ham nhap xuat dir liéu.

2. Ngi dung chwong

2.1. Ham printf() va scanf() Thoi gian: 3 gio
2.2. Ham getche() va getch() Thoi gian: 1 gio
2.3. Nhap xuét dir liéu ding cin va cout Thoi gian: 2 gio
Chwong 3 : CAU TRUC PIEU KHIEN Thoi gian: 13 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Hiéu va str dung thanh thao cac ciu trac diéu khién.
2. N§i dung chwong
2.1. Cau triic ré nhanh Thoi gian: 3 gio
2.1.1. Lénh if .. .else .
2.1.2. Lénh switch...case
2.2.\Vong lap Thoi gian: 10 gio
2.2.1. Vong lap for
2.2.2.Vong lap while
2.2.3.Vong lap do ...while
Chuong 4 : HAM Thoi gian: 20 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Lap trinh thanh thao theo modun (dung ham);
- Cai dat ham d¢ quy;
2. Noi dung chwong:
2.1. Tong quan vé ham trong C/C++ Thoi gian: 12 gid
2.1.1. Khai niém
2.1.1.2. Cong dung ctia ham
2.1.2. CAu triic caa ham
2.1.2.1. CAu triic
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2.1.2.1.1. Phan khai bao va mo ta ham
2.1.2.1.2. Phan cai dat ham
2.1.2.2. Céch trinh bay phan khai bao va cai dat ham
2.1.2.3. Lénh return va exit
2.1.3. Sur dung ham
2.1.3.1. Ham khéng tra vé gia tri
2.1.3.2. Ham tra vé gia tri
2.1.4. Truyén tham s6
2.1.4.1. Tham s6 thuc
2.1.4.2. Tham s6 hinh thirc
2.1.4.2.1. Tham sd hinh thac tri
2.1.4.2.2. Tham sé hinh thic bién
2.2. Van dé tam vuc Thoi gian: 3 gio
2.2.1. Khai niém tam vuc
2.2.2. Quy tic co ban vé tam vuc
2.2.2.1. TAm vuc caa ham
2.2.2.2. Tam vyc cta bién
2.2.2.2.1. Bién toan cuc
2.2.2.2.2. Bién cuc bo
2.3. B¢ quy Thot gian: 5 gio
2.3.1. Khéi niém
2.3.1.1. Khai niém vé dé quy
2.3.1.2. Céu trlic cua ham dé quy
2.3.2. Cac vi du
2.3.2.1. Bai téan tinh n!
2.3.2.1.1. Dung giai thuat lap
2.3.2.1.2. Dung giai thuat d¢ quy
2.3.2.2. Bai tdan tinh s6 hang thir n cua ddy Fibonacci
2.3.2.2.1. Dung giai thuat lap
2.3.2.2.2. Dung giai thuat d¢ quy
2.3.3. Céc loai d¢ quy
2.3.4. Khtr d¢ quy
Chwong 5 : MANG VA CHUOI Thoi gian: 24 gio
1. Muc tiéu: Sau khi hoc xong nguodi hoc c¢6 kha nang:
- Hiéu va thyc hién duoc cac thao tac co ban trén mang va chudi;
- Lap trinh céc bai toan thyc té, xtr 1y chudi.
2. Noi dung chuwong:
2.1. Mang Thoi gian: 12 gio
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2.1.1. Khai niém mang

2.1.2. Mang mét chiéu

2.1.2.1. Khai bdo mang 1 chiéu

2.1.2.2. Khai bao va khai tao gia tri cho mang 1 chiéu

2.1.2.3. Truy xuat phan tir cia mang 1 chiéu

2.1.3. Mang nhiéu chiéu

2.1.3.1. Khai bdo mang 2 chiéu

2.1.3.2. Khai bao va khai tao gia tri cho mang 2 chiéu

2.1.3.3. Truy xuat phan tir cia mang 2 chiéu

2.2. Chudi Thoi gian: 8 gid

2.2.1. Khai niém

2.2.2. Khai béo chudi

2.2.3. Céac ham xir ly chudi

2.2.3.1. Ham nhap chudi

2.2.3.2. Ham xuit chudi

2.2.3.3. Ham tinh chiéu dai chudi

2.2.3.4. Ham sao chép chudi

2.2.3.5. Ham ndi chudi

2.2.3.6. Ham so sanh chudi

2.2.3.7. Ham dbi chudi sang chir hoa

2.2.3.8. Ham d6i chudi sang chit thudng

2.3. On tap Thoi gian: 3 gio
Chwong 6 : CON TRO Thoi gian: 7 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:

- Str dung duoc bién con tro trong lap trinh;

- Thao tac trén mang dung cap phat dong.

2. Noi dung chuwong:

2.1. Khai quat vé con tré Thoi gian: 4 gio

2.1.1. Khéi niém

2.1.2. Ly do dung con tro

2.1.3. Khai bao bién con tro

2.1.4. St dyung con tré trong cé4c biéu thic

2.1.5. Cap phét va giai phong ving nhé

2.2. Ung dung ciia con tré Thoi gian: 3 gio

2.2.1. Ham c6 tham s6 con tro

2.2.2. Con tro6 va mang

2.2.3. Con tro va chudi
Chwong 7 : KIEU DU LIEU DO NGUOI DUNG PINH NGHIA  Thoi gian: 11 gio
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1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Str dung struct trong 1ap trinh, thyc hién cac thao tac trén mang struct;
- Luu trit va truy xuét dit liéu tir file.
2. Noi dung chwong:
2.1. Kiéu cau truc Thoi gian: 7 gio
2.1.1. Khai béo céu trac dit liéu
2.1.1.1. Khai bao struct
2.1.1.2. Khai bao va khai tao gia tri cho bién struct
2.1.1.3. Pinh nghia kiéu di liéu méi bang typedef
2.1.2. Tham khao cac thanh phan cua struct
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong may tinh.
2. Trang thiét bi may moc: Hé théng may tinh c¢6 nbi mang va cai dit chuong trinh
dich ngdn ngtr C/C++, Netsupport School.
3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB
4. Cac diéu kién khac: Micro, loa, may lanh, quat.
V. N¢i dung va phwong phap danh gia:
1. Noi dung:
— Kién thuc:
+ Ham d¢ quy.
+ Mang mot chiéu.
+ Chudi
+ Mang struct.
— K¥ nang:
+ Cai dat ham d¢ quy.
+ Céc thao tac trén mang mot chiéu.
+ Cac thao tac trén chudi
+ Cac thao tac trén mang struct.
— Nang luc tu cha va trach nhiém:
+ C6 kha nang tu duy ddc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.

VI. Huéng dan thuc hién mon hoc:
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1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.
2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
— Péi vé6i gido vién, giang vién:
+ Nén dan dat nguoi hoc tim ra ¥ tudng thuat toan trude khi bat tay vao cai dat ham.
+ Céan hudng din nguoi hoc cach stra 161 va chay debug.

+ Can cht ¥ hudng dan nguoi hoc 14p trinh theo chuan, dic biét 1a cach trinh bay
cAu trac cau 1énh.

— Pbi voi nguoi hoc:
+ Can chil y nam viing y tuong thuat toan trude khi bat tay vao thuc hién bai tap.
+ Chu ¥ doc hiéu cac cau thong bao 161 dé rat ngan thoi gian sira 16i.
3. Nhirng trong tdm can chu y:
Céch cai dat ham d¢ quy.
Céc thao tac co ban trén mang mot chiéu, chudi hay mang struct nhu:
+ Nhap, xuat
+ Xuat/tinh toan theo diéu kién
+ Kiém tra mang thoa diéu kién cho trudc
+ Tim min, max
+ Chén, x0a
4. Tai liéu tham khao:
[1] Gido trinh mén K§¥ thuat Lap trinh, Khoa CNTT truong CDKT Ly Ty Trong.
[2]. Pham Van At, K¥ thuat lap trinh C, Nha xuit ban Khoa hoc k¥ thuat

[3]. Nguyén Dinh Té & Hoang Dtic Hai, Gido trinh Ly thuyét va bai tip ngon ngir
C, Nha xuét ban Giao duc
5. Ghi chii va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngay 22 thang 6 nam 2020
TRUONG KHOA

Nguyén Khoa

22



CHUONG TRINH MON HOQC

Tén mén hoc: CO SO DU LIEU
Ma& mon hoc: TTC303

Thoi gian thuc hién mén hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

l. Vi tri, tinh chit ciia mén hoc:
— Vi tri: Hoc song song v61 mon hoc Tin hoc.
— Tinh chat: La mén hoc bit budc ndm trong cac mén hoc co sd. Mén hoc niy yéu
cau phai co tu duy logic va kién thic vé toan 16p 10 (tap hop).
Il. Muc tiéu mon hoc:
— Kién thirc: Sau khi hoc xong ngudi hoc c¢6 céc kién thirc co ban vé mé hinh quan
hé, cac rang budc toan ven, phu thudc ham, khoa, phu tdi thiéu, cac dang chuén,....
— Ky nang:
+ Xac dinh dugc cac rang budc toan ven trong lugc do Hé quan tri co sé dit liéu
+ Tim duoc tat ca cac khoa cua luoc dd quan hé
+ Tim dugc phu tdi thiéu cta tap phu thugc ham
+ Xac dinh duoc dang chuan cao nhét cua lugc db quan h¢, dang chuan cta lugc dd
co s¢ dir lidu.
+ Chuén hoa luge dd quan h¢ vé dang chuin
— Nang lyc ty chu va trach nhi¢m:
+ C6 kha nang tu duy doc 1ap trong thiét ké co s dir liéu
+ C6 kha nang tu tim toi1, hoc hoi, tich Iiiy kinh nghiém cac van dé vé CSDL
I11. Noi dung mon hoc:
1. Noi dung tong quat va phan bo thoi gian:

Thai gian (gio)
'IS"(I)' Tén céc bai trongmonhec | Téng | Ly Thyc hanh /thyc | an,
B thuyét tap/ thi nghiém/ tra
S0 bai tap/ thao luan
1 | Chuong 1: Mo hinh quan h¢ 4 2 2
2 | Chuwong 2: Rang bugc toan ven 8 3 4 1
1. Rang budc toan ven — Cac yéu . . 0
t6 ctia rang budc toan ven
2. Phén loai rang budc toan ven 6 2 4
Kiém tra chuong 2 1 0 0 1
3 | Chwong 3: Phu thugc ham 13 3 10
1. Phu thuoc ham 4 1 3
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Thoi gian (gio)

Sb NPT ] ) : .
T Tén cac bai trong mon hec Téng Ly 'I;grl,)rlctn?rrllg h/itérrl;_lr/c Kidm
6 thuyét N 1A tra
S0 bai tap/ thao luan
2. Phu téi thiéu caa mot tap phu A . 3
thudc ham
3. Khoa cua luge d6 quan hé 5 1 4
Chuong 4: Chuan héa co sé dir
4 | 17 5 11 1
li€u
1. Dang chuan cua luge d6 quan
X 6 2 4
hé¢
2. Phan ra bao toan thong tin va 4 5 5
phu thudc ham.
3. Chuén hoa luge do co so dir 4 L 3
liu bang céch phan ra
On tap va kiém tra gitra ky 3 2 1
On tap cudi ky 3 3
Tong cong 45 13 30 2
2. Noi dung chi tiét:
Chuong 1 : MO HINH QUAN HE Thoi gian: 4 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc hiéu duoc:

- Muc dich, vi tri, vai tré ctia mon hoc;

- Cac khai niém trong m6 hinh quan h¢.

2. N¢i dung chwong:

2.1. Co s¢ dit liéu va hé quan tri co s¢ dit liéu

2.1.1. Co so dir liéu

2.1.2. Hé quan tri co so dir liéu

2.1.3. Ngudi dung

2.2. M6 hinh quan hé

2.2.1. Khai niém mé hinh quan hé
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2.2.2. Thudc tinh
2.2.3. Lugc do quan hé
2.2.4. Quan hé
2.2.5.B6
2.2.6. Khoa
Chuong 2 : RANG BUQC TOAN VEN Thoi gian: 8 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:
- Hiéu duoc céc loai rang budc toan ven;
- Xac dinh va phat biéu duge cac rang budc toan ven trong lugc dd co sé dir liéu.
2. Noi dung chwong:
2.1. Rang budc toan ven — Cac yéu té ciia rang bugc toan ven Thoi gian: 1 gio
2.1.1. Rang budc toan ven
2.1.2. Cac yéu t6 cua rang budc toan ven
2.1.2.1. Biéu ki¢n
2.1.2.2. Béi canh
2.1.2.3. Tam anh huong
2.2. Phén loai rang bugc toan ven Thoi gian: 6 gio
2.2.1. Rang budc toan ven co béi canh 1a mot quan hé
2.2.1.1. Rang bugc toan ven lién bo
2.2.1.2. Rang bugc toan ven lién thugc tinh
2.2.1.3. Rang budc toan ven vé mién gia tri
2.2.2. Rang budc toan ven cé bdi canh 1a nhiéu quan hé
2.2.2.1. Rang budc toan ven vé phu thudc ton tai
2.2.2.2. Rang budc toan ven lién thudc tinh lién quan hé
Chuong 3 : PHU THUQC HAM Thoi gian: 13 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc c¢6 kha nang:

- Hi€u khéi ni€ém phu thudc ham va cac khai niém lién quan, bao dong cua tap thude

tinh, phu tdi thiéu ciia phy thudc ham;

- Xéc dinh dugc duoc bao dong cua tap thudc tinh, phu tdi thiéu cua phu thudc ham;
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- Tim dugc tit ca cac khoa cua luge d6 quan hé.
2. N¢i dung chwong:
2.1. Phu thugc ham Thoi gian: 4 gio
2.1.1. Khéi ni¢m phu thudc ham
2.1.1.1. Dinh nghia
2.1.1.2. Phu thuéc ham hién nhién
2.1.1.3. Bao déng cua tap phu thuéc ham
2.1.2. Hé luat dan Armstrong
2.1.3. Bao dong cua tap thugc tinh
2.2. Phii t6i thiéu cia tap phu thudgc ham Thoi gian: 4 gid
2.2.1. Phu cua tap phu thuéc ham
2.2.1.1. Phu cua tap phu thuoc ham
2.2.1.2. Hai tap phu thugc ham tuong duong
2.2.2. Phu thudc ham day du
2.2.3. Tap phu thugc ham khong du thira
2.2.4. Phu tdi thiéu
2.2.4.1. Pinh nghia
2.2.4.2. Cach tim phu tbi thiéu
2.3. Khoa cia lwge dd quan hé Thoi gian: 5 gio
2.3.1. Dinh nghia
2.3.2. Thuat toan tim tat ca cac khoa
Chwong 4 : CHUAN HOA CO SO DU LIEU Thoi gian: 17 gid
1. Muc tiéu: Sau khi hoc xong nguoi hoc c¢6 kha nang:
- Hiéu céc dang chuan cua lugc dd quan hg;
- X4ac dinh dugc dang chuan cao nhat cta luoc d6 quan hé.
- Phan rd dugc luoc d6 quan hé vé dang chuan 3 bao toan thong tin va phu thudc ham.
2. Noi dung chuwong:
2.1. Dang chuan cia lwge dd quan hé Thoi gian: 6 gid
2.1.1. Dang chuan 1
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2.1.2. Dang chuan 2
2.1.2.1. DBinh nghia
2.1.2.2.Dinh Iy
2.1.2.3. Kiém tra lugc d6 quan hé dat dang chuan 2
2.1.3. Dang chuan 3
2.1.3.1. Dinh nghia
2.1.3.2. Pinh Iy
2.1.3.3. Kiém tra lugc d6 quan hé dat dang chuan 3
2.1.4. Cach nhan biét dang chuan cao nhét caa lugc dd quan hé
2.1.4.1.Dinh Iy
2.1.4.2. Céch nhan biét dang chuan cao nhat cua lwge d6 quan hé
2.1.4.3. Dang chuan cua luoc dd co so dit liéu
2.2. Phan ra bao toan théng tin va phu thugc ham Thoi gian: 4 gio
2.2.1. Phan ra bao toan théng tin
2.2.1.1. DBinh nghia
2.2.1.2. Thuat tdan kiém tra phan ré bao toan thong tin
2.2.2. Phan ra bao toan phu thugc ham
2.2.2.1 PBinh nghia
2.2.2.2. Thuat toan kiém tra phan ré bao toan phu thugc ham
2.3. Chuin héa lwge dd quan hé bang cach phan ra Thoi gian: 4 gid

2.3.1. Thuat toan phan ra lugc dd quan hé vé dang chuan 3 bao toan thong tin va phy

thudc ham
2.3.2.Vidu
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén méon héa/nha xuéng: Phong hoc 1y thuyét.
2. Trang thiét bi may moc: May tinh, may chiéu.
3. Hoc li¢u, dung cy, nguyén vat li¢u: Bang, viét I6ng, USB
4. Céc diéu kién khac: Micro, loa, quat.

V. Noi dung va phuong phap danh gia:
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1. N6i dung:

— Kién thuc:
+ Khai niém khoa chinh, khoa ngoai cua lugce dd quan h¢.
+ Cac loai rang budc toan ven trong lugc dd co s dit liéu.

+ Khai niém phuy thudc ham, phy thuéc ham duogc suy dan tir tip phu thudc ham,
bao déng cua tap thudc tinh, phi tdi thiéu cua phu thudc ham.

+ Cac dang chuan cua lugc dd quan h¢.
— K¥ nang:
+ Xac dinh khoa chinh, khoa ngoai cua lugc dd quan h¢.
+ Phat biéu cac rang budc toan ven trong lugc dd co so dir liéu.
+ Tim tat ca cac khoa cua luge do quan hé.
+ Xac dinh dang chuan cao nhét cua luge d6 quan hé.
+ Phan i luge do quan hé vé dang chudn 3 bao toan thong tin va phy thudc ham.
— Nang luc tu cha va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim toi1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Hwéng din thuc hiégn mon hoc:
1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.
2. Huéng din vé phwong phap giang day, hoc tap mon hoc:
— Déi véi gido vién, giang vién:
+ Sur dung co s¢ dir licu thuc té dé minh hoa.

+ Két hop dién giang, van dap va yéu cau ngudi hoc ludn phién thuc hién cac bai
tap trén bang. Cho nhiéu vi du dé nguoi hoc rén luyén va nim virng kién thirc.
Yéu cau ngudi hoc phat biéu y tudng thuit toan trudce khi bt tay vao thyc hién.

— Péi v6i ngudi hoc:
+ Cén chil y nim viing y tudng thuat toan trude khi bat tay vao thuc hién bai tap.
3. Nhirng trong tam can cha y:
— Cach xac dinh khoa chinh, khoa ngoai cua lugc dd quan hé.

— Cac rang budc toan ven trong lugc do co so dir li¢u.
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— Cac tim tat ca cac khoa cua luge do6 quan hé.
— Cach xac dinh dang chaun cao nhat ctua lugc d6 quan he.

— Cach phén rd lugc dd quan hé vé dang chuin 3 bao toan thong tin va phu thudc
ham.

4. Tai liéu tham khao:
[1] Gido trinh Co s¢ dit 1i€u, Khoa CNTT, truong CDKT Ly Tu Trong.

[2] Pong Thi Bich Thiy & Nguyén An Té, Nhip moén co so dir liéu, truong
DHKHTN Tp. HCM

[3] Lé Tién Vuong, Nhap mon Co s¢ dir liéu quan h¢, NXB Khoa hoc va K¥ thuat
5. Ghi chi va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngay 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa

29



CHUONG TRINH MON HQC

Tén mdn hec: HE QUAN TRI CO SO DU LIEU
M& mon hoc: TTC305
Thoi gian thwc hién mén hec: 75 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
. Vi tri, tinh chat ciaa mén hec:
- Vi tri: Hoc song song hoac sau vdi mon hoc Co so dir li¢u
- Tinh chat: La mon hoc bat budc nim trong cac mon hoc co s6. Mon hoc nay yéu cau
phai c6 kién thirc vé co s¢ dit lidu
Il. Muc tiéu mén hec:
- Kién thuc: Sau khi hoc xong sinh vién ¢ céc kién thirc co ban vé:

+ Tong quan vé Mirosoft SQL Server va ngon ngit T-SQL

_I_

Tao va quan tri co s¢ dir liéu
+ Truy xuat va hiéu chinh co so dir liéu
+ Thu tuc noi tai (Stored Procedure)
+ Trigger.
- K§ nang:
+ Biét cac kién thirc co ban va viéc quan 1y co sé dir liéu bang hé quan tri CSDL

SQL Server nhu tao 1ap co so dir liéu quan hé (CSDL) c6 cac thanh phan chinh : cac bang
(TABLE), cac rang budc toan ven (CONSTRAINT) trén CSDL, cac bang ao (VIEW),..

+ Céac ky nang quan ly bang (TABLE) nhu thao tac (thém/xo6a/stra) dit liéu trén
bang, quan ly dir liéu, tao cac cau query co6 chon loc ,c6 nhom, cé théng k&, tao cac index,
c6 kha ning tao cac Stored Procedure, cac trigger dé lam co s& cho mdn lap trinh co s
dar liéu.

+ Lap trinh véi co s dir liéu bang ngdn ngix lap trinh T-SQL dé viét cac xu ly tinh
toan, cac xir Iy kiém tra tinh ding dan cua dit liéu va quan ly bao mat dit liéu trén SQL
Server

- Nang luc tu chua va trach nhiém:
+ C0 kha nang ty tim to1, hoc hai, tich Iy kinh nghiém lién quan dén mon hoc.

+ Tao, truy xuat, hiéu chinh dir liéu bang ngbn ngit T-SQL trong hé quan tri SQL
Server

+ Str dung dugc tha tuc, giao tac, trigger,... trong quan tri co s¢ di liéu.
I11. N§i dung mon hec:
1. Noi dung tong quat va phan bd thoi gian:
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Theot gian (gio)

Sb NP . )
Tén cac bai trong mén hoc Tén v Thyc hanh /thuc | |2
TT ong thtyét tap/ thi nghigm/ ¢
S0 YEU| baitap/ thao lugn |
1 Chuwong 1: Téng quan vé
Microsoft SQL Server-My 8 3 5
SQL va ngon ngir T-SQL
1. Tong quan vé MS SQL Server , . .
2005
2.T6ng quan vé My SQL 4 1 3
3.Céc khai niém ngbn ngir T-
2 1 1
SQL
Chwong 2:Ngon ngir dinh
2 . g~ o 8 st el 12 2 10
nghia dir ligu (DDL)
1.Tao va thay ddi ciu tric bang. 6 1 5
2. Tinh toan ven dir li¢u trong co
4 1EA 6 1 5
so dir liéu.
3 Chuong 3: Ngon ngir thao tac
dir ligu (DML) 19 3 15 1
1.Truy van don gian. 6 1 5
2.Truy van nang cao. 6 1 5
3.Bang ao (virtual table - VIEW) 3 1 2
On tap va Kiém tra 4 0 3 1
4 Chuwong 4: Thu tuc ndi tai
N 36 5 30 1
(Stored Procedure) va Trigger
1.Bién con tro (Cursor) 6 1 5
2. Thu tuc noi tai (Stored
12 2 10
Procedure)
3.Trigger 12 2 10
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Thai gian (gio)
Sb NP R N
Tén cac bai trongmén hec | Tén . | Thuchanh/thyc | .2
T S| DY taplthinghiemy | T
S0 YEU| baitap/ thao lugn |
On tap va Kiém tra gitta ky 3 0 2 1
On tap cudi ky 3 0 3
Tong cong 75 13 60 2

2. Noi dung chi tiét:
Chwong 1: TONG QUAN VE MICROSOFT SQL SERVER-MY SQL VA NGON
NGU T-SQL Thoi gian: 8 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:

- Cai dat dugc phan mém MS SQL Server
- Hiéu dugc cac khai niém trong H¢ quan tri MS SQL Server va My SQL
- St dung dugc ngon ngr T_SQL trong SQL Sever

2. N¢i dung chwong:
2.1. TONG QUAN VE MS SQL SERVER Thoi gian: 2 gio
2.1.1.M6 hinh khéach/chu (Client/Server)
2.1.1.1 Khéai niém vé cau tric vat ly
2.1.1.2. Khai niém vé céc xir ly
2.2.1 Microsoft SQL Server la gi?
2.2.2. Lich sir ra doi
2.2.3. Cai dat MS SQL Server
2.2.4. Cac tién ich trong MS SQL Server
2.2.5. bang ky quan tri Microsoft SQL Server
2.2. TONG QUAN VE My SQL Thoi gian: 4 gio
2.2.1. Giéi thiéu vé My SQL
2.2.1.2. Lich sir ra doi
2.2.1.3. Cai dat My SQL
2.2.1.4. Cac tién ich trong My SQL
2.2.2. Mot s6 diém khac biét gitra hé quan tri CO SO DU LIEU SQL Server va My
SQL
2.3. CAC KHAI NIEM NGON NGU T-SQL Thoi gian: 2 gio
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2.3.1. Gidi thiéu T-SQL

2.3.1.1. Bién trong T-SQL

2.3.1.2. Kiéu dir liéu trong T-SQL

2.3.1.3. Chu thich trong T-SQL

2.3.1.4. Cau trtc diéu khién

2.3.2. Ngbn nglr dinh nghia dir liéu (DDL)

2.3.2.1. Cau lénh CREATE TABLE

2.3.2.2. Céu lénh ALTER TABLE

2.3.2.3. Cau lénh DROP TABLE

2.3.2.4. Sy khéac biét khi st dung ngdn ngir dinh nghia (DLL) trong SQL Server va My
SQL

2.3.3. Ng6n ngir thao tac di liéu (DML) va diéu khién dir liéu (DCL)
2.3.3.1. Cau lénh SELECT, INSERT, UPDATE, DELETE

2.3.3.2. Cau lénh GRANT, REVOKE, DENY

2.3.4. Thuc thi Cau lénh T-SQL

2.3.4.1. Cau lénh don

2.3.4.2. Batches (L0)

2.3.4.3. Boan Script

Chwong 2: NGON NGU PINH NGHIA DU LIEU (DDL) Thoi gian: 12 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:

- St dung ngon ngir T-SQL tao co so dir liéu
- Thay doi cau tric bang
- Tao céac rang budc & murc khia bao cho co s¢ dir licu

2. Noi dung chuwong:

2.1. TAO VA THAY POI CAU TRUC BANG Thoi gian: 6 gio
2.1.1. Co s¢ dir liéu cua SQL Server — My SQL

2.1.1.1. Khai niém vé co s dit li¢u

2.1.1.2. Céc tap tin vat ly luu trir co so dir liéu

2.1.1.3. Tao méi co so dix liéu

2.1.1.4. Xo6a co so dur liéu da co

2.1.2.Bang dir liéu (Table)

2.1.2.1. Khai niém vé bang

2.1.2.2. Cac thugc tinh cua bang
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2.1.2.3. Tao ciu tric bang dix liéu

2.1.2.4. X6a bang da ton tai

2.1.3. Thay d6i cau trdc bang

2.1.3.1. Thém cot

2.1.3.2. Hay bo cot hién co

2.1.3.3. Stra d6i kiéu dit ligu cta cot

2.1.3.4. Pbi tén cot, tén bang dix liéu.

2.1.3.5. So sénh su khéc biét trén hé quan tri CO SO DU LIEU SQL — My SQL.
2.2. TINH TOAN VEN DU LIEU TRONG CO SO DU LIEU Thai gian: 6 gio

2.2.1. Gigi thiéu vé rang budc toan ven

2.2.2 Céc loai quy tac kiém tra tinh toan ven di liéu

2.2.2.1. Kiém tra duy nhat dit liéu

2.2.2.2. Kiém tra ton tai dit liéu

2.2.2.3. Kiém tra mién gié tri

2.2.2.4. Thém rang budc mai vao trong bang

2.2.2.5. Hay bo rang budc da c6 trong bang

2.2.2.6. Tat/ Bat quy tac kiém tra toan ven dit liéu

2.2.3. M6 hinh quan hé d liéu

2.2.3.1. Khai niém vé md hinh quan hé di liéu

2.2.3.2. Tao méi mé hinh quan hé dir liéu

2.2.3.3. Cac chire nang trong mé hinh quan hé dir liéu

2.2.4. Index

2.2.4.1. Index la gi?

2.2.4.2. Céc kiéu Index

2.2.4. 3. Cach tao Index

2.2.4.4. Stra va x0a Index
Chwong 3 : NGON NGU THAO TAC DU LIEU (DML) Thoi gian: 19gio
1. Muc tiéu: Sau khi hoc xong nguodi hoc c¢6 kha nang:

- Thyc hién rat trich dir li¢u & mic co ban va nang cao
- Tao bang a0 va truy xuat dir li¢u tir bang 4o

2. Noi dung chuwong:
2.1. TRUY VAN PON GIAN Thoi gian: 6 gio

34



2.1.1. Hiéu chinh dir liéu:
2.1.1.1. Lénh INSERT INTO
2.1.1.2. Lénh DELETE FROM
2.1.1.3. Lénh UPDATE SET
2.1.2. Cau lénh truy van don gian
2.1.2.1. Lénh SELECT FROM
2.1.2.2. Ménh dé& chon cac dong dit liéu
2.1.2.3. Ménh dé siap xép dit liéu
2.1.3. Ham thuong dung:
2.1.3.1. Ham chuyén d6i kiéu dit liéu
2.1.3.2. Ham ngay gio
2.1.3.3. Ham thuong dung:
2.1.3.4. Ham toan hoc
2.1.3.5. Ham xur ly chudi
2.2. TRUY VAN NANG CAO Thoi gian: 6 gio
2.2.1. C4c ménh dé trong truy van nang cao
2.2.1.1. Ménh dé nhom dit liéu
2.2.1.2. Ménh d loc dit liéu sau khi da nhém
2.2.1.3. Ménh dé thong ke dix liu
2.2.2. C4c ménh dé trong truy van nang cao:
2.2.2. 1. Ménh d¢ lién két dix liéu tir nhiéu bang
2.2.2. 2. Ménh dé ndi dir liéu tir hai truy van
2.2.2. 3. Truy van con ( SubQuery)
2.3. BANG AO (VIRTUAL TABLE - VIEW) Thoi gian: 3 gio
2.3.1. Khai niém vé bang ao
2.3.2. Tao méi bang ao
2.3.3. Xem va cap nhat bang ao
2.3.4 Huy bo bang ao

Chuwong4: THU TUC NOI TAI (STORED PROCEDURE) VA TRIGGER
Thaoi gian: 36 gio
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1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢6 kha nang:

- Dung bién con tro reong SQL Server
- Tao va st dung thu tuc, giao tac, trigger trong quan tri co s¢ dir liéu.

2. N¢i dung chwong:

2.1. BIEN CON TRO (CURSOR) Thoi gian: 6 gio
2.1. Khai bao va gan gia tri cho bién:
2.2. Khéi niém vé bién con tro
2.3. Céc buéc sir dung bién con tro:
2.3.1. Pinh nghia bién con tro
2.3.2. boc va xur ly dix liéu trong con tro
2.3.3. Bbéng con tro
2.4. Cau truc diéu khién
2.4.1. Cau tric IF...ELSE
2.4.2. Cau trdc lap WHILE

2.2. THU TUC NOI TAI (STORED PROCEDURE) Thoi gian: 12 gio
2.1. Khai niém vé thu tuc ndi tai
2.2. Cac hanh dong co ban vai tha tuc noi tai
2.2.1. Tao méi tha tuc ndi tai
2.2.3. Gol thuc hién tha tuc ndi tai
2.2.4. Huy bo thu tuc noi tai
2.3. Thay doi ndi dung cua thi tuc noi tai
2.3. Tham s6 bén trong thu tuc noi tai
2.3.1. Tham sb dau vao
2.3.2. Tham s6 dau ra
2.4. Mot sé van dé khac trong thu tuc noi tai
2.4.1. Ma hoa noi dung tha tuc néi tai
2.4.2. Bién dich thu tuc noi tai
2.4.3. Thu tyc 16ng nhau
2.4.4. Su dung l1énh RETURN trong thu tuc
2.4.5. Tham s6 kiéu con tro bén trong thu tuc
2.4.6. Thu tuc cap nhat dix liéu
2.4.7. Thu tyuc hién thi dir lidu
2.5. Giao tac
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2.5. 1. Khai niém vé giao tac
2.5. 2. Giao tac khong tuong minh

2.5. 3. Giao tac tuong minh

2.3. TRIGGER Thoi gian: 12 gio
2.1. Khai quét vé trigger
2.1.1. Trigger la gi?
2.1.2. Mo rong rang budc toan ven dir liéu vai trigger
2.1.3. Céc dang rang budc toan ven nén dung trigger
2.1.4. Khi nao thi str dung trigger?
2.1.5. Cac dic trung va han ché
2.1.6. Co ché hoat dong cua trigger
2.2. Lam viéc vai trigger
2.2.1. Tao mdi trigger
2.2.2. Stra trigger
2.2.3. Xoa trigger
2.3. Lap trinh trigger
2.3.1. Cac table gia (pseudo tables) Inserted va Deleted
2.3.2. C4c ham va Iénh hé théng
2.3.3. Céc thao tac lap trinh trigger pho bién
2.3.4. Trigger 1ong nhau
2.3.5. Trigger kiém tra rang buoc dix liéu
2.3.6. Trigger cap nhat gia tri tw dong
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong may tinh.
2. Trang thiét bi mdy méc: Hé thong mdy tinh c6 ndi mang va cai dat chuong
Microsoft SQL Server, Netsupport School.
3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB,
4. Cac diéu kién khac: Micro, loa, may lanh, quat.
V. Noi dung va phuong phap, danh gia:
1. Noi dung:

- Kién thtrc:
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+ C6 kién thirc tong quan vé Mirosoft SQL Server - My SQL va ngdn ngir T-SQL
+ Cach tao va quan tri co so dir liéu Mirosoft SQL Server - My SQL
+ Céach truy xuat va hiéu chinh co so dir liéu Mirosoft SQL Server - My SQL.
+ Céc thu tuc ndi tai (Stored Procedure) va trigger.
- Ky nang:

+ Quan ly bang (TABLE) nhu thao tac (thém/xo6a/stra) di liéu trén bang, quan ly
dir liéu, tao cac cau query c6 chon loc,c6 nhdm, cé thong ké, tao cac index, c6 kha ning
tao cac Stored Procedure, cac trigger dé 1am co s& cho mon lap trinh co s dit liéu trén hé
quan tri CO SO DU LIEU SQL Server — My SQL.

+ Lap trinh véi co s& dir liéu bang ngdn ngir 1ap trinh T-SQL dé viét cac xu ly
tinh toan, cac xir ly kiém tra tinh dung din cua dir liéu va quan Iy bao mat dir lidu trén
SQL Server 2005 va My SQL.

- Nang luc tu chu va trdch nhiém
+ Co6 kha nang ty duy doc lap.
+ Co0 kha nang ty tim to1, hoc hoi, tich Ity kinh nghi¢m.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Hwéng din thuc hiégn mon hoc:

1. Pham vi 4p dung mon hoc: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huéng din vé phwong phap giang day, hoc tap mon hoc:
- Pdi voi gido vién, giang vién:
+ DAan dit sinh vién dua ra hudng giai quyét cho ting yéu cau.
+ Hudng dan sinh vién céach stra 13i va trinh bay lénh cho rd rang, dé hiéu.
- Béi vé6i ngudi hoc:
+ Can chl ¥ nam vitng yéu cau, cau lénh T SQL khi bit tay vao thuc hién bai tap.
+ Chu y doc hiéu cac cau thong bao 16i dé rit ngan thoi gian stra 16i.
3. Nhirng trong tam can cha y:
- Cau Iénh tao co so dir liéu
- Thyc hién cu truy van
- Tao tha tuc va trigger
4. Tai liéu tham khao:

[1] Giao trinh SQL Server 2005, TTTH truong Pai hoc Khoa Hoc Tu Nhién TPHCM.
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[2] SQL Server 2005 — Tac gia: Pham Hiru Khang.

[3] Book Online trong Microsoft SQL Server.

[4] Giéo trinh PHP — My SQL, TTTH truong Pai hoc Khoa Hoc Tu Nhién TPHCM.
[5] Xay dung Gng dung Web bang PHP & My SQL — Téc gia: Pham Hiru Khang

[6] Lap trinh Web dong véi PHP/My SQL — Téc gia: Tong Phudc Khai

[7] Lap trinh trng dung Web vo1 PHP tap 2, TTTH truong Pai hoc Khoa Hoc Ty Nhién
TP.HCM — Téc gia: Khuat Thuy Phuong.

5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: PHAN TICH VA THIET KE HE THONG
M4& mén hec: TTC306

Thoi gian thwc hién mén hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

l. Vi tri, tinh chit ciia mén hoc:

— Vi tri: Hoc sau mon hoc Co sé dir liéu

— Tinh chat: La mot trong cac mon hoc co s¢. Mon hoc nay yéu cau phai cé kién thirc
vé co so dit lidu.

1. Muc tiéu mon hoc:

— Kién thtre: Sau khi hoc xong sinh vién c6 cac kién thirc co ban vé tich va thiét ké hé
théng thong tin:

+ Thuyc hién dugc cac bude phan tich va thiét ké hé théng thong tin.

+ Xay dung dugc mo hinh quan niém dir li¢u, m6é hinh quan ni€ém xtr ly, m6 hinh to
chuc xu ly.

+ Thuc hién dugc cac budc phan tich va thiét ké trén mot bai toan thuc té (66 an
mon hoc) béng mot sd cong cu hod tro.

— Ky nang:

+ Ap dung cac phuong phap Phén tich va Thiét ké vao viéc xdy dung tng dung thuc
té.

+ B4 tri 1am viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc tap.

— Nang luc ty chu va trach nhiém:

+ Ap dung cac phuwong phap xac dinh yéu cau di hoc dé thu thap thong tin tir mot hé
thdng thyc té.

+ C6 kha nang tu thu thap thong tin va thiét ké cho mot hé théng thong tin cu thé
ngoai thuc té tir 46 xdy dung mot Gmg dung cong nghé thong tin cho mot hé théng thong
tin cu thé ngoai thuc té.

I11. Noi dung mon hoc:
1. Noi dung tdng quat va phén bd thoi gian:

Thoi gian (gio)

SO | pa s s A 3
Tén céc bai trong mén hec Tén v Thuc hanh /thuc | iz
TT ong t'—h{J & | tap/ thi nghigm/ ¢
S0 Y | bai tap/ thao luan | U2
1 | Chwong 1: TONG QUAN VE 2 3
HE THONG THONG TIN
1.1 Giéi thiéu vé hé thdng théng
. 3 3 0
tin
2 | Chwong 2: HOACH DPINH VA 6 ) 4

LUA CHON HE THONG
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Thoi gian (gio)

SO | A i . ; ) .
T Tén cac bai trong mon hec Téng | Ly ’ ;I;lf;)l}r(;hl}annghhé gr?]l}rc Kiém
b thuyet | = . . A tra
S0 bai tap/ thao luan
2.1. Qua trinh hoach dinh va lya 6 ) 4
chon hé thong
3 | Chwong 3: PHAN TiCH HE
. 29 6 22 1
THONG
3.1. Xay dung biéu d6 phan ra 4 . 2
chuc nang(BFD)
3.2. Md hinh thuc thé két hop . . 5
(ERD)
3.3. Chuyén tir md hinh thyc thé . . 5
két hop sang mé hinh quan hé
3.4 M0 hinh dong di liéu
8 2 6
(DFD)
On tap va kiém tra 3 1 1 1
4 | Chwong 4: THIET KE HE 3 1 5
THONG
4.1 Thiét ké giao dién nguoi -
] 3 1 2
may
4 | On tap cudi ky 4 1 2 1
Tong cong 45 13 30 2
2. Noi dung chi tiét:
Chwong 1 : TONG QUAN VE HE THONG THONG TIN Thoi gian: 3 gio

1. Muc tiéu: Sinh vién can nim:
Sau khi hoc xong sinh vién biét céc khai niém co ban vé HTTT, cac buéc phan tich
thiét ké mot HTTT.

2. NOi dung chwong:
2.1 G101 THIEU VE HE THONG THONG TIN (HTTT)

2.1.1 Hé thdng va hé thdng thdng tin

2.1.1.1. Hé théng

a. Khai niém
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b. Phéan loai
c. Cac thanh phan
d. CAu tao
2.1.1.2. Thong tin
a. Khai niém
b. Tinh chat
2.1.1.3. Hé théng théng tin
a. Khai niém
b. Vai tro
2.1.2. Cac phuong tién dé phan tich thiét ké hé thong thong tin
2.1.2.1. M6 hinh
2.1.2.2. Phuong phép
2.1.2.3. Cbng cu
2.1.3. Quy trinh phan tich va thiét ké hé thdng théng tin
Chwong 2: HOACH PINH VA LUA CHON HE THONG Thoi gian: 6 gio
1. Muc tiéu: Sinh vién can nim:

— Sau khi hoc xong sinh vién hiéu cac budc trong qua trinh hoach dinh va lga chon hé
théng.

— Sau khi hoc xong sinh vién biét cach khao sat hién trang va xac dinh yéu cau cia
mot HTTT

— MO ta duoc hé théng thuc té
2. No¢i dung chuong:
2.1 : QUA TRINH HOACH PINH VA LUA CHON HE THONG
2.1.1. Nhan dién hé théng
2.1.2. Lya chon hé théng
2.1.3 Lap ké hoach
2.1.4 X4c dinh yéu cau caa hé théng
2.1.4.1. Qua trinh thu thap théng tin
2.1.4.2. Cac phuong phap thu thap théng tin
2.1.4.3. Ban m6 ta hién trang
Chuwong 3: PHAN TiCH HE THONG Thoi gian: 29 gio

1. Muc tiéu: Sinh vién can nam:
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— Xay dung duoc so d6 phan rd chirc ning BFD
— Xay dung dugc mo6 hinh ERD
— Xay dung dugc mo6 hinh DFD

2. N¢i dung chuwong:
2.1 : XAY DUNG BIEU DO PHAN RA CHUC NANG

2.1.1. Khai niém so do phan ré chirc ning

2.1.2. Ky phap trong so ¢6 BFD

2.1.3. Céc phuong phap xay dung BFD

2.2. MO HINH THUC THE KET HQP

2.2.1. Céac thanh phan cua mo hinh thuc thé két hop
2.2.1.1. Thyc thé
2.2.1.2. Mbi két hop
2.2.1.3. Thudc tinh

2.2.2. M6 hinh thuc thé két hop mé rong
2.2.2.1. Mbi két hop dé quy
2.2.2.2. Mbi két hop dinh nghia trén mot méi két hop khac

2.2.2.3. Nhiéu mbi két hop khac nhau dinh nghia trén ciing mot cap thuc
thé

2.2.2.4. Ban s6 caa mot méi két hop
2.2.2.5. Khai niém Chuyén biét hda/Tong quat qua
2.2.3. Mot s6 cha y khi thiét ké md hinh thuc thé két hop
2.2.3.1. Thuc thé hay khong Ia thuc thé
2.2.3.2. Thyc thé hay thuoc tinh
2.2.3.3. Mdi két hop hay thyc thé
2.2.3.4. Tong quét hoa hay la thudc tinh
2.2.3.5. Thugc tinh két hop hay tap thudc tinh don
2.2.3.6. Phan rd méi két hop l6n hon 2 ngbi
2.2.4. C4c quy tac kiém tra mo hinh thuc thé két hop
2.2.5. Panh gia mo hinh thyc thé két hop
2.2.6. Suu liéu cho md hinh thuc thé két hop

2.3. CHUYEN TU MO HINH THUC THE KET HOP SANG MO HINH QUAN
HE

2.3.1 Chuyén doi thuc thé
2.3.2. Chuyén d6i mdi két hop
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2.3.2.1. Chuyén d6i méi két hop mot - mot
2.3.2.2. Chuyén d6i mdi két hop mot - nhiéu
2.3.2.3. Chuyén d6i mdi két hop nhiéu — nhiéu
2.3.2.4. Chuyén d6i méi két hop phan than
2.4. MO HINH DONG DU LIEU
2.4.1. Cac thanh phan cua mé hinh dong dir liéu
2.4.1.1. X ly
2.4.1.2. Dong dir liéu
2.4.1.3. Kho dix liéu
2.4.1.4. Pau cubi
2.4.2. Xay dung so dd ngir canh
2.4.3. Phan ri so do chirc nang
2.4.4. Mot s6 cha y khi thiét ké md hinh dong dix lidu
2.4.5. Suu liéu cho m6 hinh dong dir liéu
Chuong 4: THIET KE HE THONG Thoi gian: 3 gio
1. Muc tiéu: Sinh vién cin nim:
Sau khi hoc xong sinh vién biét mot sb quy tic co ban va tng dung duoc khi thiét
ké giao dién nguoi - may.
2. No¢i dung chuong:
2.1. THIET KE GIAO DIEN NGUOI - MAY
2.1.1. Thiét ké dau vao
2.1.1.1. Muc tiéu
2.1.1.2. Noi dung thiét ké
2.1.1.3. Cach trinh bay
2.1.1.4. Kiém tra rang budc toan ven va phat hién sai sot
2.1.1.5. Cac phuong tién nhap
2.1.1.6. Pbi thoai huéng dan nguoi st dung nhap liéu
2.1.2. Thiét ké két xuat
2.1.2.1. Noi dung cac két xuat
2.1.2.2. Man hinh trinh bay céc két xuat

IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mén héa/nha xudéng: Phong 1y thuyét.
2. Trang thiét bi may méc:may tinh va may chiéu.
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3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB
4. Cac diéu kién khac: Micro, loa, may lanh, quat.
V. Noi dung va phwong phap danh gia:
1. Noi dung:
- Kién thac: Puge danh gia qua bai kiém tra viét, trac nghiém va bai tap 16n cudi mén
dat duoc cAc yéu cau sau:
+ Hiéu duoc cac khai niém vé hé thong thong tin.

+ Hiéu va st dung duoc phuong phap Phan tich hé théng thong tin (Phén tich dugc
hién trang; Phan tich dugc chirc nang hé thong; Phan tich dugc dit li¢u cia h¢ thong )

+ Hiéu va st dung duoc phuong phap xay dung cac mo hinh hé théng: M6 hinh chirc
nang (BFD), M6 hinh thuc thé quan hé (ERD), M6 hinh dong dit 1i¢u (DFD); M6 hinh dit
li¢u logic.

+ Ap dung dugc cac phuong phap Phan tich va Thiét ké vao viéc xay dung mot Ung
dung thuec té.

- K§ nang:
+ Khao sat, phan tich hién trang h¢ théng;
+ Phan tich chirc nang hé théng, phan tich dir li¢u ctua hé théng, Lap dugc mo hinh
dong dir licu.
+ Thiét ké duoc chuong trinh (don gian) theo yéu cau cua quy trinh: phén tich, thiét
ké, xay dung, ki€m thur hé thong
- Nang luc tu chu va trach nhiém:

+ C6 khé nang tu duy doc 1ap.
+ C6 khé nang tu tim to1, hoc hdéi, tich Ity kinh nghiém.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng dan vé phwong phap giang day, hoc tdp mén hec:

— Déi véi gido vién, giang vién:
+ St dung cac cong cy md phong dé md phong cho cac ndi dung trong chuong trinh.
+ Nén cho vi du hoic md phong cac thuit toan dé dan dat nguoi hoc phat biéu ¥

tudng cua cac noi dung.

— Péi v6i ngudi hoc:

+ Can chu ¥ rén luyén cach phat biéu ¥ tudng trén cac ndi dung trude khi bét tay vao
cai dat.
3. Nhirng trong tAm cin chi y:
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—  Xéc dinh yéu cau va mé ta hé thong
— Xay dung so d0 phén ra chirc ning BFD
— XAy dung mé hinh thuc thé két hop ERD
—  Xay dung so d0 phén ra chirc ning DFD
4. Tai liéu tham khao:
Sach, giao trinh chinh:

[1]. Nguyén Van Vy, Gido trinh Phdn tich thiét ké cac hé thong théng tin, NXB
Giao duc

Tai liéu tham khao:
[2]. Céc gi&o trinh Phan tich va thiét ké HTTT (Pai hoc, Cao dang)

[3]. Ban diéu hanh dé an 112, Gido trinh Phan tich, thiét ké, xay dwng, quan 1y cac
HTTT, Vién Céng nghé thdng tin

[4]. Thac Binh Cudng, Giéo trinh Phan tich, thiét ké hé thong théng tin, NXB Gio
duc

5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: PHAN CUNG MAY TINH
Ma& mon hoc: TTC343

Thai gian thuc hién mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mdn hoc:

— Vi tri: Hoc song hanh cung moén hoc Tin hoc.
— Tinh chat: La m6n hoc bat budc nam trong cdc moén hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban veé tin hoc.

I1. Muc tiéu mén hoc

— Kién thuc:
+ Trinh bay dugc cau tric mdy tinh va chirc ning ctia cic thanh phan trong may tinh.
+ Giai thich duoc céc thong s ciia cac thanh phan chinh trong may tinh.
+ Trinh bay duogc cach cai dat va cu hinh hé diéu hanh Windows va céac phﬁn mém
thong dung.
— Ky nang:
+ Lwa chon dugc cu hinh twong thich va lip rap hoan chinh 1 hé thdng mdy vi tinh.
+ Cai dit va cdu hinh duoc cac hé didu hanh phd bién nhu hé diéu hanh Windows. ..
va cac phan mém thong dung.
+ Chan doan, khic phuc va giai quyét dugc mot sb su cd thuc té thuong gap vé phﬁn
cung.
— Nang luc tu chu va trach nhiém:
+ Co ¥ thirc ty giac tuan thu ding quy trinh, quy chuan va an toan cho nguoi va céac
thiét bi phan ciing may tinh.
+ C6 kha nang ty tim toi, hoc hoi, tich lily kinh nghiém tim hiéu thém cac thiét bi méi

I11. Noi dung mén hoc:

1. Ndi dung tong quat va phan bo thoi gian:

Thai gian (gio)
50 | Tan céc bai trong mon hec Téng | Ly Thuc hanh/thue | 2,
TT B thuvét tap/ thi nghiém/
S0 Y | bai tap/ thao luan | '@
Chuwong 1: Téng quan té chirc
1| 22 16 5 1
may tinh
Bai 1: Céc thanh phan phan cing , ,
may tinh
Bai 2: Case va bo ngudn 2 2
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Thoi gian (gio)

SO | ra i . :
Tén cac bai trong mdn hec Tén . Thyc hanh/thyc | iz
TT ong t'-h{J & | tap/ thi nghiém/ ¢
S0 Y | bai tap/ thao luan | 12
Bai 3: Bo mach chu (Mainboard) 9 6 3
Bai 4: Vi xtt ly (Pon vi Xt ly 5 5
trung tam)
Bai 5: B6 nh¢ trong 3 2 1
Bai 6: B6 nhd ngoai 3 2 1
Kiém tra 45 phut 1 1
Chuong 2: Phin hoach, ciu
. . 10 4 6
hinh hé thong
2 | Bai 7: Lya chon cu hinh va lap . , ;
rap may tinh
Bai 8: Phan vung (partition) va 3 5 1
dinh dang 6 cang
Chuwong 3: Cai dit hé diéu
R < X A 20 5 14 1
hanh va cac phan mem
Bai 9: Cai dit h¢ diéu hanh 10 2 8
3
Bai 10: Cai dat driver 2 1 1
Bai 11: Cai dat phan mém ung
7 2 5
dung
Kiém tra 45 phut 1 1
4 | Chwong 4: Chuan doan, bao
tri va toi wu héa hé théng 8 3 >
Bai 12: Chuan doan va xir Iy su
J 6 2 4
co
Bai 13: Téng toc va toi wu hé
« N \ 2 1 1
diéu hanh
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Thoi gian (gio)

1 N . N
Tén céc bai trong mon hoc Tén . Thyc hanh/thyc | iz
TT one t"h{J ¢, | tap/ thi nghigm/ N
S0 Y | bai tap/ thao luan | 12
Tong cong 60 28 30 2

2. Ndi dung chi tiét:
Chwong 1: TONG QUAN TO CHU'C MAY TiNH
Thot gian: 22 gio (LT: 16 gio; TH: 5 gio; KT: 1 gio)
1. Muc tiéu:
- Giai thich dugc céc thdng so trén cac thanh phan chinh trong may tinh.

- Nhan dién dugc cac chuan giao tiép két néi gitra cac thanh phan chinh véi
mainboard, cac kénh truyén dir liéu trén mainboard.

- CO y thic ty giéc, tinh Ky luat va trach nhiém cao d6i vai cong viéc.
2. Noi dung chuong:
2.1. Céc thanh phan phan cing may tinh Thoi gian: 2 gio
2.1.1. So @b khdi may tinh
2.1.2. Céc thanh phan caa may tinh
2.2. Case - bo nguon Thoi gian: 2 gio
2.2.1. Case (thung may)
2.2.1.1. Phan loai, cau tric thing may
2.2.1.2. Chan doan va xir Iy su ¢
2.2.2. B6 ngudn (Power Supply Unit)
2.2.2.1. Phan loai bo ngudn, cau trdc bo ngudn
2.2.2.2. Céc thdng sb nguon.
2.2.2.3. Chan doan va xir Iy su ¢d nguon
2.3. Bo mach chu (Mainboard) Thoi gian: 9 gio
2.3.1. Tong quan vé mainboard
2.3.2. C4c thanh phan trén mainboard
2.3.3. Hé thdng Bus
2.3.4. Céc théng s6 chinh trén main
2.3.5. Mot s6 hu hong thuong gap
2.3.6. Bai tap tinh hudng
2.4. Vixu ly (Pon vi xtr ly trung tam) Thoi gian: 2 gio
2.4.1. Tong quan vé vi xir ly
2.4.2. Cau tao va nguyén ly hoat dong
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2.4.3. Céc thdng sé cua bo vi xt ly

2.4.4. Chan doan va xir ly su ¢ CPU

2.5. Bo nha trong Thoi gian: 3 gio

2.5.1. Phan loai bo nhé trong

2.5.1.1. ROM

2.5.1.2. RAM

2.5.2. B6 nhd Rom

2.5.3. B nhé Ram

2.5.3.1. RAM tinh

2.5.3.2. RAM dgng

2.5.4. C4c loai khe cim bo nh¢ trong ciia Ram

2.5.5. Nhitng sy ¢b thuong gap va cach khac phuc

2.6. Bo nhé ngoai Thoi gian: 3 gio

2.6.1. Téng quan vé bo nhd ngoai

2.6.2. O dia cling

2.6.2.1. Cau tao

2.6.2.2. Thong s6 ky thuat

2.6.2.3. Cach lap dat 6 dia cung

2.6.3. O dia quang

2.6.3.1. Cau tao dia quang

2.6.3.2. Phén loai dia quang

2.6.3.3. Thong s6 k¥ thuat

2.6.3.4. Céach lap dit 6 dia quang

2.6.4. Nhitng hu hong thuong gap va cach khac phuc

2.7. Kiém tra 45 Thoi gian: 1 gio
Chuwong 2: PHAN HOACH, CAU HINH HE THONG

Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:

- Panh gia dugc sy twong thich cling nhu kha ning nang cap khi lya chon cau hinh
cho céc linh kién gan trén cac dong Mainboard.

- Lip rap hoan chinh mot hé théng may vi tinh

- Phan hoach duoc 6 cimg ding yéu cau.
2. Noi dung chuong:
2.1. Lya chon cau hinh — 13p rap hoan chinh may tinh Thoi gian: 7 gio
2.1.1. Lya chon ciu hinh phan ciing
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2.1.2. Lap rap hoan chinh mét may tinh

2.2. Phan vung (partition) va dinh dang 6 ctng

2.2.1. Cac phuong thac thyuc hién

2.2.1.1. Dung Disk manager

2.2.1.2. Dung Partition magic

2.2.2. Mot s6 diém luu y khi phan vung va dinh dang 6 dia ctng
Chuong 3: CAI PAT HE PIEU HANH VA CAC PHAN MEM

Thoi gian: 3 gio

Thoi gian: 20 gio (LT: 5 gio; TH: 14 gio; KT: 1 gio)

1. Muc tiéu:
- Cai dit duoc hé diéu hanh (OS) va cac phan mém tng dung.
- Cai dat duogc trinh diéu khién thiét bj
- Sao luu va phuc héi dugc OS
- Nhan dién va xur ly 16i duoc trong qua trinh cai dat
2. Noi dung chuong:
2.1. Cai dat hé diéu hanh
2.1.1. Y&u cau k§ thuat truge khi cai.
2.1.2. Cai dat cac loai h¢ diéu hanh Windows
2.1.2.1. Cach vao Setup
2.1.2.2. Qua trinh cai dat
2.1.3. Phuong thirc cai da hé diéu hanh
2.1.4. Phuong thirc cai cac phan mém gia lap
2.1.4.1. Dung chuong trinh Virtual PC
2.1.4.2. Dung chuong trinh VMWare
2.2. Cai dat driver
2.2.1. Cai dat Driver mainboard, Sound, VGA, LAN
2.2.1.1. Cai dat bang chwong trinh Autorun
2.2.1.2. Cai dat manual
2.2.2. Cai dat Printer
2.2.2.1. Autorun
2.2.2.2. Manual
2.2.2.3. Cai may in a0
2.2.2.4. Str dung may in
2.2.3. Cai dat céc loai Driver cua céc thiét bi khac
2.2.4. Mot sb luu y khi cai dat Driver
2.3. Cai dat phan mém tng dung

Thoi gian: 10 gio

Thoi gian: 2 gio

Thoi gian: 7 gio
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2.3.1. Cai dat Office
2.3.2. Cai dat Font tiéng viét
2.3.3. Cai dat Unikey (Vietkey)
2.3.4. Cai dat cac chuong trinh (tng dung
2.3.4.1. Phuong thuc cai dat
2.3.4.2. Céc chuong trinh dd hoa
2.3.4.3. Cac ngdn ngt lap trinh
2.3.4.4. Cac chuong trinh giai tri
2.3.4.5. Cac chuong trinh chdng virus théng dung
2.4. Kiém tra 45° Thoi gian: 1 gio
Chwong 4: CHUAN POAN, BAO TRI VA TOI UU HOA HE THONG
Thoi gian: 8 gio (LT: 3 gio; TH: 5 gio)

1. Muc tiéu:

- Chuan doan va xtr Iy duoc cac su ¢ thong thudng.

- Thiét lap duoc toi wu hoa va ting téc cho hé diéu hanh.

- Chan doéan va khic phuc dugc 15i trong qua trinh bao tri, nang cap, cai dat may
tinh.

2. No1 dung chuong:

2.1. Chuan doan va xu ly sy ¢6 Thai gian: 6 gio
2.1.1. Chuan doan su ¢

2.1.1.1. D4u hiéu nhan biét

2.1.1.2. Str dung cac thiét bi test phan ciing

2.1.2. Xt Iy su ¢

2.1.2.1. Xur ly su ¢6 18i hé diéu hanh

2.1.2.2. Xt ly sy ¢6 phan mém

2.1.2.3. Xir ly su ¢ c4c thanh phan phan cing cua may tinh

2.2. Tang toc va tbi uu hé diéu hanh Thoi gian: 2 gio
2.2.1. T6i wu Windows

2.2.1.1. Visual Effect

2.2.1.2. Tang bd nhé 40

2.2.1.3. Msconfig

2.2.1.4. Disk Defragment

2.2.2. Registry

2.2.2.1. Y nghia

2.2.2.2. Céc thiét 1ap
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2.2.3. St dung phan mém ting tbc
2.2.3.1. Tune up
2.2.3.2. Cai bang tay
IV. Piéu kién thuc hién mén hoc:
1. Phong hoc chuyén mon hoa/nha xuong: Phong vi tinh.

2. Trang thiét bj mdy moc: Mdy tinh, Internet, cic phan mém hd trg va cac dung cu
dung dé stra chita may tinh.

3. Hoc li€u, dung cu, nguyén vat liéu: Theo yéu cau gido vién
4. Cac diéu kién khac: Theo yéu cdu gido vién
V. Noi dung va phwong phap, danh gia:
1. Noi dung:
— Kién thirc: Puoc danh gia qua bai kiém tra viét dat dugc cac yéu cau sau:
+ Poc va giai thich dugc ¥ nghia cac thong sb trén cac thiét bi phan cimg may
tinh.
+ Chén doan ding nhiing hong héc va nam rd cach khac phuc nhitng hu héng co
ban trong h¢ thong may tinh.

— K¥ nang: Danh gia k¥ nang thuc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:
+ Thay thé va nang cap duoc hé théng may tinh theo yéu cau.
+ Lap rép va cai dat hoan chinh mot b may cho khach hang.
+ Sira chita va khic phuc tot mot sé hong hoc thong thuong dbi voi hé thong may
tinh.

— Nang lyc tu chu va trach nhiém:

+ Co6 kha nang tu duy doc lap.
+ Co6 kha nang tu tim toi, hoc hoi, tich liiy kinh nghiém.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hién mon hoc:

1. Pham vi ap dung mén hoc: Ap dung cho trinh d6 cao dang nganh nganh Quan tri
mang may tinh.

2. Huéng din vé phwong phép gidng day, hoc tip mén hoc:
+ Dbi voi gido vién, giang vién:
— Trinh bay day du kién thtc trong ndi dung bai hoc.
—  Sir dung phuong phap phét van.
— Phén nhém cho céc sinh vién thuc hi¢n cac bai thuc hanh trén may tinh.
+ Pbi voi nguoi hoc:
— Sinh vién trao ddi véi nhau, thuc hién cac bai thuc hanh theo nhom.

— Thuyec hién cac bai tap thuc hanh duoc giao.
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3. Nhirng trong tim can cha y: Gido vién truéc khi giang day can phai cin cir vao
ndi dung cua tung bai hoc chuan bi day du céc di€u kién thuc hi¢n bai hoc d€ dam bao
chat lugng giang day.

4. Tai liéu tham khao:
[1] Nguyén Hoang Thanh, Béach khoa Phan cirng may tinh, NXB Théng K.

[2] Nguyén Van Khoa, Cam nang sira chia va nang cap may tinh ca nhan, NXB
Thong Kké.

[3] Gido trinh phan cing may tinh Truong CD nghé ICARE
[4] Gi4o trinh phan cimg may tinh Trudng DH khoa hoc tu nhién.
5. Ghi chi va giai thich (néu co):

Thanh phé Hé Chi Minh, ngay 22 thdng 6 ndam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mon hoc: MANG MAY TINH VA QUAN TRI MANG

Ma mon hoc: TTC344

Thoi gian thwc hién mén hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao

luan, bai tap: 30 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chit ciia mén hec:

— Vi tri: Hoc song hanh véi mon mon hoc cirng may tinh.

— Tinh chat: La mon hoc bat bugc nam trong cac mon hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé phan ciing may tinh.

Il. Muc tiéu mén hec:

— Kién thuc:

+ Trinh bay dugc kién thic vé dia chi IPv4 va Ipve.

+ Mo ta duge cac thanh phan hinh thanh nén mang mady tinh, cach thirc truyén va

nhdn gobi tin trong mang.

+ Trinh bay dugc cac kién truc, chuan mang.

— K¥ nang:

+ Giai dugc cac bai toan vé chia mang con.

+ Cau hinh duoc céc thong s6 co ban trong mang may tinh

+ Quan tri dugc tai nguyén va nguoi dung trong moi truong Workgroup va Domain.

+ Trién khai duoc dich vu DHCP

— Nang lyc ty chu va trach nhi¢m:

+ Co y thirc tuan thii quy trinh, quy chuan va an toan mang may tinh.

+ Co6 kha nang tu tim to1, hoc hoi trén céac thiét bi méi.

I11. N§i dung mon hoc:

1. Noi dung tong quat va phén bo thoi gian:

Thai gian (gio)

'IS"(I)' Tén céc bai trongmonhec | Téng | Ly Thyc hanh /thye | a,
B thuyét tap/ thi nghiém/ tra
S0 bai tap/ thao luan
1 Phan 1: Mang may tinh cin
) 30 18 11 1
ban
1. Téng quan vé mang may tinh 2 2
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Thoi gian (gio)
Sb NP . :
Tén cac bai trong mdnhec | Tén . Thyc hanh/thyc | iz
T o thty;t tap/ thi nghiém/ '€
S0 YEU| baitap/ thao lugn |
2. M6 hinh OSI va TCP/IP 5 4 1
3. Phuong tién truyén din va 2 , .
thiét bi mang
4. Céc kién trGic va chuan mang 3 2 1
5. Pbiachi IP
w 17 8 8 1
Kiém tra 45°
2 \
Phan 2: Quan tri mang 30 10 19 1
6. M6 hinh Workgroup 12 4 8
7. M6 hinh Client/Server
w 13 4 8 1
Kiém tra 45°
8. Dich vu DHCP 5 2 3
Téng cong 60 28 30 2

2. Noi dung chi tiét:
Phan 1: MANG MAY TiNH CAN BAN
Chuwong 1: TONG QUAN VE MANG MAY TINH
Thoi gian: 2 gio (LT: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac khai niém va cac thanh phan co ban trong mang may tinh
- Trinh bay duogc cac loai, mdé hinh va dich vu may tinh.
- Két ndi duoc 2 may tinh véi nhau.
- C6 y thue ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc khai niém co ban
2.1.1. Mang may tinh
2.1.2. Céc thanh phan co ban trong mang may tinh
2.1.3. Mot s6 thuat ngit co ban
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2.2. C&c loai mang may tinh

2.2.1. LAN (mang cuc bg)

2.2.2. MAN (mang do6 thi)

2.2.3. WAN (mang dién rong)

2.2.4. Mang Internet

2.3. Cac mo6 hinh xtr ly mang

2.3.1. M6 hinh xtr ly mang tap trung

2.3.2. M0 hinh xir Iy mang phan phéi

2.3.3. M0 hinh xtr ly mang cong tac

2.4. Cac m6 hinh quan ly mang

2.4.1. Workgroup

2.4.2. Domain

2.5. Cac mo6 hinh rng dung mang

2.5.1. Peer to Peer (mang ngang hang)

2.5.2. Client/Server (mang khach chu)

2.6. Cac dich vu mang

2.6.1. File services (dich vu tap tin)

2.6.2. Directory services (dich vu thu muc)

2.6.3. Web services (dich vy truyén siéu vin ban)

2.6.4. Message services (dich vu thong diép)

2.6.5. Database services (dich vu co s¢ dir li¢u)

2.6.6. Print services (dich vy in 4n)

2.6.7. Application services (dich vu tng dung)

2.7. Loi ich cua mang may tinh

2.8. Két ndi tryc tiép hai may tinh bang cap xoin doi

2.9. Gidi thiéu c&c hé diéu hanh va phan mém hé trg mang

Chwong 2: MO HINH OSI VA TCP/IP Thoi gian: 5 gio (LT: 4 gio; TH: 1 gio)

1. Muc tiéu:
- Trinh bay dugc mo hinh OSI va TCP/IP
- Trinh bay duogc cach lam viéc cua l6p 2 (Data Link)
- Trinh bay dugc cach lam viéc cua 16p 3 (Network).
- Trinh bay duoc cach lam viéc cua lop 4 (Transport).
- Trinh bay duoc cach thirc géi tin di tir noi giri dén noi nhan.
- C6 y thic ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.

2. No1 dung chuong:
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2.1. M6 hinh tham chiéu OSI (Open System Interconnection)

2.1.1. Khai niém giao thic mang

2.1.2. Céc t6 chirc dinh chuan

2.1.3. Bay lop trong mé hinh OSI

2.1.4. Chtrc nang cua cac lop trong mo hinh OSI

2.2. Khao sat chi tiét 16p 2 (Data Link)

2.2.1. Lop con LLC va MAC

2.2.2. Cac phuong phap truy cap duong truyén

2.3. Khao sat chi tiét 16p 3 (Network)

2.4. Khao sét chi tiét 16p 4 (Transport)

24.1. TCP

2.4.2. UDP

2.4.3. Khai niém Port

2.5. M0 hinh tham chiéu TCP/IP

2.5.1. B6n 16p cua mé hinh TCP/IP

2.5.2. Cac budc dong goi dir ligu

2.5.3. So sanh md hinh OSI va TCP/IP

Chwong 3: PHUONG TIEN TRUYEN DAN VA THIET BI MANG
Thoi gian: 3 gio (LT: 2 gio; TH: 1 gio)

1. Muc tiéu:
- Trinh bay duoc cac phuong tién trong truyén dan mang.
- Trinh bay duoc c4c thiét bi co ban trong mang may tinh.
- Bam dugc cap mang RJ45, cap quang SC.
- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Gigi thigu vé phuong tién truyén dan

2.1.1. Khéi niém

2.1.2. Tan sb truyén thong

2.1.3. Cac dac tinh ciia phuong tién truyén dan

2.1.4. Céc loai truyén dan

2.2. C&c loai cép

2.2.1. Cap dong truc

2.2.2. Cép xoan doi

2.2.3. Cap quang (fiber-optic cable)

2.3. Buong truyén vo tuyén
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2.3.1. Gidi thiéu

2.3.2. S6ng v tuyén (Radio)

2.3.3. S6ng Vi ba

2.3.4. S6ng hong ngoai

2.4. Thiét bi mang

2.4.1. Card mang (NIC)

2.4.2. Modem (Modulation and Demodulation)

2.4.3. Repeater

2.4.4. Hub

2.4.5. Bridge

2.4.6. Switch

2.4.7. Access point

2.4.8. Router

2.4.9. Gateway (Proxy)

Chuong 4: CAC KIEN TRUC VA CHUAN MANG
Thoi gian: 3 gio (LT: 2 gio; TH: 1 gio)

1. Muc tiéu:
- Trinh bay duoc cac kién triic mang may tinh.
- Trinh bay duoc cac chuan mang théng dung.
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Khai niém

2.2. Céc kién triic mang chinh

2.2.1. Mang Bus (tuyén)

2.2.2. Mang Star (sao)

2.2.3. Mang Ring (vong)

2.2.4. Mang Mesh (luéi)

2.2.5. Mang Cellular (té bao)

2.3. Céc kién triic mang két hop

2.3.1. Mang Star bus

2.3.2. Mang Star ring

2.4. Céc chuan mang Ethernet

2.4.1. Ethernet

2.4.2. C4c chuan Ethernet toc 6 10 Mbps

2.4.3. Céc chuan Ethernet téc d6 100 Mbps
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2.4.4. Céc chuan Ethernet téc ¢6 1000 Mbps
2.4.5. FDDI (Fiber Distributed Data Interconnection)
Chwong 5: PIA CHI IP Thoi gian: 17 gio (LT: 8 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tric IPv4 va IPv6.
- Thuc hién dugc viéc chia mang con.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. S6 nhi phan 8 bit
2.1.1. Phép toan trén sb nhi phan
2.1.2. B6i s6 nhi phan sang sé thap phan
2.1.3. Doi sb thap phan sang sé nhi phan.
2.1.4. D&y s6 8 bit can nhé
2.2. bia chi IPv4 (Internet Protocol Version 4)
2.2.1. Cau trac dia chi IP
2.2.2. Mot s6 khai niém lién quan dén IP
2.2.3. Cac lop cua dia chi IP
2.2.4. bia chi private va dia chi public
2.2.5. Ky thuat chia mang con (subneting)
2.2.6. Mot s6 bai giai mau vé chia mang con
2.2.6. Mot s6 bai giai mau vé chia mang con
2.3. IPv6
2.3.1. CAu trdc caa IPv6
2.3.2. Mot s6 dic diém
2.3.3. Cac loai dia chi IPv6
2.4. Kiém tra 45
Phan 2: QUAN TRI MANG
Chwong 6: MO HINH WORKGROUP Thoi gian: 12 gio (LT: 4 gio; TH: 8 gio)
1. Muc tiéu:
- Trinh bay céch thuc lam viéc ctia m6 hinh Workgroup.
- Quan tri va bao mat dugc tai khoan va tai nguyén trén mo hinh Workgroup.
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thiéu hé diéu hanh (OS) dung cho client
2.2. Quan tri user account trén Windows XP
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2.2.1. Tao user
2.2.2. Thay d6i mét user
2.2.3. X0a user
2.2.4. Bao mat cho user
2.3. Quan tri tai nguyén mang (6 dia, thu muc, may in)
2.3.1. Chia sé tai nguyén 6 dia va thu muc
2.3.2. Chia sé tai nguyén may in
2.3.3. Anh xa 6 dia mang
2.4. Bao mat tai nguyén mang (6 dia, thu muc, may in)
2.4.1. Bao mat cho 6 dia va thu myc
2.4.2. Bao mat may in
Chuong 7: MO HINH CLIENT/SERVER
Thoi gian: 13 gio (LT: 4 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay céch thuc lam viéc cia mé hinh Client/Server.
- Quan tri va bao mat duoc tai khoan va tai nguyén trén moé hinh Client/Server.
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Heé diéu hanh (OS) diing cho server
2.1.1. Cai dat hé diéu hanh Windows Server 2003
2.1.2. Ty dong hoa qua trinh cai dat Win2K3
2.2. K§ ning tao user, group va gan quyén cuc bo trong méi trudng workgroup
2.2.1. Tao user
2.2.2. Tao group
2.2.3. Gan chinh sach cuc bo (local policies)
2.3. Thang cap 1én Domain Controller véi Active Directory
2.3.1. Kién triic cua AD
2.3.2. Thang cap Server 1én DC
2.3.3. Gia nhap may tram vao domain (join domain)
2.3.4. Quan tri ddi tuong (Object) trong AD
2.3.5. Mot sb chinh sach bao mat
2.4. Share permission va NTFS permission
2.4.1. Share permission
2.4.2. NTFS Permission
2.4.3. Két hop Share permission va NTFS permission
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2.5. Kiém tra 45
Chwong 8: DICH VU DHCP Thai gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay cach thac lam viéc cua dich vu DHCP.
- Cai dat va cau hinh dugc dich vu DHCP.
- Khic phuc duge mot s6 su ¢ co ban trong dich vu DHCP.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu
2.2. Hoat dong cua DHCP
2.3. Cai dat DHCP trén Win2K3
2.3.1. Yéu cau
2.3.2. Cai dat
2.3.3. Cau hinh DHCP
2.3.4. Cac thong sé trong dich vu DHCP
2.3.5. CAu hinh IP danh riéng
2.3.6. Cau hinh Client thué IP tir Server
2.4. DHCP tich hop trong hé diéu hanh va thiét bi
2.5. Mot sb su ¢6 va cach khac phuc
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén mon hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéc: Theo yéu cau gi4o vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:

— Kién thtc: Pugc danh gia qua bai kiém tra viét, tric nghiém dat duogc cac yéu cau
Sau.

+ Nim bt dugc cac khai niém va nguyén tic hoat dong cia mang may tinh.
+ C6 kha nang phan tich cach thirc ma gai tin di chuyén trong mang.

— K¢ ndng: Danh gid k§ ndng thuc hanh cta sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:

+ Cai dat va quan tri dugc tai khoan va tai nguyén trén 2 mé hinh Workgroup va
Client/Server.

+ Giai duoc cac dang bai toan vé dia chi IP.
— Nang lyc ty chu va trach nhi¢m:
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+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap 1on trén 16p, kiém tra cudi ky.

VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mon hoc: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huéng din vé phwong phap giang day, hoc tdp mén hoc:

- P6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén mang may tinh.
+ Trinh bay day du thanh phan trong mét mang may tinh.
+ Hudng dan sinh vién 1am cac dang bai toan vé chia mang con.
+ St dung phuong phép phat van.
+ Cho sinh vién thuc hién cai dit cdu hinh va dat cac cau hoi dé sinh vién tra 10i.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo

nhém.

+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] Gido trinh Mang may tinh va quan tri mang, Khoa CNTT truong CDKT Ly Tu
Trong.

[2] Bai tap mang may tinh va quan tri mang, Khoa CNTT truong CDKT Ly Tu Trong.

[3] Behrouz A.Forouzan, Data Communications and Networking, Fourth Edition, Tata
McGraw-Hill Publishing Company Limited

5. Ghi ch va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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Tén mdn hoc: THIET LAP HE THONG MANG

CHUONG TRINH MON HQC

Ma mén hec: TTC3143

Thei gian thuc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chat ciaa mdn hoc:

— Vitri: Hoc sau mon hoc Mang may tinh va quan tri mang.

Tinh chat: La mon hoc bat budc nam trong cac mon hoc chuyén moén nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:

— Kién thuc:

+ Mo ta duoc Hé théng phan giai tén mién, dinh tuyén, cac dich vu mang

+ Trinh bay dugc thé nao 1a VPN, IP Sec, RMS,...

— Ky nang:

+ Xay dung duogc cac dich vu mang voi DNS

+ Xay dung dugc cac mang riéng 4o

+ Xay dung cé4c ung dung trén hé diéu hanh Server 2008

— Nang lyc ty chu va trach nhi¢m:

+ C6 y thire tuan tha quy trinh va quy chuan va an toan hé thong mang

+ C6 kha nang tu tim toi, hoc hoi thém céc thiét bj mang trén thi truong.

I11. N§i dung mon hec:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian (gio)

‘IS"(I)' Tén céc bai trong mdn hec | Tén Ly Thyc hanh /thuc | g
p thuvét tap/ thi nghiém/
s0 Y& | bai tap/ thao luan | Tra
1 | Chwong 1: DNS va DDNS 8 2 6
1. Trién khai DNS 4 1 3
2. Trién khai DDNS 4 1 3
2 | Chuong 2: 1IS 8 2 6
1. Trién khai Web server va File 4 1 3
server
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Thai gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
p thuvét tap/ thi nghiém/
S0 YeU| baitap/ thao lugn | Tra
2. Trién khai Mail server 4 1 3
3 | Chuong 3: ROUTING 7 2 5
1. Cai dat RRAS 15 0.5 1
2. Static Route 3 1 2
3. RIP 2.5 0.5 2
4 Chuong 4: Advanced Firewall 4 1 3
1. Cau hinh Inbound Rule 2.5 0.5 2
2. Cau hinh Outbound Rule 1.5 0.5 1
5 | Chuong 5: NAT 4 1 3
1. Nat Outbound. 2.5 0.5 2
2. Nat Inbound. 1.5 0.5 1
6 Chuwong 6: WINS 6 2 4
1. Cau hinh WINS Server va 2 1 1
WINS Client
2. Replicate giita 2 WINS 1.5 0.5 1
3. Backup va Restore 2.5 0.5 2
7 | Chuwong 7: DHCP Relay Agent 6 2 4
1. Cai @it DHCP server 3 1 2
2. Scope Options 1.5 0.5 1
3. Chu hinh DHCP Relay Agent | 12 | 09 1
8 Chuong 8: VPN Client To 7 ) 5
Gateway
1. Cau hinh VPN Client To
Gateway st dung giao thuc 4 1 3
PPTP
2. Cau hinh VPN Client To
Gateway st dung giao thuc 3 1 2
L2TP
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Thoi gian (gio)

50 1 Ten cac bai trong mén hgc | Téng ; Thuc hanh /thuc | iém
TT . Ly N , cn
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra

9 Chuwong 9: VPN Gateway to 9 2 6 1

Gateway

1. C4u hinh VPN Gateway To

Gateway str dung giao thic 4 1 3

PPTP

2. Cau hinh VPN Gateway To

Gateway sur dung giao thac 4 ! 3

L2TP

3. Kiém tra 45 1 1
10 | Chwong 10: Network Load 5 2 3

Balancing

1. Gi6i thiéu vé Network Load 2 1 1

Balancing

2. Cau hinh Network Load 3 1 2

Balancing
11 | Chwong 11: Remote Desktop 5 2 3

Service

1. Remote Admin 1 1

2. Remote Desktop Services 1.5 0.5 1

3. Remote Application 2.5 0.5 2
12 | Chwong 12: Disk Management 5 2 3

1. Téng quan vé quan 1y dia 1 1

2. Basic Disk 1.5 0.5 1

3.Dynamic Disk 2.5 0.5 2
13 | Chwong 13: Disk Quota 6 2 3 1

1. Khai niém vé han ngach 6 dia 2 1 1

2. Trién khai han ngach dia 3 1 2

3. Kiém tra 45 1 1
14 | Chwong 14: Giam sat 5 2

1. Tao céc Data Collector Set 2 1 1
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Thoi gian (gio)

50 1 Ten cac bai trongmoénhec | Tong | |y Thuc hanh /thuc | iém
TT Y. | taplthi nghiem/
A thuyet N 2 1A Tra
50 bai tap/ thao luan
2. Lap lich cho Data Collector 3 1 2
Set
15 | Chwong 15: Backup va 5 2 3
Restore
1. Cai dat Backup & Recovery 2 1 1
2. Lap lich backup & Shadow 3 1 2
copy
Téng cong 90 28 60 2

2. Noi dung chi tiét:
Chuong 1: DNS & DDNS
1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua DNS va DDNS

- Xay dung duoc DNS va DDNS
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Trién khai DNS

2.1.1. Phan giai host name bang file Host

2.1.2. Cai dat DNS

2.1.3. CAu hinh DNS Server

2.1.3.1. Forward Lookup Zone

2.1.3.2. Reverse Lookup Zone

2.1.3.3. Host Pointer

2.1.3.4. Alias

2.1.4. Forwarder

2.2. Trién khai DDNS
Chuwong 2: IIS

1. Muc tiéu:

- Trinh bay duoc cac co ché hoat dong cua 11S

- Xay dung dugc Web, File, Mail server

- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc

2. Noi dung chuong:
2.2. Trién khai 11S

Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)

Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
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2.2.1. Cai dat lIS
2.2.2. Web server
2.2.3. FTP server
2.2.4. POP3 server
Chuwong 3: ROUTING Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc céc co ché hoat dong caa Routing
- Trién khai dinh tuyén
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cai dat RRAS
2.2. Static Route
2.3.RIP
Chuwong 4: ADVANCED FIREWALL Thoi gian: 4 gio (LT: 1 gid; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua Advanced Firewall
- Xay dung dugc Advanced Firewall
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cau hinh Inbound Rule
2.2. Cau hinh Outbound Rule
Chuwong 5: NAT Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cic co ché hoat dong cua NAT
- Trién khai NAT
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:

2.1. Nat Outbound.
2.2. Nat Inbound.

Chwong 6: WINS Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1.Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua WINS
- Trién khai WINS

- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:

68



2.1. Cau hinh WINS Server va WINS Client
2.2. Replicate gitra 2 WINS
2.3. Backup va Restore

Chwong 7: DHCP RELAY AGENT Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)

1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua DHCP Relay Agent
- Trién khai DHCP Relay Agent
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cai dat DHCP server
2.2. Scope Options
2.3. Cau hinh DHCP Relay Agent

Chuwong 8: VPN CLIENT TO GATEWAY Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)

1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua VPN Client to Gateway
- Trién khai VPN Client to Gateway
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cau hinh VPN Client To Gateway st dung giao thirc PPTP
2.2. Cau hinh VPN Client To Gateway st dung giao thirc L2TP

Chuong 9: VPN GATEWAY TO GATEWAY

Thoi gian: 9 gio (LT: 2 gio; TH: 6 gio; KT: 1 gio)

1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua VPN Gateway to Gateway
- Trién khai VPN Gateway to Gateway
- C6 y thirc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cau hinh VPN Gateway To Gateway sir dung giao thirc PPTP
2.2. Cau hinh VPN Gateway To Gateway st dung giao thirc L2TP
2.3. Kiém tra 54’

Chuwong 10: NETWORK LOAD BALANCING

Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)

1. Muc tiéu:

69



- Trinh bay duoc cac co ché hoat dong cua Network Load Balancing
- Trién khai Network Load Balancing
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gié6i thiéu vé Network Load Balancing
2.2. Cau hinh Network Load Balancing
Chwong 11: REMOTE DESKTOP SERVICE Thaoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua Remote Desktop Service
- Trién khai Remote Desktop Service
- C6 y thue ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Remote Admin
2.2. Remote Desktop Services
2.3. Remote Application
Chuwong 12: DISK MANAGEMENT Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua Disk Management
- Trién khai duoc Disk Management
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quan vé quan 1y dia
2.2. Basic Disk
2.3.Dynamic Disk
Chuong 13: DISK QUOTA Thoi gian: 6 gio (LT: 2 gio; TH: 3 gio; KT: 1gio)
1. Muc tiéu:
- Trinh bay duoc cic co ché hoat dong cua Network Load Balancing
- Trién khai Network Load Balancing
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Khéi niém vé han ngach 6 dia
2.2. Trién khai han ngach dia
2.3. Kiém tra 45
Chwong 14: GIAM SAT Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
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- Trinh bay duoc cac co ché hoat dong caa Monitoring
- Trién khai Monitoring
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tao céac Data Collector Set
2.2. Lap lich cho Data Collector Set
Chwong 15: BACKUP VA RESTORE Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac co ché hoat dong cua Backup va Restore
- Trién khai duoc Backup va Restore
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cai dat Backup & Recovery
2.2. Lap lich backup & Shadow copy
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may mac: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat lidu: Theo yéu cau gi4o vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phuong phap, danh gia:
1. Noi dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Trinh bay dugc nguyén ly hoat dong caa cac dich vu mang.

- Ky néng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:

+ X&y dung dugc cac dich vu mang.
+ Khic phuc duoc céc 16i phat sinh co ban khi trién khai céc dich vu mang.
— Nang lyc ty chu va trach nhiém:
+ Co kha néng tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuwong phap: Thuc hién cac bai kiém tra/ bai tap lon trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng dan vé phwong phap giang day, hoc tdp mén hec:
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- Béi véi gido vién, giang vién:

+ Giai thich cac khai niém lién quan.

+ Trinh bay day du budc cai dat va cau hinh dich vu mang.

+ Thao td&c mau cac budc cai dit va cau hinh dich vu mang.

+ St dung phuong phap phat van.

+ Cho sinh vién thyuc hién cac bude cai dit va ciu hinh dich vu mang.

+ Phan nhom cho cac sinh vién thyuc hién bai thuc hanh trén may tinh.
- Béi vé6i ngudi hoc:

+ Sinh vién trao doi véi nhau, thuc hién céc bai thuc hanh va trinh bay theo

nhém.
+ Thuc hién cac bai tap thuc hanh duoc giao.

3. Nhiing trong tdm can chi y: Gido vién trudc khi giang day can phai can cir vao ndi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai ligu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

5. Ghi chi va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa

72



CHUONG TRINH MON HQC

Tén moén hoc: MANG NANG CAO
Ma mén hec: TTC3144
Thei gian thuc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau méon hoc Thiét Lap Hé Thong Mang

— Tinh chat: La mon hoc bat budc nam trong cac moén hoc chuyén moén nganh. Mén
hoc nay yéu cau phai co6 kién thirc co ban hé thong mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thic:
+ MO ta duge hé thong Client/ Server
+ Trinh bay dugc cac khai niém Domain, OU, Profile, Share, NTFS
— Ky nang:
+ Xay dung duogc cac dich vu mang vai Client/ Server
+ XAy dung cac tmg dung trén hé diéu hanh Server 2008
— Nang lyc ty chu va trach nhi¢m:
+ Co y thirc tuan thu quy trinh va quy chuin va an toan hé thong mang
+ C0 kha nang ty tim to1, hoc hoi, tich Iy kinh nghiém quan tri hé théng mang
I11. N§i dung mon hoc:

1. Noi dung tong quat va phéin bo thoi gian:

Thoi gian (gio)

S0 | Ten cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | jam
T tap/ thi nghiém/

sb | thuyet | i tap/ thio luan | Tra

1 Chuong 1: Local User Group S 1 4

1.Gi6i thiéu vé tai khoan nguoi 1 1
dung va nhdm

2.Tao tai khoan nguoi dung trén

hé diéu hanh Windows 7 va Win 2 2
2k8
3.Network Access 2 2
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra
2 Chuong 2: Local Policy & 7 5 5
Local Security Policy
1.Géi thiéu vé Local Policy & 2 1 1
Local Security Policy
2.Trién khai cac Local Policy 2.5 0.5 2
3.Trién khai céc Local Security 25 0.5 2
Policy
3 Chuong 3: Share & NTFS 10 4 6
1.Share dix liéu & Share an di 1 1
liu
2.Map b dia mang 3 1 2
3.Share v&i cac phan quyén 1.5 0.5 1
4.Phan quyén NTFS 1.5 0.5 1
5.Phan quyén véi Special 15 0.5 1
Permission
6.Take OwnerShip 1.5 0.5 1
4 Chuong 4: File Server 4 2 2
Resource Manager
1.Giéi thiéu vé File server 1 1
Resource Manager
2.Quan ly loai file 1.5 0.5 1
3.Quan ly dung lugng file 1.5 0.5 1
) Chuwong S: Domain 9 2 6 1
1.Giéi thiéu vé Domain 1 1
Controller(DC)
2.Nang cép 1én DC 3.5 0.5 3
3.Trién khai Policy trén DC 2.5 0.5 2
4. Cai dat Remote Server
Administrator tool cho may 1 1
Client
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Thai gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
p thuvat tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra
5. Kiém tra 45 1 1
6 Chwong 6: Advandced 5 1 4
Domain User va Group
1.Nhap, xuat va quan ly user 25 0.5 2
account bang lénh
2.Quan ly user account bang 25 05 5
Iénh
7 Chuwong 7: Computer
Account & Advanced Group 5 2 3
Policy Managerment
1.Tao va quan ly Computer 1 1
Account
2.WMI filter 1.5 0.5 1
3.Policy & Lookback Policy 2.5 0.5 2
8 Chuong 8: OU & Delegate 6 2 4
Control
1.Tao va xo4 OU 2 1 1
2.Trién khai 1 s6 Policy trén 95 05 )
OuU.
3. Delegate Control 1.5 0.5 1
9 | Chwong 9: Child Domain S 2 3
1.Giéi thigu vé Child Domain 1 1
2.Trién khai Child Domain 4 1 3
10 | Chuwong 10: Operation Master 7 2 5
1.Trién khai Additional DC 4 1 3
2.Transfer Master Roles 1.5 0.5 1
3.Seize Master Roles 15 0.5 1
11 | Chwong 11: Trust 8 2 5 1
1.Giéi thiéu vé Trust 2 1 1
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
p thuvat tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra

2.Tao DNS Forwarder giira 2 35 0.5 3

domain

3.Xay dung Trust va phan quyén | 1.5 0.5 1

truy cap dir liéu

4. Kiém tra 45 1 1
12 | Chwong 12: Read Only DC 6 2 4

1.Gi6i thiéu vé Read Only DC 1 1

2.Trién khai 1 Primary DC 3.5 0.5 3

3.Thyc hién chia site va nang 15 05 1

cap Read Only DC
13 | Chwong 13: Home Folder & 7 2 5

User Profile

1.Home folder 3 1 2

2.Local Profile 1.5 0.5 1

3.Roaming Profile 2.5 0.5 2
14 | Chwong 14: DFS 6 2 4

1. Cai dat DFS 3 1 2

2. NameSpace 15 0.5 1

3. Replication Group 1.5 0.5 1

Téng cong 90 28 60 2

2. Noi dung chi tiét:
Chuwong 1: LOCAL USER GROUP
1. Muc tiéu:

- Trinh bay duoc vé Local User Group

- Tao duoc Local User Group

- CH y thuc ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. Noi dung chuong:

2.1. Gigi thiéu vé tai khoan ngudi ding va nhom

Thoi gian: 5 gio (LT: 1 gio; TH: 4 gio)

2.2. Tao tai khoan nguoi dung trén hé diéu hanh Windows 7 va Win 2k8
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2.3. Network Access
Chuong 2: LOCAL POLICY & LOCAL SECURITY POLICY
Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc vé Local User Group & Local Security Policy
- Trién khai duoc Local Policy & Local Security Policy
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gai thiéu vé Local Policy & Local Security Policy
2.2. Trién khai cac Local Policy
2.3. Trién khai cac Local Security Policy
Chuwong 3: SHARE & NTFS Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc vé Share & NTFS
- Trién khai dugc Share & NTFS
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Share dit liéu & Share an di liéu
2.2. Map 6 dia mang
2.3. Share vai cac phan quyén
2.4. Phan quyén NTFS
2.5. Phan quyén vai Special Permission
2.6. Take OwnerShip
Chuong 4: FILE SERVER RESOURCE MANAGER
Thoi gian: 4 gio (LT: 2 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc vé File Server Resource Manager
- Trién khai duoc File Server Resource Manager
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gi6i thiéu vé File server Resource Manager
2.2. Quan ly loai file
2.3. Quan ly dung luong file
Chwong 5: DOMAIN Thoi gian: 9 gio (LT: 2 gio; TH: 6 gio; KT: 1 gio)
1. Muc tiéu:
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- Trinh bay duoc vé Domain

- Trién khai dugc mé hinh Client/Server

- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gi6i thiéu vé Domain Controller(DC)
2.2. Nang cap 1én DC
2.3. Trién khai Policy trén DC
2.4. Cai dat Remote Server Administrator tool cho may Client
2.5. Kiém tra 45

Chuong 6: ADVANDCED DOMAIN USER VA GROUP
Thoi gian: 5 gio (LT: 1 gio; TH: 4 gio)

1. Muc tiéu:

- Trinh bay duoc vé Local User Group

- Tao duogc Local User Group

- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Nhap, xuit va quan ly user account bang lénh
2.2. Quan ly user account bang lénh

Chwong 7: COMPUTER ACCOUNT & ADVANCED GROUP POLICY
MANAGERMENT Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)

1. Muc tiéu:
- Trinh bay duoc vé Local User Group
- Tao duogc Local User Group
- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tao va quan ly Computer Account
2.2. WMI filter
2.3. Policy & Lookback Policy
Chuwong 8: OU & DELEGATE CONTROL Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc vé OU & Delegate Control
- Trién khai duoc OU & Delegate Control
- C6 y thic ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tao va xoa OU
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2.2. Trién khai 1 s6 Policy trén OU.
2.3. Delegate Control
Chwong 9: CHILD DOMAIN Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc vé Child Domain
- Trién khai dugc Child Domain
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thigu vé Child Domain
2.2. Trién khai Child Domain
Chuong 10: OPERATION MASTER Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc vé Operation Master
- Trién khai dugc Operation Master
- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Trién khai Additional DC
2.2. Transfer Master Roles
2.3. Seize Master Roles
Chuwong 11: TRUST Thoi gian: 8 gio (LT: 2 gio; TH: 5 gio; KT:1 gio)
1. Muc tiéu:
- Trinh bay duoc vé Local User Group
- Tao duoc Local User Group
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gii thiéu vé Trust
2.2. Tao DNS Forwarder gitra 2 domain
2.3. Xay dung Trust va phan quyén truy cap di liéu
2.4. Kiém tra 45
Chuwong 12: READ ONLY DC Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc vé Read Only DC
- Trién khai duoc Read Only DC
- C6 y thirc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Gigi thiéu vé Read Only DC
2.2. Trién khai 1 Primary DC
2.3. Thuc hién chia site va nang cap Read Only DC
Chuong 13: HOME FOLDER & USER PROFILE
Thoi gian: 7 gio (LT: 2 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay duoc vé Local User Group
- Tao duoc Local User Group
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Home folder
2.2. Local Profile
2.3. Roaming Profile
Chuwong 14: DFS Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc vé DFS
- Trién khai dugc DFS
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cai dat DFS
2.2. NameSpace
2.3. Replication Group
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén mén hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may maéc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguy@n vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:
- Kién thuc: Puoc danh gia qua bai kiém tra thuc hanh dat duoc cic yéu cau sau:
+ Céch thuc quan tri hé hdng mang Client/ Server

+ Nam bét duoc mot s6 khai niém vé bai hoc nhiam phuc vu cho viéc trién khai
cac bai thuc hanh mot cach dé dang.

- K¥ nang: Panh gia k¥ nang thyc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:
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+ Trién khai dugc tit cac bai thyc hanh trong chuong trinh hoc nhu: NTFS, Share,
DFS, Domain, .....

— Nang lyc ty chu va trach nhiém:
+ C6 kha ndng tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi ap dung mén hoc: Ap dung cho trinh do cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
- B6i véi gido vién, giang vién:
+ Giai thich cé4c thuat ngir vé chuyén nganh mang may tinh.
+ Trinh bay dy du cac bai thuc hanh trong noi dung bai hoc.
+ St dung phuong phép phat van.
+ Cho sinh vién thyc hanh trén may tinh va dat cac cau hoi dé sinh vién tra loi.
- B6i v6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuec hién céc bai tap thuc hanh dugc giao.

3. Nhikng trong tam can chl y: Gido vién trudc khi giang day can phai cin ct vao
noi dung cua ting bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao
chat lugng giang day.

4. Tai liéu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-640): Configuring Windows Server
2008 Active Directory (2nd Edition)

5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mén hoc: THIET BI MANG
Ma& mon hoc: TTC348

Thoi gian thwc hién mén hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao

luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:

— Vitri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La mon hoc bat budc nam trong cac mén hoc chuyén moén nganh. Mén
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:

— Kién thuc:

+ Trinh bay duogc cdu tao, chirc ning hoat dong cta cac thanh phan trong router.

+ Phan biét dugc cac loai switch va router co trén thi truong.

+ Panh gia duoc kha nang lam viéc va bao mat cta router.

— K¥ nang:

+ Thay d6i, nang cip dugc router theo mé hinh thuc té.

+ Cau hinh duoc VLAN va routing véi cac yéu cau thuc té.

+ Khac phuc dugc cac su co trén céc thiét bi.
— Nang luc tu chu va trach nhiém:

+ Co y thirc tuan thi quy trinh va quy chuan va an toan trong hé théng mang

+ Co6 kha nang tu tim toi, hoc hdi, tich liiy kinh nghiém [am viéc trén cac thiét bi

mang mdai trén thi truong.

I11. Noi dung mén hoc:

1. N§i dung tong quat va phin bo thoi gian:

Thai gian (gio)

S0 | Ten cac bai trong mon hec Téng | Ly | Thuchanh/thuc | kigm
T p thuvét tap/ thi nghiém/
50 YU| baitap/ thao lugn | tra
1
Chuong 1: Router va WAN 3 3
2 S .
Chuong 2: Gidi thiéu vé Router 5 4 1
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Thoi gian (gio)
'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YUl bai tap/ thao luan | tra
3 o
Chuong 3: Cau hinh Router 9 4 5
4 Chuong 4: Thu thap thong tin
cac thiét bi khac 7 4 2 1
Kiém tra 45
5 Chuong 5: Quan ly phan mém 5 4 5
10S
Chuong 6: Trién khai VLAN
6 . 16 5 10 1
Kiém tra 45°
Chuong 7: Dinh tuyén va cac
! giao thtrc dinh tuyén trén Router 14 4 10
Téng cong 60 28 30 2
2. Noi dung chi tiét:
Chuong 1: ROUTER VA WAN Thoi gian: 3 gio (LT: 3 gio)
1. Muc tiéu:

- Trinh bay duoc cac khai niém vé WAN va router
- Trinh bay dugc vai tro cua router trong WAN
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. WAN
2.1.1 Gigi thiéu vé WAN
2.1.2 Giéi thiéu vé router trong mang WAN
2.1.3 Vai tro cua cac router trong WAN
2.2. Router
2.2.1 Céc thanh phan bén trong router
2.2.2 Pic diém vat ly caa router
2.2.3 Céac loai cap va cong két ndi vao router
Chuwong 2: GIOI THIEU VE ROUTER Thaoi gian: 5 gio (LT: 4 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tao, nguyén ly hoat dong cua router va 10S.
- Lam viéc duoc véi router trén giao dién CLI
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- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Giéi thiéu h¢ diéu hanh 10S
2.1.1 Muc dich ctia phan mém 10S
2.1.2 Giao dién nguoi dung caa router
2.1.3 Cac ché d6 ciu hinh router
2.1.4 Céc dic diém cua phan mém 10S
2.1.5 Hoat dong cia phan mém 10S
2.2. Bat dau véi router
2.2.1 Khaoi dong router
2.2.2 Khao sat qua trinh khai dong router
2.2.3 Thiét 1ap phién két nbi bang HyperTerminal
2.2.4 Truy cap vao router
2.2.5 Phim trg giup trong router CLI
2.2.6 Mo rong thém vé céach viét cau lénh
2.2.7 Goi lai céac 1énh da sur dung
2.2.8 Xtr ly 16i cau lenh
2.2.9 Lénh show version
Chwong 3: CAU HINH ROUTER Thoi gian: 9 gio (LT: 4 gio; TH: 5 gio)
1. Muc tiéu:

- Trinh bay duogc cac ché d6 va cac Iénh co ban trong ting ché do hoat dong cua
router.

- Cau hinh dugc cac chirc ning co ban cua router.
- C6 y thue ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Ché d giao tiép dong lénh CLI
2.2. bat tén cho router
2.3. bat mat ma cho router
2.4. Kiém tra bang cac lénh show
2.5. Cau hinh cong serial
2.6. Thém bét, dich chuyén va thay doi tap tin cau hinh
2.7. Cau hinh cbng Fast Ethernet
2.8. Luu du phong tap tin cau hinh
2.9. Cit, dan va chinh stra tap tin ciu hinh
2.10. Hoan chinh ciu hinh router

84



Chwong 4: THU THAP THONG TIN CAC THIET BI KHAC
Thoi gian: 7 gio (LT: 4 gio; TH: 2 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac Iénh kiém tra va cau hinh CDP
- Thiét 1ap duoc két ndi tir xa véi router
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Két ndi va kham phé céc thiét bi 1an can
2.1.1 Gisi thiéu vé CDP
2.1.2 Thong tin thu nhan duoc tor CDP
2.1.3 Chay CDP, kiém tra va ghi nhan cac théng tin CDP
2.1.4 Xay dung ban d6 mang
2.1.5 Tat CDP
2.2. Vai tro cua Hypervisor
2.2.1 Telnet
2.2.2 Thiét Iap va kiém tra qua trinh khoi dong router
2.2.3 Ngit, tam ngung phién Telnet
2.2.4 M6 rong thém vé hoat dong Telnet
2.2.5 Cac lénh kiém tra két ndi khac
2.3. Kiém tra 45
Chuwong 5: QUAN LY PHAN MEM IOS Thoi gian: 6 gio (LT: 4 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duogc qua trinh khai dong caa router
- Quan 1y duoc 10S bang TFTP va Xmodem
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Khao sét va kiém tra hoat dong router
2.1.1 Cac giai doan khai dong router khi bat dau bat dién
2.1.2 Thiét bi Cisco tim va tai IOS nhu thé nao
2.1.3 Str dung Iénh boot system
2.1.4 Thanh ghi cau hinh
2.1.5 Xt Iy sy ¢6 khi khoi dong 10S
2.2. Quan ly tap tin hé théng
2.2.1 Khai quéat vé tap tin hé théng 10S
2.2.2 Quy udc tén 10S
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2.2.3 Quan ly tap tin c4u hinh bang TFTP
2.2.4 Quan ly Cisco 10S bang TFTP
2.2.5 Quan ly 10S biang Xmodem
Chwong 6: TRIEN KHAI VLAN Thoi gian: 16 gio (LT: 5 gio; TH: 10 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong caa VLAN va Trunking
- Thiét 1ap dugc VLAN cho mé hinh thyc té.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quan vé VLAN
2.2. Tao VLANSs
2.3. Co ché hoat dong TRUNKS
2.4. Giao thirc Dynamic Trunking
2.5. Kiém tra 45’
Chwong 7: PINH TUYEN VA CAC GIAO THUC PINH TUYEN TREN
ROUTER Thoi gian: 14 gio (LT: 4 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua cac giao thac dinh tuyén.
- Thiét lap duoc dinh tuyén tinh va dong cho router.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quat vé cac giao thire dinh tuyén
2.2. Binh tuyén tinh
2.3. binh tuyén dong
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau gi4o vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phuong phap, danh gia:
1. Noi dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dwoc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua router va switch.
+ C6 kha ning phan tich va danh gia hé thong mang thuc té.
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- Ky néng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:

+ Cai dat va quan tri duoc router va switch.
+ T4i vu duoc hé théng mang.
— Nang lyc ty chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich lity kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hoc:

- Bdi véi gi4o vién, giang vién:
+ Giai thich cac khai niém lién quan dén thiét bi router va switch.
+ Trinh bay dy du thanh phan trong mét hé théng mang.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dat cAu hinh va dat cac cau hoi dé sinh vién tra loi.
+ Phan nhdm cho céc sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i v6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] Khuong Anh, Gi4o Trinh Hé Théng Mang May Tinh CCNA Semester 2, Nha xuat
ban Lao dong - X& hoi

[2] Cisco Internetworking Basic — Cisco Press
5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HOQC

Tén mon hec: QUAN TRI MANG TREN LINUX
Ma mén hec: TTC350

Thoi gian thyc hign mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La moén hoc bat budc ndm trong cdc mon hoc chuyén mon nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hec:
— Kién thuc:
+ Trinh bay duoc cach thuc t6 chirc cua hé diéu hanh Linux.
+ Panh gia duoc hiéu suét va mirc d6 bao mat trén hé diéu hanh Linux.
— K¥ nang:
+ CAu hinh, quan tri dugc hé théng file va nguo1 dung trén Linux.

+ CAu hinh va quan tri dugc cac dich vy trén Linux nhu NFS, Telnet, SSH,
SAMBA...

+ Khic phuc dugc cac su ¢b thudng gip trén Linux.
— Nang luc ty chu va trach nhiém:

+ Co ¥ thirc tuan thu quy trinh, quy chuin va an toan trong hé diéu hanh ma ngudn
mo

+ C6 kha nang ty tim t01, hoc hoi, tich liiy kinh nghi€ém trén cac hé diéu hanh ma
nguodn ma trén thi truong.

I11. Noi dung mén hoc:

1. Noi dung tong quat va phan bo théi gian:

Thoi gian (gio)

S6 A b . . .
T7| Téncacbaitrongménhec | Téng | Ly Thyc hanh / thyc

tap/ thi nghiém/
bai tap/ thao luan | tra

Kiém
s6 | thuyét

Chuong 1: Giéi thiéu va cai dat 2 1 1

2 | Chuong 2: Hé thdng tap tin (File
System)
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Thoi gian (gio)
'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
3 s
Chuong 3: Tién ich va ing dung 7 3 4
4 | Chuong 4: Quan ly va bao mat 7 4 3
cho user, group
Chuong 5: Thuc thi han ngach b
5 , 6 3 3
cang (Quota)
Chuong 6: CAu hinh mang
6 I 6 2 3 1
Kiém tra 45°
7 | Chuong 7: openSSH 6 3 3
Chuong 8: Network File System
8 (NFS) 6 3 3
Chuong 9: SAMBA
9 I 8 2 5 1
Kiém tra 45°
10 Chuong 10: Dynamic Host 5 9 4
Configuration Protocol (DHCP)
Téng cong 60 28 30 2
2. Noi dung chi tiét:
Chwong 1: GIOI THIEU VA CAI PAT Thoi gian: 2 gio (LT: 1 gio; TH: 1 gio)
1. Muc tiéu:

- Trinh bay duoc lich st va cac dic diém vé Linux
- Cai dat dugc hé diéu hanh Linux cho may chu
- C6 y thue ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu vé Linux
2.2. Lich st phét trién Linux
2.3. Nhitng dic diém cua hé diéu hanh Linux
2.4. Cai dat hé diéu hanh Linux
Chuwong 2: HE THONG TAP TIN (FILE SYSTEM)
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Thoi gian: 6 gio (LT: 5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cach t6 chuc tap tin trong Linux.
- Thém, x0a, stra va bao mat duoc tap tin, thu muc trong Linux
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. CAu tric hé thdng tap tin
2.1.1 Hé thdng phan cp tap tin File System Hierarchy Standard (FHS)
2.1.2 T6 chac FHS
2.2. Hé thdng file ext3
2.2.1 Tinh nang cua ext3
2.2.2 Tao mot hé théng file ext3
2.2.3 Chuyén doi giita ext3 va ext2
Chuwong 3: TIEN ICH VA UNG DUNG Thoi gian: 7 gio (LT: 3 gio; TH: 4 gio)
1. Muc tiéu:
- Str dung duoc cac tién ich va ting dung co san trong Linux.
- Cai dit va g& bo dugc phan mém ang dung cho Linux.
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Trinh soan thao VIM
2.2. E-mail trong Linux
2.3. Dich vu in 4n
2.4. Mot sb tién ich va tng dung khac
2.5. Cai dat c&c ung dung van phong
Chwong 4: QUAN LY VA BAO MAT CHO USER, GROUP
Thoi gian: 7 gio (LT: 4 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cach thic t chic nguoi dung trong Linux
- Thém, x0a, stra va bao mat dugc user, group trén Linux
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Quan ly user
2.2. Quan ly group
2.3. Quan ly user va group bing céng cu
2.4. Quyén han cho user va group
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Chwong 5: THUC THI HAN NGACH O CUNG (QUOTA)
Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong ctia Quota
- Thiét 1ap duoc Quota cho user va group
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. C4u hinh Quota
2.1.1. Kich hoat Quota
2.1.2. Remount lai File Systems
2.1.3. Tao file dir liéu Quota
2.1.4. Thiét 1ap Quota cho user
2.1.5. Thiét 1ap Quota cho group
2.1.6. Thiét 1ap giGi han mém
2.2. Quan ly Quota
2.2.1. Enable va Disable
2.2.2. Xem bao cao Quota
2.2.3. Gitr Quota chinh xac
Chwong 6: CAU HINH MANG Thoi gian: 6 gio (LT: 2 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay cach t6 chtc céc file lién quan dén mang.
- Cau hinh dugc céc théng s6 mang theo yéu cau.
- C4u hinh duoc dich vu Telnet
- C6 y thire ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Card giao tiép mang
2.2. Céu hinh dia chi IP cho card mang
2.3. CAu hinh céc théng s6 lién quan dén mang
2.4. Cau hinh mang bang céng cu
2.5. Dich vu Telnet
2.6. Kiém tra 45’
Chwong 7: OPENSSH Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua openSSH.
- Thiét 1ap duoc openSSH server va openSSH client.
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- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Chtric nang cua SSH
2.2. Cau hinh mot openSSH server
2.3. Cau hinh céc file cua openSSH
2.4. Cau hinh mot openSSH client
Chuwong 8: NETWORK FILE SYSTEM (NFS)
Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua NFS.
- Thiét 1ap va bao mat dugc NFS server va openSSH client.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Chtric nang cua NFS
2.2. Cau hinh NFS client
2.3. autofs
2.4. Cau hinh NFS server
2.5. Bao mat NFS
Chwong 9: SAMBA Thoi gian: 8 gio (LT: 2 gio; TH: 5 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua SAMBA.
- Thiét 1ap va bao mat dugc SAMBA server va SAMBA client.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu vé SAMBA
2.2. Cai dat va khoi dong SAMBA
2.3. Cau hinh SAMBA
2.4. Nhitng bién trong file samba.conf
2.5. Ma hoa password
2.6. Sir dung SAMBA client
2.7. Truy cap chia sé
2.8. Kiém tra 45’
Chuwong 10: DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP)
Thoi gian: 6 gio (LT: 2 gio; TH: 4 gio)
1. Muc tiéu:
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- Trinh bay duoc co ché hoat dong cua DHCP.
- Thiét 1ap dugc DHCP server va DHCP client.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thigu vé DHCP
2.2. CAu hinh mot DHCP Server
2.3. C4u hinh mét DHCP Client
2.4. Cap IP danh riéng.
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén moén hoéa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giao vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phwong phap, danh gia:
1. No6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bat duoc cac khai niém va nguyén tic hoat dong cua céc thanh phan trong
Linux.

+ C6 kha nang phan tich va dénh gia hé thong Linux.

- Ky néng: Danh gia k¥ nang thuc hanh cua sinh vién trong bai thyc hanh dat duoc
cac yéu cau sau:

+ Cai dat va quan tri dugc cac dich vu trong Linux.
+ T6i vu va bao mat dugc hé thong Linux.
— Nang lyc ty chu va trach nhi¢m:
+ C6 kha nang tu duy ddc lap.
+ C6 kha nang tu tim toi, hoc hoi, tich lity kinh nghiém.
2. Phuwong phap: Thuc hién cac bai kiém tra/ bai tap lon trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huwéng din vé phwong phap giang day, hoc tap mon hoc:
- B6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén Linux.
+ Hudng dan va lam mau céc dich vu trén Linux.

+ St dung phuong phap phat van.
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+ Cho sinh vién thuc hién cai dit cAu hinh va dat cac cau hoi dé sinh vién tra 1i.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- B6i vé6i ngudi hoc:
+ Sinh vién trao doi v6i nhau, thuc hién cac bai thuc hanh va trinh bay theo
nhém.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Red Hat Enterprise Linux Deployment Guide
[2] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.
5. Ghi chu va giai thich (néu co):
Thanh pho Ho Chi Minh, ngay 22 thang 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: CAU HINH MANG
Ma& mon hoc: TTC349

Thoi gian thyc hign mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc trudc mon mon hoc cirng may tinh.

— Tinh chat: La mon hoc bat bugc nam trong cac moén hoc chuyén mén nganh. Moén
hoc nay y€u cau phai ¢ kién thirc co ban vé phan ciing may tinh.

Il. Muc tiéu mén hec:
— Kién thirc:
+ Trinh bay dugc ciu tao, chitc ning hoat dong cua cac thanh phan trong router.

+ Trinh bay dugc nguyén ly hoat dong cia Spanning Tree va cac giao thic dinh
tuyén trong router Cisco

— Ky nang:
+ Céu hinh dugc Spanning Tree cho router Cisco

+ Trién khai va cdu hinh dugc cac giao thirc dinh tuyén OSPF va EIRGB trén nén
Ipv4 va Ipv6.

— Nang lyc ty chu va trach nhi¢m:
+ C6 y thirc tuan thu quy trinh, quy chuan va an toan trong cau hinh hé thong mang
+ C6 kha nang tu tim to1, hoc hoi, tich Iy kinh nghiém cau hinh cac thiét bi mang
mai
I11. N§i dung mon hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thoi gian (gio)

S0 | Ten cac bai trongmoénhec | Téng | |y Thuc hanh / thuc | kigm
TT tap/ thi nghiém/

sb | thuyet | i tap/ thio luan |  tra

1 Chuong 1: Giao thic

Spanning Tree J S 4
1. CAu truc dy phong 3 2 1
2. Giao thurc Spanning Tree

(Giao thtc phan nhanh cay) 6 3 3
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

2 Chuwong 2: Giao thirc dinh

tuyén EIRGB 17 ! 10

1. Tong quan vé cac giao thirc

dinh tuyén dong 2 1 1

2. Administrative distance 15 0.5 1

3. Nhiing tinh ning cua giao

thire EIRGB 15 1 05 1

4. Chon duong di trong EIRGB 15 05 1

5. EIGRB Metric 15 05 1

6. Cau hinh giao thic EIRGB 3 1 2

7. Gi6i thiéu tong quan IPv6 y) 1 1

8. Trién khai IPv6 2 1 1

9. Trién khai giao thuc EIRGB 9 1 1

trén nén [Pv6
3 Chuwong 3: Giao thirc dinh

tuyén OSPF 17 8 8 1

1. Tfmg quan giao thuc dinh

tuyén OSPF 3 2 1

2. Cau trac dir liéu vé giao thirc

dinh tuyén Link-State (OSPF) 3 2 1

3. OSPF Metric 2 1 1

4. Co ché thiét 1ap OSPF ,

Neighbor Adjacencies 1 1

5.Xay dung co s¢ dir liéu 3 1 2

6.(;€iu tric vung (Area) theo co

ché OSPF 3 1 2

4. Kiém tra 45’ 1 1
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
4 Chuong 4: Giéi thi¢u nhirng
giai phap ve VPN 17 8 8 1
1. VPN va nhiing l¢1i ich 6 3 3
2. Nhitng giai phdp biao mat
VPN Cisco SSL 6 3 3
3. G161 thiéu IPSec cua Cisco 4 2 2
4. Kiém tra 45 1
Tong cong 60 28 30 2

2. Néi dung chi tiét:
Chwong 1: GIAO THUC SPANNING TREE  Thoi gian: 9 gio (LT: 5 gio; TH: 4 gio)

1.

2.

Muc tiéu:

- Mo ta dugc co ché hoat dong cua giao thirc Spanning tree

- Cau hinh dugc giao thirc Spanning tree trong router Cisco

No6i dung chuong:

2.1. Cau trdc dyu phong

2.2. Giao thuic Spanning Tree (Giao thic phan nhanh cay)
Chuong 2: GIAO THUC PINH TUYEN EIRGB
Thoi gian: 17 gio (LT: 7 gio; TH: 10 gio)

1.

Muc tiéu:

- Giai thich dugc nhitng giao thire dinh tuyén dong
- Cau hinh va trién khai dugc giao thirc EIRGB
- M6 ta va trién khai dugc giao thirc EIRGB trén nén Ipv6

2. No1 dung chuong:

2.1. Tong quan vé céc giao thirc dinh tuyén dong:

2.2. Administrative distance
2.3. Nhiing tinh nang cua giao thic EIRGB
2.4. Chon duong di trong EIRGB
2.5. EIGRB Metric

2.6. Cu hinh giao thirc EIRGB
2.7. Gi6i thiéu tong quan IPv6
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2.8. Trién khai IPv6
2.9. Trién khai giao thirc EIRGB trén nén IPv6
Chuwong 3: GIAO THUC PINH TUYEN OSPF
Thoi gian: 17 gio (LT: 8 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- M6 ta duoc nhitng thanh phan co ban va diéu kién can khi trién khai OSPF

- M6 ta duogc cach thire trién khai co ché ving(Area), da ving(MultiArea) d6i voi
OSPF

- Trién khai duoc giao thirc OSPF trén nén IPv6
2. Noi dung chuong:
2.1. Tong quan giao thirc dinh tuyén OSPF
2.2. Céu triic dit liéu vé giao thirc dinh tuyén Link-State (OSPF)
2.3. OSPF Metric
2.4. Co ché thiét 1ap OSPF Neighbor Adjacencies
2.5. Xay dung co s¢ dir ligu
2.6. Céu triic ving (Area) theo co ché OSPF
2.6.1. Co ché ving(Area)
2.6.2. . Co ché MultiArea(da ving)
2.7. Kiém tra 45
Chuong 4: GIOI THIEU NHUNG GIAI PHAP VE VPN
Thoi gian: 17 gio (LT: 8 gio; TH: 8 gio; KT: 1 gio)
1. Muc tiéu:
- M6 ta dugc muc dich va nhiing loi ich khi trién khai VPN
- Mo ta dugc vai tro cua Ipsec
- M6 ta duoc giai phai bao mat khi trién khai VPNs
2. Noi dung chuong:
2.1. VPN va nhiing loi ich:
2.2. Nhirng giai phdp bao mat VPN Cisco SSL
2.3. Gio1 thiéu IPSec cua Cisco
2.4. Kiém tra 45
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén mon hoa/nha xudng: Phong may tinh
2. Trang thiét bi may moc: May tinh, phan mém ao hoéa do Cisco hd trg.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau gido vién
4. Cac diéu kién khac: Theo yéu ciu gi4o vién
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V. N¢i dung va phwong phap, danh gia:
1. N6i dung:
— Kién thuc:
+ Khai niém VLANSs
+ Dinh tuyén dong EIRGB, OSPF trén nén IPv4 va Ipv6
+ VPNs (Virtual Private Network: mang riéng 40)
— Ky nang:
+ Trién khai dugc VLANs
+ Trién khai dugc EIRGB, OSPF
+ Trién khai VPN
— Nang lyc ty chu va trach nhi¢m:
+ (6 kha nang tu duy doc lap.
+ (6 kha nang tu tim to1, hoc hoi, tich 1ty kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hoc:

- Pbi voi gido vién, giang vién: Cung cap tai liéu va ngudn hoc tip khéc, thao tac
mau mot cach truc quan théng quan cac thiét bi nghe nhin hd trg nhu Net Suport va may
chiéu, c6 day du cac phan mém hd tro tir Cisco, Internet tbc do cao duoc hd trg tir phia
nha truong.

- D6i v6i ngudi hoc: €6 tai lidu, quan sat gido vién hudng din vao thao tic mau
3. Nhirng trong tdm can chd y: Giao vién trude khi giang day can phai can cir vao noi

dung cua tirng bai hoc chuan bi diy du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Interconnecting Cisco Networking Device, Part 2.
5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngay 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: AN TOAN HE THONG MANG MAY TiNH
Ma& mon hoc: TTC382

Thei gian thuc hign mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chat ciaa mdn hoc:

— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang

hoc nay yéu cau phai co6 kién thirc co ban vé mang mdy tinh.

Il. Muc tiéu mén hoc:

— Kién thuc:

Tinh chat: La m6n hoc bat budc nam trong cac mon hoc chuyén moén nganh. Mon

+Giai thich duge cac khai niém , co ché hoat dong cua Firewall nhu: Access Rule,

Web Filter & HTTP Filter, Malware Inspection & HTTPS Inspection Monintor & Cache,

VPN, Server Publishing, SSTP, Intrusion Detection ISP Redundancy, CA, HTTPS

— Ky nang:

+ Thuc hién dugc cac k¥ thuat c¢6 trong TMG 2010 (firewall mém): Access Rule,

Web Filter & HTTP Filter, Malware Inspection & HTTPS Inspection Monintor & Cache,
VPN, Server Publishing, SSTP, Intrusion Detection ISP Redundancy, CA v61 HTTPS.

— Nang luc tu chu va trach nhiém:

I11. N§i dung mon hec:

1. Noi dung tong quat va phén bé thoi gian:

+ Thuc hién dugc cac ki thuat phong chong tin cong mang.

+ C6 ¥ thuc tudn thu quy trinh va quy chudn trong an toan mang

+ (6 kha nang tu tim to1, hoc hdi cac tuong Iira hién dai

Thoi gian (gio)

S0 | Ten cac bai trongmoénhec | Téng | |y Thuc hanh /thue | kigm
TT | thuvét | TP/ thi nghigm/
50 YEU| bai tap/ thao luan | Tra

1 | Chwong 1: Cai dit TMG 2010 6 3 3

1.Gisi thigu vé TMG 2010 1 1

2. Cai dat & Cau hinh TMG 25 1 15

Server

3. Xay dung Rule ra Internet 1 0.5 0.5

4. Cau hinh cac loai Client ra 05 05

Internet
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Thoi gian (gio)

S0 | Tan cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | kiém
T | thovée | AP/ thi nghiém/
S0 YU pai tap/ thao luan | Tra
5. Cai dat dé quan ly tir xa. 1 0.5 0.5
2 Chuong 2: Access Rule 6 3 3
1. Giéi thiéu vé Access Rule 05 05
2. Rule cho phép DNS phan giai 1 05 05
tén mien ' :
3. Rule cho phép user str dung 15 05 1
Mail ' '
4. Rule cho phép nhom user truy 5 1 1
cap Internet theo thoi gian
5. Tim hiéu veé System Policy L 05 0.5
Rule va mét s6 Rule théng dung. ' '
3 Chuong 3: Web Filter & 5 3 2
HTTP Filter
1. Gisi thigu vé Web Filter & L 1
HTTP Filter
2. Web Filter 2 1 1
3. HTTP Filter 2 1 1
4 Chuong 4: Malware Inspection 6 3 2 1
& HTTPS Inspection
1. Gidi thiéu vé Malware 1 1
Inspection & HTTPS Inspection
2. Malware Inspection 2 1 1
3. HTTPS Inspection 2 1 1
4. Kiém tra 45° 1 1
) Chuwong 5: Monintor & Cache 6 3 3
1. Gidi thiéu vé Monintor &
2 1 1
Cache
2. Monintor 2 1 1
3. Cache 2 1 1
6 Chwong 6: VPN 5 2 3
1. Giéi thiéu vé VPN trong 1 1
TMG 2010
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Tt“."c hanh /_Eh‘-fc Kiém
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | Tra
2. VPN Client to Gateway 3 1 2
3. Bai tap vé nha trién khai VPN L L
Gateway to Gateway
7 Chuong 7: Server Publishing 7 2 4 1
1. Publish Web 3 1 2
2. Publish Secure Web 2.5 1 1.5
3. Bai tap vé nha Publish POP3
& SMTP 0.5 05
4. Kiém tra 45 1 1
8 Chuwong 8: CA & HTTPS -
SSTP (Secure Socket 9 4 5
Tunneling Protocol)
1. Giéi thiéu vé SSTP & CA 1 1
2. CAvoi HTTPS 3 1 2
3. Cap CA cho TMG server 3 1 2
4. Download CA va Két noi 5 L 1
VPN bang SSTP
9 Chuwong 9: Intrusion Detection 5 3 2
1. Giai thiéu Intrusion Detection 1 1
2. Trle_n khai Intrucsion 4 9 2
Detection
10 | Chuwong 10: ISP Redundancy 5 2 3
1. Giéi thiéu ISP Redundancy 1 1
2. Trién khai ISP Redundancy 2 1 1
3. On tap 2 2
Tong cong 60 28 30 2

2. Ndi dung chi tiét:
Chuwong 1: CAI PAT TMG 2010
1. Muc tiéu:
- Trinh bay dugc ForeFront TMG Server 2010

- Cai dat duoc TMG Server 2010

Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
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- Thuc hién duogc cac thao tac an toan vai may tinh.
2. No1 dung chuong:
2. 1. Gigi thigu vé TMG 2010
2. 2. Cai dat & Cau hinh TMG Server
2. 3. Xay dung Rule ra Internet
2. 4. C4u hinh céc loai Client ra Internet
2. 5. Cai @it dé quan Iy tir xa.
Chuwong 2: ACCESS RULE Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc Access Rule
- Trién khai duoc Access Rule
- Thuc hién dugc cac thao tac an toan vai may tinh.
2. Noi dung chuong:
2.1. Gidi thiéu dugc vé Access Rule
2.2. dugc Rule cho phép DNS phan giai tén mién
2.3. duoc Rule cho phép user st dung Mail
2.4. duoc Rule cho phép nhom user truy cap Internet theo thoi gian
2.5. dugc Tim hiéu vé System Policy Rule va mét sé Rule thong dung.
Chuwong 3: WEB FILTER & HTTP FILTE Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc Web Filter & HTTP Filter
- Trinh bay duoc cac budc trién khai duoc Web Filter & HTTP Filter
- Thuc hién dugc cac thao tac an toan vai may tinh.
2. No1 dung chuong:
2.1. Gigi thiéu vé Web Filter & HTTP Filter
2.2. Web Filter
2.3. HTTP Filter
Chuong 4: MALWARE INSPECTION & HTTPS INSPECTION
Thoi gian: 6 gio (LT: 3 gio; TH: 2 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc Malware Inspection & HTTPS Inspection
- Trién khai duoc Malware Inspection & HTTPS Inspection
- Thyc hién dugc cac thao tac an toan vai may tinh.
2. Noi dung chuong:
2.1. Gi6i thiéu vé Malware Inspection & HTTPS Inspection
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2.2. Malware Inspection
2.3. HTTPS Inspection
2.4, Kiém tra 45’
Chwong 5: MONINTOR & CACHE Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc Monintor & Cache
- Trinh bay duoc hacker trién khai Monintor & Cache nhu thé nao.
- Thuc hién dugc cac thao tac an toan vai may tinh.
2. No1 dung chuong:
2.1. Gigi thiéu vé Monintor & Cache
2.2. Monintor
2.3. Cache
Chuwong 6: VPN Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc VNP trong TMG Server
- Trién khai duoc VNP trong TMG Server.
- Thuc hién dugc céc thao tac an toan vaéi may tinh.
2. No1 dung chuong:
2.1. Gigi thiéu vé VPN trong TMG 2010
2.2. VPN Client to Gateway
2.3. Bai tap vé nha trién khai VPN Gateway to Gateway
Chwong 7: SERVER PUBLISHING Thoi gian: 7 gio (LT: 2 gio; TH: 4 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc Server Publishing
- Trién khai duoc Server Publishing
- Thuc hién dugc cac thao tac an toan vai may tinh.
2. Noi dung chuong:
2.1. Publish Web
2.2. Publish Secure Web
2.3. Bai tap vé nha Publish POP3 & SMTP
Chwong 8: CA & HTTPS -SSTP (Secure Socket Tunneling Protocol)
Thoi gian: 9 gio (LT: 4 gio; TH: 5 gio)
1. Muc tiéu:
- Trinh bay dugc SSTP, CA, HTTPS
- Trién khai duoc CA véi HTTPS, SSTP
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- Thuc hién duogc cac thao tac an toan vai may tinh.
2. No1 dung chuong:
2.1. Gisi thiéu vé SSTP & CA
2.2. CAVoi HTTPS
2.3. Cap CA cho TMG server
2.4. Download CA va Két néi VPN bang SSTP
Chwong 9: INTRUSION DETECTION Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc Intrusion Detection
- Trinh bay duoc hacker trién khai Intrusion Detection
- Thyc hién duoc cac thao tac an toan vai may tinh.
2. Noi dung chuong:
2.1. Gidi thiéu Intrusion Detection
2.2. Trién khai Intrucsion Detection
Chuwong 10: ISP REDUNDANCY Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc ISP Redundancy
- Trién khai duoc ISP Redundancy
- Thuc hién dugc cac thao tac an toan vai may tinh.
2. No1 dung chuong:
2.1. Gidi thiéu ISP Redundancy
2.2. Trién khai ISP Redundancy
2.3.On tap
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéc: Theo yéu cau gi4o vién
V. Noi dung va phuong phap, danh gia:
1. N6i dung:
- Kién thtrc: Pugc danh gia qua bai kiém tra viét, tric nghiém dat dugc cac yéu
cau sau:

+ Trinh bay dugc cac k¥ thuat trén TMG Server 2010
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+ Trinh bay dugc cac khai niém va co ché cua Firewall nhu: Access Rule,
Web Filter & HTTP Filter, Malware Inspection & HTTPS Inspection Monintor &
Cache, VPN, Server Publishing, SSTP, Intrusion Detection ISP Redundancy.

— KY¥ nang: Panh gia k§ nang thuc hanh cua sinh vién trong bai thuc hanh dat
duoc cac yéu cau sau:

+ Thyc hién thanh thao cac bude cau hinh TMG Server 2010

— Nang luc tu chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ Co kha nang tu tim to1, hoc hoi, tich liiy kinh nghi¢m.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hec:

- Béi véi gi4o vién, giang vién:
+ Giai thich khai niém, co ché.
+ Trinh bay day du kién thic trong noi dung bai hoc.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién c4c cau Iénh trén may tinh va dit cac cau hoi dé sinh vién

tra loi.

+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i v6i ngudi hoc:
+ Sinh vién trao d6i véi nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién cac bai tap thuc hanh dugc giao.

3. Nhiing trong tdm can chi y: Gido vién truc khi giang day can phai can cir vao ndi
dung cua ting bai hoc chuan bi day du cac dieu kién thyuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai ligu tham khao:

[1] Microsoft Forefront Threat Management Gateway (TMG) Administrator’s
Companion; Jim Harrison, Yuri Diogenes and Mohit Saxena From the Microsoft
Forefront TMG Team with Dr. Tom Shinder

5. Ghi ch va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: QUAN TRI MANG NANG CAO TREN LINUX
Ma& mon hoc: TTC351
Thei gian thuc hign mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Quan tri mang trén Linux.

— Tinh chat: La mon hoc bat budc nam trong cac mon hoc chuyén mén nganh. Mon
hoc nay yéu cau phai co6 kién thirc co ban vé hé diéu hanh Linux.

Il. Muc tiéu mén hoc:
— Kién thuc:
+ Trinh bay dugc nguyén tac hoat dong cua cac dich vu mang trén Linux.
+ Panh gid duoc hi¢u suat va mirc do bao mat trén céac dich vu mang.
— Ky nang:
+ Céu hinh, quan tri dugc cac dich vu mang trén Linux.
+ Khic phuc duoc céac su ) thuong gap trén cac dich vu mang.
— Nang luc tu chu va trach nhiém:
+ Co y thirc tuan thi quy trinh va quy chuén trong cac dich vu mang ma ngudén mé
+ C0 kha nang ty tim to1, hoc hoi cac dich vu mang ma nguén mé
I11. N§i dung mon hec:

1. Noi dung tong quat va phén bo thoi gian:

Thai gian (gio)
50 | Ten cac bai trongmoénhec | Téng | |y Thuc hanh /thue | kigm
T X thuvét tap/ thi nghiém/
50 YUl bai tap/ thao luan | tra
1 | Chuong 1: Berkeley Internet 5 3 3
Name Domain (BIND)
2 Chuong 2: Apache HTTP Server 6 3 3
3 | Chuong 3: FTP (vsfipd) 6 3 3
4 | Chuong 4: Mail server (Postfix) 5 5 3 1
Kiem tra 45°
Chuong 5: Lightweight
5 | Directory Access Protocol 8 4 4
(LDAP)
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
tap/ thi nghiém/

sb | thuyet | i tap/ thio luan | tra

6 | Chuong 6: Proxy server (Squid) 6 3 3
7 | Chuong 7: Linux Security 6 3 3
Chuong 8: Lap trinh Shell trén
8 | Linux 10 4 5 1
Kiém tra 45’
9 | Chwong 9: Tién trinh 6 3 3
Tong cong 60 28 30 2

2. Néi dung chi tiét:
Chwong 1: BERKELEY INTERNET NAME DOMAIN (BIND)
Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén ly hoat dong ctia DNS
- Cai dat duoc DNS server trén Linux.
- Bao mat dugc DNS server trén Linux.
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gisi thiéu vé DNS
2.2. Tap tin named.conf
2.3. Zone files
2.4. Cau hinh Name Server
2.5. Cau hinh Secondary Name Server
2.6. Cau hinh DNS Client
2.7. Cau hinh Hosting Domain
2.8. Cau hinh Delegation Domain
2.9. Bao mat cho DNS
Chwong 2: APACHE HTTP SERVER Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén ly hoat dong cta Apache HTTP Server.
- Cai dat va cdu hinh dugc Apache HTTP Server.
- C6 y thuc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
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2. No1 dung chuong:
2.1. Gidi thiéu web server va Apache HTTP Server
2.2. Cai dat Apache HTTP Server
2.3. Cau hinh Apache HTTP Server co ban
2.4. Cau hinh Apache HTTP Server nang cao
2.5. Bao mat Apache HTTP Server.
Chwong 3: FTP (VSFTPD) Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua FTP server va vsftpd.
- Cai dit va cau hinh dugc vsftpd.
- C6 y thue ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thiéu vé FTP server va vsftpd
2.2. Cai dat vsftpd
2.3. Céu hinh vsftpd
2.4. Nhirng tai nguyén hd tro vsftpd
Chuwong 4: MAIL SERVER (POSTFIX)
Thoi gian: 6 gio (LT: 2 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu
- Trinh bay dugc nguyén ly hoat dong ctia Mail server va Sendmail
- Cai dit va cau hinh dugc Sendmail, Open Webmail.
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu hé thdng va céc giao thtc trong Mail.
2.2. Cai dat Postfix.
2.3. Cau hinh postfix.
2.4. Cai dat va cau hinh POP va IMAP
2.5. Cai dat va cau hinh Open Webmail.
2.6. Kiém tra 45
Chwong 5: LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL (LDAP)
Thoi gian: 8 gio (LT: 4 gio; TH: 4 gio)
1. Muc tiéu:
- Trinh bay duoc nguyén ly hoat dong LDAP va OpenLDAP.
- Cai dat va cau hinh dugc OpenLDAP.
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
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2. No1 dung chuong:
2.1. Gi6i thiéu vé LDAP va OpenLDAP.
2.2. Cai dit va cau hinh OpenLDAP.
2.3. Cau hinh mét hé théng xac thuc dung OpenLDAP
Chuwong 6: PROXY SERVER (SQUID) Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua Firewall va Squid.
- Cai dit va cau hinh dugc Squid.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu Firewall.
2.2. Gidi thigu Squid.
2.3. Cai dat Squid.
2.4. Cau hinh Squid.
2.5. Khoi dong Squid.
Chwong 7: LINUX SECURITY Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong cua IPTABLE.
- Cai dat va cau hinh dugc IPTABLE.
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Giai thiéu IPTABLE.
2.2. Céc loai bang trong TABLE.
2.3. Céc loai chain trong bang.
2.4. Cach st dung fileter lam firewall.
2.5. Cach str dung bang NAT.
Chuong 8: LAP TRINH SHELL TREN LINUX
Thoi gian: 10 gio (LT: 4 gio; TH: 5 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc cac 1énh dung trong 1ap trinh Shell.
- Viét duoc céc file kich ban giai quyét cac van dé thuc té.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tong quan.
2.2. Trinh bién dich GNU.
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2.3. Gii thiéu vé shell scripting.
2.4. Nhirng tinh nang cua shell.
2.5. Cu hinh méi trudng dang nhap.
2.6. Diéu khién Shell.
2.7. Cu phap ngbn ngit shell.
2.8. Céc vi du minh hoa.
2.9. Kiém tra 45
Chuwong 9: TIEN TRINH Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac loai tién trinh.
- Quan 1y duoc tién trinh trong Linux.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. NGi dung chuong:
2.1. Pinh nghia tién trinh,
2.2. Phan loai tién trinh.
2.3. Lénh pstree va ps.
2.4. Tién trinh tién canh.
2.5. Tién trinh hau canh.
2.6. Tam ding va danh thuc tién trinh,
2.7. Lap lich véi Iénh at.
2.8. Lap lich véi Iénh batch.
2.9. Lénh lich vai tién ich crontab
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén mén hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may maéc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguy@n vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N¢i dung va phwong phap, danh gia:
1. N6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bat duoc cac khéai niém va nguyén tic hoat dong cua céc dich vu trong
Linux.

+ C4 kha nang phan tich va danh gia hé thong Linux.
- Ky ndng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:
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+ Cai dat va quan tri duoc cac dich vu trong Linux.
+ T6i vu va bao mat dugc hé thong Linux.
— Nang lyc ty chu va trach nhiém:
+ C6 kha ndng tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién céc bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mon hoc: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hec tap mén hoc:

- B6i véi gido vién, giang vién:
+ Giai thich céc khai niém lién quan dén céc dich vu trén Linux.
+ Huéng dan va lam mau cac dich vu trén Linux.
+ St dung phuong phép phat van.
+ Cho sinh vién thuc hién cai dat cAu hinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i vé6i ngudi hoc:
+ Sinh vién trao ddi véi nhau, thuc hién cac bai thuc hanh va trinh bay theo

nhém.

+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dieu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Red Hat Enterprise Linux Deployment Guide
[2] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.
5. Ghi ch va giai thich (néu co):
Thanh phé Ho Chi Minh, ngay 22 thang 6 nim 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: QUAN TRI HE THONG MAIL SERVER
Ma& mon hoc: TTC347
Thei gian thuc hign mon hec: 60 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Hoc sau mon hoc Mang nang cao.

— Tinh chat: La mon hoc bat budc nam trong cac mon hoc chuyén mon nganh. Mon
hoc nay yé€u cau phai co6 kién thirc co ban vé quan tr1 hé thong mang.

Il. Muc tiéu mén hoc:
— Kién thirc:

+ Trinh bay dugc cach thirc td va hoat dong cua dich vu mail server POP3 va
MDeamon.

+ Trinh bay duoc cach to chirc va hoat dong cia cac thanh phan trong Microsoft
Exchange Server.

— Ky nang:
+ CAu hinh, quan tri dugc hé théng mail server POP3 va MDeamon.
+ CAu hinh va quan tri dugc hé théng Microsoft Exchange Server.
+ Bao mat duoc hé théng Microsoft Exchange Server.
+ Khic phuc duoc cac su ¢d thudng gip trén Microsoft Exchange Server.
— Nang luc tu chu va trach nhiém:
+ Co y thirc tuan thi quy trinh va quy chuan trong hé thong mail server
+ C0 kha nang ty tim to1, hoc hoi cac ky thuat thiét 1ap h¢ théng mail server
I11. Noi dung mén hoc:

1. N§i dung tdng quat va phin bo thoi gian:

Thai gian (gio)

S0 | Ten cac bai trong mon hec Téng | Ly | Thuchanh/thuc | kigm
TT tap/ thi nghiém/

s6 | tuyet | S5 tap/ thio luan |  tra

Chuong 1: Hé théng mail POP3

1 va MDeamon 8 2 6
2 | Chuong 2: Gidi thiéu Microsoft
3 1 2
Exchange Server
3 | Chuong 3: Quan tri d6i tuong 6 3 3

gui nhan mail (Recipients)

113




Thoi gian (gio)
'IS"(I)' Tén cac bai trongmonhec | Téng | |y | Thuchanh/thuc | gy
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
4 | Chuong 4: Quan tri nhém luu triv
: 5 3 2
mail (Storage Group)
5 Chuong 5: _Danh sach dia chi 5 3 5
(Address List)
5 Chuong 6: Chich sach dia chi 5 3 5
mail (Email Address Policies)
Chuong 7: Chinh sach mail
7 | (Message Policies) 7 3 3 1
Kiém tra 45°
8 Chuong 8: Cac giao thiic nhan 5 5 3
mail (POP3, IMAP, HTTP...)
9 | Chuong 9: Giao thuc SMTP 5 3 2
Chuong 10: Chdng thu rac (Anti
10 | Spam) 6 2 3 1
Kiém tra 45°
Chuong 11: Sao luu dy phong
1 (Backup & Restore) > 3 2
Téng cong 60 28 30 2

2. Ni dung chi tiét:
Chuong 1: HE THONG MAIL POP3 VA MDEAMON
Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly hoat dong ciia POP3 va MDeamon
- Cai dat, cau hinh dugc POP3 va Mdeamon.
- C6 y thuc ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu POP3 va MDeamon
2.2. Cai dat POP3 va MDeamon
2.3. Cau hinh POP3 va MDeamon
2.4. Quan tri POP3 va MDeamon
Chuong 2: GIOI THIEU MICROSOFT EXCHANGE SERVER
Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
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- Trinh bay duoc cach t6 chirc caa Microsoft Exchange Server.
- Cai dat duoc Microsoft Exchange Server.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Gidi thiéu Microsoft Exchange Server
2.2. Cai dat Microsoft Exchange Server
Chuong 3: QUAN TRIPOI TUQNG GUI NHAN MAIL (RECIPIENTS)
Thoi gian: 6 gio (LT: 3 gio; TH: 3 gio)
1. Muc tiéu:
- Quan trj duoc cac ddi twong giri nhan mail trong Microsoft Exchange Server.
- Uy quyén va giéi han duoc cho nguoi dung.
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Quan tri mailbox cho nguoi dung
2.2. Quan tri nhém phan phéi mail (Distribution Group)
2.3. Quan tri Room Mailbox
2.4. Delegates & Restriction
Chwong 4: QUAN TRI NHOM LUU TRU MAIL (STORAGE GROUP)
Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Quan tri dugc nhém luu trir mail.
- Phan quyén dugc cho nhém luu trir mail.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Quan ly user
2.2. Quan ly group
2.3. Quan ly user va group bing céng cu
2.4. Quyén han cho user va group
Chuong 5: DANH SACH PIA CHI (ADDRESS LIST)
Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Quan tri duwoc Address List
- Phan quyén dugc cho Address List
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Thém, xda, stira Address List
2.2. Bao mat cho Address List
Chuwong 6: CHICH SACH PIA CHI MAIL (EMAIL ADDRESS POLICIES)
Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc mot sb chinh sach cho Email Address.
- Thiét 1ap duoc mot s6 chinh sach cho Email Address theo yéu cau.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu mot sb chinh sach cho Email Address
2.2. Thiét 1ap mot s6 chinh sach cho Email Address
Chuwong 7: CHINH SACH MAIL (MESSAGE POLICIES)
Thoi gian: 7 gio (LT: 3 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc mét sé chinh sach cho Email.
- Thiét lap dugc mot s chinh sach cho Email theo yéu cau.
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu mot sb chinh sach Email
2.2. Thiét 1ap mot s chinh sach Email
Chuong 8: CAC GIAO THUC NHAN MAIL (POP3, IMAP, HTTP...)
Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Cau hinh va qua tri duoc cac giao thicc POP3, IMAP, HTTP...
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Stir dung Microsoft Outlook, OWA va OMA
2.2. Cau hinh céc giao thtc trong Microsoft Exchange Server
2.3. Quan tri cac giao thirc nhan mail
2.4. Bao mat mail bang S/IMIME
Chuwong 9: GIAO THUC SMTP Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Quan tri duoc giao thiec SMTP trong Microsoft Exchange Server.
- C6 y thirc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Cau hinh giao thac SMTP.
2.2. Bao mat trén SMTP.
Chuwong 10: CHONG THU RAC (ANTI SPAM)
Thoi gian: 6 gio (LT: 2 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cach thirc spam mail va cac cach phong chéng.
- Chéng mail rac dugc trong Microsoft Exchange Server.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Céac cach thirc spam mail va danh sach den.
2.2. Chéng mail rac trong Microsoft Exchange Server.
2.3. Kiém tra 45
Chuong 11: SAO LUU DU PHONG (BACKUP & RESTORE)
Thoi gian: 5 gio (LT: 3 gio; TH: 2 gio)
1. Muc tiéu:
- Sao luu du phong duoc Microsoft Exchange Server.
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Backup Microsoft Exchange Server.
2.2. Restore Microsoft Exchange Server.
2.3. Str dung c6ng cu sao luu du phong.
IV. Piéu kién thuc hi¢n mon hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may mac: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau gi4o vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phuong phap, danh gia:
1. Noi dung:

- Kién thic: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua céc thanh phan trong
Microsoft Exchange Server va MDeamon.

+ CO kha ning phan tich va danh gid hé théng Microsoft Exchange Server va
MDeamon.

- Ky ndng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:
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+ Cai dat va quan tri duoc cac thanh phan trong Microsoft Exchange Server va
MDeamon.

+ Ti wu, bao mat duoc hé thng Microsoft Exchange Server va MDeamon.
— Nang lyc ty chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao ding nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Béi véi gi4o vién, giang vién:
+ Giai thich cac khai niém lién quan Microsoft Exchange Server va MDeamon.

+ Hudng dan va lam mau thao tac cai dat, cau hinh va quan tri Microsoft
Exchange Server va MDeamon.

+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dat cAu hinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhdm cho céc sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i v6i ngudi hoc:
+ Sinh vién trao d6i vé&i nhau, thuc hién cac bai thuc hanh va trinh bay theo
nhém.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhirng trong tam can chd y: Giao vién trude khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dieu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai li¢u tham khao:
[1] Rand H. Morimoto, Microsoft® Exchange Server 2007.

[2] Giao trinh dao tao x@y dung va quan tri Website, Portal, Trung tam dién toan
khu vuc 1.

5. Ghi ch va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hoc: KY THUAT HACK
Ma moén hoc: TTC3145

Thoi gian thyc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc sau mon hoc Mang may tinh va quan tri mang.

— Tinh chat: La mon hoc bat budc nam trong cac mon hoc chuyén mon nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hec:
— Kién thuc:
+ Trinh bay duoc quy trinh hack co ban.

+ Trinh bay duoc cac khai niém, co ché Hack, k¥ thuat hack Footprinting, Scanning,
Enumeration va System Hacking.

+ Trinh bay dugc cac k¥ thuat phong chdng.

— K¥ nang:
+  Thuc hién duoc cac ky thuat Hack Footprinting, Scanning va System Hacking.
+ Thuyc hién dugc cac k¥ thuat phong chdng

— Nang lyc ty chu va trach nhi¢m:
+ C6 ¥ thuc tudn thu quy trinh va quy chuin trong bao mat hé thong
+ (0 kha nang ty tim to1, hoc hdi cac k¥ thuat bao mat hién dai

I11. N§i dung mon hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian (gio)

S6

71| Téncacbaitrongmonhec | Téng | Ly Thyc hanh /thyc | kiém

tap/ thi nghiém/
bai tap/ thao luan | tra

1 | Chwong 1: Tong quan vé k¥ 24 10 14
thuat Hack

s6 | thuyét

1. Khai niém Hack 1 1
2. C4c thuat ngir can ban 1 1
3. Phan loai Hack 1 1
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Thai gian (gio)

50 1 Ten cac bai trong mén hgc | Téng ; Thuc hanh /thuc | iém
TT : Ly R . o
p thuvat tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

4. Quy trinh tan cdng hé théng 6 3 3

5. Nhing kién thire cin ban mot 5 2 3

Hacker can biét

6. Mot vai vi du 10 2 8
2 Chuong 2: Footprinting 15 4 10 1

1. Gisi thiéu 1 1

2. Co ché footprinting 3 1 2

3. Bai tap thuc hanh 10 2 8

4. Kiém tra 45 phat 1 1
3 | Chwong 3: Scanning 15 5 10

1. Gisi thiéu 1 1

2. Co ché Scanning 4 2 2

3. Bai tap thuc hanh 10 2 8
4 | Chwong 4: Enumeration 19 6 12 1

1. Gigi thiéu vé Enumeration 1 1

(List ké)

2. Céc phuong phép 3 1 )

Enumeration

3. Céc bién phap phong chéng 3 1 2

Enumeration

4. Mot sb vi du vé trién khai 11 3 8

Enumeration

5. Kiém tra 45 phat 1 1
5 | Chwong 5: System Hacking 17 3 14

1. Gigi thigu 1 1

2. Co ché System Hacking 6 2 4

4. Bai tap thyuc hanh 10 10

Téng cong 90 28 60 2
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2. Ndi dung chi tiét:
Chuwong 1: TONG QUAN VE KY THUAT HACK
Thoi gian: 24 gio (LT: 10 gio; TH: 14 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé Hack, muc dich nghién ctu cac ki thuat Hack
- Phén biét duoc cac ky thuat Hack
- Trinh bay duoc cac kién thirc can ban ciia mot Hacker can phai biét
- C6 y thue ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Khai niém Hack
2.2. Céac thuat ngit can ban
2.3. Phéan loai Hack
2.4. Quy trinh tin cdng hé thng
2.5. Nhirng kién thie cian ban mot Hacker can biét
2.6. Mot vai vi du
Chuwong 2: FOOTPRINTING Thai gian: 15 gio (LT: 4 gio; TH: 10 gio, KT: 1 gid)
1. Muc tiéu:
- Trinh bay duoc khai niém vé ki thuat Footprinting
- Trinh bay duoc co ché cua Footprinting
- Str dung duoc céc 1énh va cac phan mém hd tro thuc hanh.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gidi thiéu
2.2. Co ché Footprinting
2.3. Bai tap thuc hanh
2.4. Kiém tra 45 phat
Chuong 3: SCANNING Thoi gian: 15 gio (LT: 5 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé k¥ thuat Scanning
- Trinh bay duoc co ché cuia Scanning
- Str dung duoc céc 1énh va cac phan mém hd tro thuc hanh.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Giéi thiéu
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2.2. Co ché Scanning
2.3. Bai tap thuc hanh
Chwong 4: ENUMERATION Thoi gian: 19 gio (LT: 6 gio; TH: 12 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc khai ni¢m vé Enumeration.
- Thyc hién duoc k¥ thuat Enumeration.

- Thyc hién dugc cac phuong phap Enumeration va bién phap phong chdng
Enumeration

- Thuc hién dugc cac thao tac an toan v&i may tinh.
2. Noi dung chuong:
2.1. Gigi thiéu vé Enumeration (Liét k&)
2.2. Cac phuong phdp Enumeration
2.3. C4c bién phap phong chéng Enumeration
2.4. Mot sb vi du vé trién khai Enumeration
2.5. Kiém tra 45 phat
Chuwong 5: SYSTEM HACKING Thoi gian: 17 gio (LT: 3 gio; TH: 14 gio)
1. Muc tiéu:
- Trinh bay duoc khai niém vé ki thuat System Hacking
- Trinh bay duoc co ché ciia System Hacking
- Str dung duoc céc 1énh va cac phan mém hd trg thuc hanh.
- C6 y thurc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gioi thiéu
2.2. Co ché System Hacking
2.3. Bai tap thuc hanh
IV. Piéu kién thuc hién mon hec:
1. Phong hoc chuyén moén hoéa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may maéc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguy@n vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N§i dung va phwong phap, danh gia:
1. N6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dugc cac yéu cau
sau:

+ Thuc hanh dugc cac ky thuat Hack da hoc
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+ Nam bét dugc céc khai niém va co ché cua cac ki thuat Footprinting, Scanning
va System Hacking

+ C6 kha nang phan tich 15i va phong chong Hack

- Ky néng: Danh gia ky nang thuc hanh cua sinh vién trong bai thyc hanh dat duoc
cac yéu cau sau:

+ Sir dung thanh thao cac céng cu lap trinh hé tro k§ thuat Hack
+ Phong chdng Hack
- Niang luc tu chua va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim to01, hoc héi, tich lity kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:
1. Pham vi 4p dung mon hec: Ap dung cho trinh d6 cao dang nganh An ninh mang.
2. Hwéng din vé phwong phap giang day, hec tap mén hoc:
- Béi véi gi4o vién, giang vién:
+ Giai thich khai niém, co ché.
+ Trinh bay day du kién thic trong noi dung bai hoc.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cac cau Iénh trén mdy tinh va dat cac cau hoi dé sinh
vién tra loi.
+ Phan nhdm cho céc sinh vién thuc hién cac bai thuc hanh trén may tinh.
- B6i v6i ngudi hoc:
+ Sinh vién trao doi v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo
nhom.
+ Thuc hién céc bai tap thuc hanh dugc giao.

3. Nhiing trong tdm can chi y: Gido vién trudc khi giang day can phai can cir vao ndi
dung cua ting bai hoc chuan bi day du cac dieu kién thyuc hién bai hoc dé¢ dam bao chat
lugng giang day.

4. Tai ligu tham khao:
[1] Certified Ethical Hacker (CEH v9), Eccouncil University .
[2] Man Young Rhee, Wilay, Internet Security - Cryptographic Principles,
Algorithms and Protocols

[3] William Stallings, Network Security Essentials: Applications and Standards,
Prentice Hall, New Jersey

[4] William Stallings, Network Security Essentials
[5] Wasim.E. Rajput. Commerce Systems-Architecture & Application
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[6] Douglas R. Stinson, Cryptography Theory and Practice, University of Nebraska-
Lincoln

[7] Andrew S. Tanenbaum, Computer Networks, Prentice Hall, New Jersey,
Fourth Edition
5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: PO AN QUAN TRI MANG TREN WINDOWS
Ma& mon hoc: TTC356
Theoi gian thuc hign mon hec: 45 gio; (Ly thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 45 gio; Kiém tra: 0 gio)
I. Vi tri, tinh chat ciia mén hoc:

— Vi tri: Mon hoc dugc bo tri sau khi nguoi hoc xong cdc mon hoc chung va cac mon
thudc moén hoc co sé.

— Tinh chat: La mon hoc bat budc. Xay dung mo hinh thuc té mang doanh nghi¢p dua
vao cac kien thirc, k¥ nang ctia cac mon hoc da hoc véi sy hudng dan cia giao vién.

I1. Muc tiéu mon hoc:
— Kién thuc:
+ Xac dinh dugc muyc dich, yéu cau cta chu dé can nghién ctru
+ Xéc dinh dugc pham vi, phuong phap nghién ctru
+ Hoc hoi dugc cac kién thire lién quan thong qua nghién ciru tai liéu
— Ky nang:
+ Lap duoc ké hoach nghién ctru
+ Phan tich dugc yéu cau
+ Thiét 1ap, cai dit, cAu hinh dugc hé thong theo yéu cau
+ Khic phuc duoc céc su cd hé théng
+ Phan tich, danh gia dugc két qua thyc hién
+ Viét duoc bao cao két qua nghién ctru
— Nang lyc ty chu va trach nhi¢m:

+ Sinh vién c6 thai d§ nghiém tic, ti mi, sdng tao trong nghién ctru va thyc hién
cong vigc.

+ Co y thuc tuan thu quy trinh va an toan mang may tinh.
IT1. N¢i dung mén hoc:

1. Noi dung tong quat va phan bo thoi gian:

Thai gian
Sb . X ] Thuc hanh / ]
Tén cac bai trong mon hoc Téng Ly thuc tap/ thi Kiém
TT £ £ - ‘-
SO thuyet | nghiém/ bai tra
tap/ thao luan
1 | Tong quan vé ly thuyét lién quan 9 0 9
2 | Xay dung mé hinh mang 9 0 9
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Thoi gian

Sb L i ] Thuc hanh / ]
Tén céc bai trong mon hoc Téng Ly thuc tap/ thi Kiém
TT x X " .
SO thuyet | nghiém/ bai tra
tap/ thao luan
3 Cau hinh céc dich vu ha tang 9 0 9 0
mang
4 Cau hinh céc dich vu tng dung 9 0 9 0
mang
5 | Kiém tra, danh gia hé thdng 9 0 9 0
Tong cong 45 0 45 0

2. Noi dung chi tiét:

Phan 1: TONG QUAN VE LY THUYET LIEN QUAN

1.

Muc ti€u:

Thoi gian: 9 gio (TH: 9 gio)

Trinh bay duoc cac 1y thuyét lién quan v6i mo hinh mang

Trinh bay dugc yéu cau cua mé hinh mang

Xay dung duoc ké hoach thiét 1ap mo hinh mang

Co thai d6 can than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1. Khdo sat va phan tich cac m6 hinh mang thuc té

2.2. Banh gia cdc mo hinh mang da khao sat

2.3. Lya chon md6 hinh mang thich hop

2.4. Phan tich yéu cau ctia mo hinh

2.5. Lap ké hoach, chuan bi tién hanh thiét 1ap mo6 hinh mang

2.6. Nghién ctru cac cong cu hd tro dé thiét 1ap mo hinh mang
Thoi gian: 9 gio (TH: 9 gio)

Phan 2: XAY DUNG MO HINH MANG

1. Muc tiéu:

Str dung duogc cac thiét bi va cong cu dé xay dung m6 hinh mang

Xay dyng dugc mé hinh mang theo yéu cau

Thiét 1ap dugc cac két nbi ding chuan

Co6 thai do6 tich cuc sang tao, tinh than lam viéc doc 1ap va hop tac cao.

2. Noi dung phan:

2.1. Chon lwa cach thirc thiét 1ap (thiét bi that hay gia 1ap)

2.2. Chon lya cac cong cu hd tro lién quan

2.3. Chuan bj c4c thiét bi mang, phuong tién truyén din theo yéu cau
2.4. Thiét ké m6 hinh mang
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2.5. Xay dung mo hinh mang (Thiét lap IP, cai OS, cai AD...)
2.6. Két n6i hé thong va kiém tra mé hinh
Phan 3: CAU HINH CAC DICH VU HA TANG MANG  Thoi gian: 9 gid (TH: 9 gio)
1. Muc tiéu:
— Trinh bay dugc céac dich vy ha tz‘ing mang

Cai dat, cAu hinh duoc céc dich vu ha t?mg mang

— Kiém tra duogc hoat dong cua cac dich vu ha téng mang
— (6 thai do tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Cai dat cac dich vu ha tﬁng mang (DHCP, WINS, DNS, Routing, NAT, VPN...)
2.2. Céu hinh céc dich vu ha tﬁng mang theo yéu cau
2.3. Kiém tra hoat dong cua céac dich vu ha téng mang
2.4. Khic phuc 15i va t6i wu hoa hé thong
Phan 4: CAU HINH CAC DICH VU UNG DUNG MANG Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay dugc céac dich vy trng dung mang
— Cai dit, cau hinh duoc cac dich vu tng dung mang
— Kiém tra dugc hoat dong cua cac dich vu ing dung mang
— (6 thai do tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Cai dat cac dich vu ung dung mang (Web, File, Mail...)
2.2. Céu hinh céc dich vu tmg dung mang theo yéu cau
2.3. Kiém tra hoat dong ciia cac dich ing dung mang
2.4. Khic phuyc 15i va t6i vu héa hé théng
Phan 5: KIEM TRA, PANH GIA HE THONG Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Str dung duoc cac cong cu giam sat hé théng mang
— Str dung duoc cac cong cu danh gia hé thong mang

Kiém tra va danh gia dugc hé théng mang

— Viét dugc bao céo
— C6 thai 6 nghiém tuc, can than, ti mi.
2. Noi dung phan:
2.1. Str dung cic cong cu giam sat hé théng mang

2.2. St dung cac cong cu danh gia hé thong mang
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2.3. Thong ké va danh gia hé théng
2.4. Viét bao cao
IV. Piéu kién thuc hién mén hoc:

1. Phong hoc chuyén mén héa/mha xuong: Phong thuc hanh may tinh cd két ndi
Internet. Cac thict bi, phan mém, céng cu ho trg dé thiét lap, cai dat, cau hinh, giam sat,
bao mat...

2. Trang thiét bi may moc: May tinh, may chiéu va cac thiét bj mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB, vat tu thuc tap mang.

4. Céc diéu kién khac: Micro, loa, quat.
V. Noi dung va phwong phap danh gia:

1. No6i dung:

— Kién thirc:

+ Trinh bay dugc cac khai niém, nguyén ly hoat dong cua cac dich vu mang trong
mo hinh.

+ Lyra chon duogc cac ung dung, cong cu hd tro mang hop 1y
+ Panh gia dugc hi¢u suét hé théng mang
— Ky nang:
+ Thiét 1ap duoc hé théng mang theo dung yéu cau cua doanh nghiép
+ Cai dat, cAu hinh duogc: IP, OS, dich vu ha téng mang, dich vu rng dung mang...
+ Kiém tra, danh gia va khéc phuc dugc cac su cd phat sinh
+ Viét bdo c4o va trinh bay dugc cac cong viéc thuc hién
— Nang luc tu chu va trach nhiém:
+ C6 ¥ thuc ty nghién ciru, tiép cdn mé hinh doanh nghiép thuc té.
+ Cd y thirc tuan thu quy trinh va an toan lao dong

2. Phuong phap: Kiém tra danh gia thuong xuyén, dinh ky. Danh gia cudi ky (hoan
thanh va bao vé do an)

VI. Huéng din thuc hign moén hoc:

1. Pham vi ap dung mon hoc: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh .
2. Hwéng din vé phwong phap giang day, hoc tap mén hec:
— Déi véi gido vién, giang vién:

+ Giang vién chuin bi dé tai cho sinh vién chon. Chuan bi va gi61 thi¢u cac mo
hinh mang va cac tai liéu lién quan. Hudng dan sinh vién lam dé cuong, nghién ctu va
dinh hudng nghién ctru cua sinh vién. Theo Theo doi tién d§ va kiém tra dinh ky nghién
ctru cua sinh vién.

— Dbi voi1 ngudi hoc:
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+ Pé xuit dé tai minh mudn nghién ctru cho giang vién. Xay dung dé cuong, tién
d6 thuc hién. Thyc hién nghién ctiru ding tién d6 va yéu cau cia giang vién.

3. Nhitng trong tdm can cha y:

— Xay dyng md hinh mang doanh nghiép trong thuc té

Thiét 1ap dugc hé théng mang

Cai dat, cAu hinh duoc céc dich vu ha tﬁng mang theo md hinh

Cai dat, cdu hinh duoc cac dich vu dich vu mang theo md hinh

Giam sat va danh gia hé thong mang

Téi wu hoa va dé xuét cac giai phap cai tién
4. Tai liéu tham khao:

~ [1] Khuong Anh, Gido Trinh H¢ Théng Mang May Tinh CCNA Semester 2, Nha
xuat ban Lao dong - X& hoi

[2] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[3] Cisco Internetworking Basic — Cisco Press
5. Ghi chu va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngay 22 thang 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: PO AN QUAN TRI MANG TREN LINUX
Ma& mon hoc: TTC357
Theoi gian thuc hign mon hec: 45 gio; (Ly thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 45 gio; Kiém tra: 0 gio)
I. Vi tri, tinh chat ciia mén hoc:

— Vi tri: Mo6n hoc dugc bo tri sau khi ngudi hoc xong cac mén hoc chung va cadc mon
thudc moén hoc co sé.

— Tinh chat: La mén hoc bat budc. Xay dyng mé hinh mang thuc té nang cao trén
nhi¢u hé di€u hanh, dich vu mail va bao mat mang.

I1. Muc tiéu mon hoc:
— Kién thuc:
+ Xac dinh dugc muyc dich, yéu cau cua chu dé can nghién ctru
+ Xéc dinh dugc pham vi, phuong phap nghién ctru
+ Hoc hoi dugc cac kién thire lién quan thong qua nghién ctru tai liéu
— Ky nang:
+ Lap duoc ké hoach nghién ctru
+ Phan tich dugc yéu cau
+ Thiét 1ap, cai dat, cdu hinh dugc hé thong theo yéu cau
+ Khic phuc duoc céc su cd hé théng
+ Phan tich, danh gia dugc két qua thyc hién
+ Viét duoc bao cao két qua nghién ctru
— Nang lyc ty chu va trach nhi¢m:

+ Sinh vién c6 thai d§ nghiém tic, ti mi, sdng tao trong nghién ctru va thyc hién
cong vigc.

+ C0 y thtrc tuan thu quy trinh va an toan mang may tinh.
I11. N¢i dung mén hoc:

1. N§i dung tong quat va phan bo thai gian:

Thai gian
Sb . X ] Thuc hanh / ]
Tén cac bai trong mon hoc Téng Ly thuc tap/ thi Kiém
TT £ £ - ‘-
SO thuyet | nghiém/ bai tra
tap/ thao luan
1 | Tong quan vé ly thuyét lién quan 9 0 9
2 | Xay dung mé hinh mang 9 0 9
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Thoi gian

Sb L i ] Thuc hanh / ]
Tén céc bai trong mon hoc Téng Ly thuc tap/ thi Kiém
TT x X " .
SO thuyet | nghiém/ bai tra

tap/ thao luan

Cai dat va cau hinh céc dich vu

3 : 9 0 9 0
mail server
4 Cf“ dAét va cau hinh an toan cho 9 0 9 0
hé thong mang
5 Klf:m tra, danh gid an toan h¢ 9 0 9 0
thong
Tong cong 45 0 45 0

2. Noi dung chi tiét:
Phan 1: TONG QUAN VE LY THUYET LIEN QUAN  Thoi gian: 9 gid (TH: 9 gio)
1. Muc tiéu:
— Trinh bay duoc cac 1y thuyét lién quan v6i mo hinh mang
— Trinh bay dugc yéu cau ciia mo hinh mang
— Xay dung duoc ké hoach thiét 1ap m6 hinh mang
— €6 thai do can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. Khdo sat va phan tich cac m6 hinh mang thuc té
2.2. Banh gia cdc md hinh mang da khao sat
2.3. Lya chon md6 hinh mang thich hgp cho doanh nghiép
2.4. Phan tich yéu ciu ctia md hinh mang trong doanh nghiép
2.5. Lap ké hoach, chuan bi tién hanh thiét 1ap m6 hinh mang
2.6. Nghién ctru céc cong cu hd tro dé thiét 1ap mo hinh mang
Phan 2: XAY DUNG MO HINH MANG Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— St dung duoc céc thiét bi va cong cu dé xay dung mo hinh mang
— Xay dung dugc mo hinh mang theo yéu cau
— Cai dat duoc cac thanh phan trong hé thong mang (IP, OS, LDAP...)
— (¢ thai do tich cuc sang tao, tinh than 1am viéc doc 1ap va hop tac cao.
2. Noi dung phan:
2.1. Chon lya cach thirc thiét 1ap (thiét bi that hay gia lap)
2.2. Chon lya cac cong cu hd tro lién quan

2.3. Chuén bj c4c thiét bi mang, phuong tién truyén din theo yéu cau
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2.4. Thiét ké m6 hinh mang
2.5. Xay dung md6 hinh mang trén Linux

2.6. Cai dat, cAu hinh cac dich vu ha téng ung dung mang theo yéu cau (DNS, DHCP,
Routing, NAT, VPN, Web, File...)

Phéan 3: CAI PAT VA CAU HINH CAC DICH VU MAIL SERVER
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay dugc nguyén 1y hoat dong cia dich vu mail server
— Lua chon duoc hé théng mail server phu hgp v6i mé hinh mang

Cai dat, ciu hinh duoc hé théng mail server cho doanh nghiép

— (6 thai do tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Lua chon hé théng mail server
2.2. Cai dat h¢ théng mail server
2.3. Cau hinh hé théng mail server theo yéu cdu doanh nghiép
2.4. Kiém tra, khic phuc 16i va t6i vu hoa hé théng mail server
Phan 4: CAI PAT VA CAU HINH AN TOAN CHO HE THONG MANG
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Trinh bay dugc nguyén 1y bao mat hé thong mang
— Cai dit, cau hinh duoc cac dang firewall

Thiét 1ap dugc cac chinh sach bao mat theo yéu cau doanh nghiép

— (6 thai do tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Cai dat va cu hinh firewall
2.2. Thiét 1ap céc chinh sach bao mat
2.3. Bao mat céac dich vu mang (Web, Mail...)
2.4. Backup va Restore cho hé thong
Phan 5: KIEM TRA, PANH GIA AN TOAN HE THONG
Thoi gian: 9 gio (TH: 9 gio)
1. Muc tiéu:
— Str dung duoc cac cong cu giam sat hé thdng mang
— Str dung duoc cac cong cu danh gia hé thong mang
— Kiém tra va dnh gia duoc hiéu qua va an toan hé théng mang

Viét duoc bao cao
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— (6 thai @6 nghiém tuc, can than, ti mi.
2. Noi dung phan:
2.1. Str dung cic cong cu giam sat hé théng mang
2.2. St dung cac cong cu danh gia hé thong mang
2.3. Thong ké va danh gia hiéu qua va an toan hé thong mang
2.4. Viét bao céo
IV. Piéu kién thuc hién mén hoc:

1. Phong hoc chuyén mén héa/mha xuong: Phong thuc hanh may tinh c6 két néi
Internet. Cac thiét bi, phan mém, céng cu ho trg dé thiét lap, cai dat, cau hinh, giam sat,
bao mat...

2. Trang thiét bi may moc: May tinh, may chiéu va cac thiét bj mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 1ong, USB, vat tu thuc tip mang.

4. Cac diéu kién khac: Micro, loa, quat.
V. Noi dung va phwong phap danh gia:

1. No6i dung:

— Kién thirc:

+ Trinh bay dugc cac khai niém, nguyén ly hoat dong cua cac dich vu mang trong
mo hinh.

+ Lya chon dugc cac ing dung, cong cu hd tro mang hop 1y
+ Panh gia dugc hi¢u suét va mtrc d6 an toan hé théng mang
— Ky nang:
+ Thiét 1ap duoc hé thong mang theo ding yéu cau cua doanh nghiép
+ Cai dat, cAu hinh duogc: IP, OS, dich vu ha tﬁng mang, dich vu rng dung mang...
+ Kiém tra, danh gia va khéc phuc dugc céc su cd phat sinh
+ Tdi wu duoc hé théng mang, gidm thoi gian downtime, Backup va Restore
+ Viét bao céo va trinh bay duoc cac cong viée thuc hién
— Nang lyc ty chu va trach nhiém:
+ C6 ¥ thue ty nghién ciru, tiép cAn mé hinh doanh nghiép thuc té.
+ C6 y thirc tuan thu quy trinh va an toan lao dong
2. Phuong phap: Kiém tra danh gia thuong xuyén, dinh ky. Panh gia cudi ky (hoan
thanh va bao vé do an)
VI. Huéng dan thuc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng dan vé phwong phap giang day, hoc tdp mén hec:
— Déi véi gido vién, giang vién:
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+ Giang vién chuin bi dé tai cho sinh vién chon. Chuan bi va gioi thiéu cac mo
hinh mang va céc tai liéu lién quan. Huéng dan sinh vién lam de cuong, nghién
ctru va dinh hudng nghién ciru cua sinh vién. Theo Theo ddi tién d6 va kiém tra
dinh ky nghién ctru cua sinh vién.

— Déi v6i ngudi hoc:
+ D& xuit dé tai minh mudn nghién ctiu cho giang vién. Xay dung dé cuong, tién
do thyc hién. Thyc hién nghién ctru ding tién do va yéu cau cua giang vién.
3. Nhitng trong tdm can cha y:
+ X4y dung m6 hinh mang doanh nghiép trong thuc té
+ Thiét lap duoc h¢ théng mang
+ Cai dat, cAu hinh duoc cac dich vu mang trong mo hinh
+ Thiét lap duoc hé théng an toan cho hé théng mang
+ Giam sat va danh gia hé théng mang
+ T6i wu hoa va dé xudt cac giai phap cai tién
4. Tai liéu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[2] Cisco Internetworking Basic — Cisco Press
[3] Red Hat Enterprise Linux Deployment Guide
[4] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.

[5] Nick Galbreath, Cryptography for Internet and Database Application, Wiley
Publishing

[6] MCTS Self-Paced Training Kit (Exam 70-157): Install and Configure Forefront
Threat Management Gateway

[7] Certified Ethical Hacker (CEH v9), Eccouncil University
5. Ghi chi va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: PO AN TOT NGHIEP
Ma mon hec: TTC3191
Thei gian thuc hign mon hec: 225 gio; (LY thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 255 gio; Kiém tra: 0 gio)
I. Vi tri, tinh chat ciia mén hoc:

— Vi tri: Mon hoc dugc bo tri sau khi nguoi hoc xong cdc mon hoc chung va cac mon
thudéc mon hoc co sé.

— Tinh chat: La mén hoc bt budc. Xy dyng m6 hinh mang ng dyng trong cac cong
ty tir ha tang mang (Infrastructure) dén cic nén tang (Platform) va cudi cung 13 cac (ng
dung (Software); Xay dung y tudng, thiét ké, thyc hién mé hinh va van hanh mé hinh.

I1. Muc tiéu mon hoc:
— Kién thuc:
+ Xac dinh dugc muc dich, yéu cau ctia chu dé can nghién ctru
+ Xéc dinh dugc pham vi, phuong phap nghién ctru
+ Hoc hoi duogc cac kién thire lién quan thong qua nghién ctru tai liéu va thuc té
— Ky nang:
+ C6 y tudng va lap duoc ké hoach nghién ctru
+ Phan tich dugc C4C yéu cau va cac tinh hudng phét sinh
+ Thiét 1ap, cai dit, c4u hinh duoc hé théng theo thiét ké
+ Quan tri va khic phuc su ¢b duoc cho hé théng
+ Phan tich, danh gia duoc két qua thuc hién va huéng mé rong
+ Viét bao c4o va trinh bay duoc két qua nghién ctru
— Nang lyc ty chu va trach nhi¢m:

+ Sinh vién c6 thai do nghiém tac, ti mi, sang tao trong nghién ctru va thyc hién
cong vigc.

+ Co6 y thirc tuan thu quy trinh va an toan lao dong.
I11. N¢i dung mén hoc:
1. N§i dung téng quat va phan bd thai gian:

Thoi gian
Sb L i ] Thuc hanh / ]
Tén cac bai trong mon hec Téng Ly thuc tap/ thi Kiém
TT X £ " iy
SO thuyet | nghiém/ bai tra
tap/ thao luan
1 | Ly do chon d& tai 5 5
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Thoi gian
Sb L i ] Thuc hanh / ]
Tén céc bai trong mon hoc Téng Ly thuc tap/ thi Kiém
TT x X " .
SO thuyet | nghiém/ bai tra
tap/ thao luan
2 | Téng quan v& Iy thuyét lien quan | 32 35
3 | Thiét ké md hinh mang 25 25
Xay dung mé hinh man
4 ,y ,. 9-, ang 35 35
Bao cao tien do
5 | Cai dat va cau hinh hé thng 45 45
6 Vian hanh va theo doi danh gia hé¢ | 30 30
thong
7 | Antoan cho hé théng 25 25
8 | Viét b4o céo két qua 25 25
Tong cong 225 225
2. Néi dung chi tiét:
Phan 1: LY DO CHON DE TAI Thoi gian: 5 gio (TH: 5 gio)
1. Muc tiéu:

— Trinh bay duoc thuc trang trong nude va quc té
— Trinh bay duoc van d& can giai quyét
— C6 thai d6 céan than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. TAm quan trong, vai trd cua dé tai
2.2. Tinh cip thiét cua dé tai
2.3. Nhirng bat cap, han ché dang ton tai
2.4. Nhiing bt cap, han ché cta cong ty lién quan dén d¢ tai
Phan 2: TONG QUAN VE LY THUYET LIEN QUAN Thoi gian: 35 gio (TH: 35 gio)
1. Muc tiéu:
— Trinh bay dugc cic 1y thuyét lién quan dén van dé can giai quyét
— Trinh bay dugc yéu cau cia dé tai
— Xay dung dugc ké hoach thuc hién dé tai
— (€6 thai do can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:

2.1. Liét ké cac tai liéu nghién ctru
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2.2. Chon lwa cach thire tiép can (thiét bi that hay gia lap)
2.3. Chon lya cac cong cu hd tro lién quan
2.4. Chuan bj c4c thiét bi mang, phuong tién truyén din theo yéu cau
Phan 3: THIET KE MO HINH MANG Thai gian: 25 gio (TH: 25 gio)
1. Muc tiéu:
— Trinh bay duoc CAc yéu cau cia cong ty/ don vi
— Lua chon duoc thiét bi va phuong tién truyén dan
— St dung duoc cac phﬁn mém hd tro thiét ké
— (¢ thai d6 tich cuc, chu dong sang tao.
2. Noi dung phan:
2.1. Phan tich yéu ciu
2.2. Lua chon céc thiét bi va phuong ti¢n tuyén dan
2.3. Thiét ké mo hinh
2.4. Viét bao cao phan tich mé hinh
Phan 4: XAY DUNG MO HINH MANG Thoi gian: 35 gio (TH: 35 gio)
1. Muc ti€u:
— Sir dung duoc cac thiét bi va cong cu dé xay dung mé hinh mang
— Trién khai duoc mé hinh mang theo yéu cau
— (Cai dat va ciu hinh duoc céac thanh phﬁn trong hé théng mang (IP, OS, LDAP...)
— (06 thai d¢ tich cuc sang tao, tinh than 1am viéc doc 1ap va hop tac cao.
2. Noi dung phan:
2.1. Thiét 1ap ha ting mang theo thiét ké
2.2. Lép dat duoc céc thiét bi mang
2.3. Két nbi thiét bi
2.4. Kiém tra hoat dong cua h¢ théng
2.5. B4o c4o tién do
Phan 5: CAI PAT VA CAU HINH HE THONG Thoi gian: 45 gio (TH: 45 gio)
1. Muc ti€u:
— Thiét 1ap va ciu hinh duoc thiét bi theo thiét ké
— Cai dat duogc céac dich vy mang theo thiét ké
— Viét dugc béo céo
— (6 thai @6 nghiém tuc, cn than, ti mi.

2. Noi dung phan:
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2.1. Cai dat va cdu hinh thiét bi
2.2. Cai dat cac dich vu
2.4. Viét log va bao cao
Phan 6: VAN HANH VA THEO DOI PANH GIA HE THONG
Thoi gian: 30 gio (TH: 30 gio)
1. Muc tiéu:
— Van hanh duoc hé théng theo yéu cau
— Theo doi dugc hoat dong cua hé théng
— Viét dugc béo céo
— (6 thai d6 nghiém tuc, can than, ti mi.
2. Noi dung phan:
2.1. Van hanh hé théng mang
2.2. Theo ddi hoat dong cuia hé théng bang cac cong cu
2.4. Viét log va bao cao
Phan 7: AN TOAN CHO HE THONG Thoi gian: 25 gio (TH: 25 gio)
1. Muc tiéu:
— Cai dit duoc cac phan mém bao vé hé thong
— Theo ddi, du bao dugc cac tinh hudng nguy hai
— Viét duogc béo céo
— (6 thai @6 nghiém tuc, can than, ti mi.
2. Noi dung phan:
2.1. Cac phan mém bao mat cho hé thong
2.2. Theo doi, danh gia va du bao hoat dong ctia hé théng
2.4. Viét log va bao cao
Phan 8: VIET BAO CAO KET QUA Thoi gian: 25 gio (TH: 25 gio)
1. Muc ti€u:
— Tong hop, phan tich duge s6 lidu (log)
— Panh gia va cai tién duoc hé thong
— Viét duogc bio céo
— (€0 thai d6 nghiém tac, can than, ti mi.
2. Noi dung phan:
2.1. Tong hop va phan tich sb liéu bao céo
2.2. Panh gia va huéng phat trién d6 an

2.4. Viét b4o céo dd an
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IV. Piéu kién thuc hién mén hec:

1. Phong hoc chuyén mén hoa/nha xudng: Phong thuc hanh may tinh co két noi
Internet. C4c thiét bi, phan mém, cdng cu ho tro dé thiet lap, cai dat, cau hinh, gidm sét,
bao mat...

2. Trang thiét bi may moc: May tinh, may chiéu va cac thiét bj mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB, vat tu thuc tap mang.

4. Cac diéu kién khac: Micro, loa, quat.
V. Noi dung va phuwong phap danh gia:

1. Noi dung:

— Kién thirc:

+ Trinh bay dugc cac khai niém, nguyén 1y hoat dong ctia cac dich vu mang trong
mo hinh.

+ Lya chon dugc cac img dung, cong cu hd tro mang hop 1y
+ Panh gia dugc hi¢u suét va mirc d6 an toan hé théng mang
— Ky nang:
+ Thiét ké dugc hé thong mang dé giai quyét van dé dua ra
+ Thiét 1ap duoc hé théng mang theo dung thiét ké
+ Cai dat, cAu hinh duogc: IP, OS, dich vu ha tﬁng mang, dich vu rng dung mang...
+ Theo di, danh gia va khic phuc duoc cac su ¢b phat sinh
+ Téi wu dugc hé théng mang, gidm thoi gian downtime, Backup va Restore
+ Bao mat co ban hé théng mang
+ Viét bao cdo va trinh bay duogc cac cong viéce thuc hién
— Nang lyc ty chu va trach nhi¢m:
+ C6 ¥ thue ty nghién ciru, tiép cAn mé hinh doanh nghiép thuc té.
+ Co y thuc tuan thu quy trinh va an toan lao dong

3. Phuong phép: Kiém tra danh gia thuong xuyén, dinh ky. Panh gia cudi ky (hoan
thanh va bao vé do an)

VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
méy tinh,

2. Hwéng dan vé phwong phap giang day, hoc tdp mén hec:
— Péi véi gido vién, giang vién:
+ Giang vién chuan bi dé tai cho sinh vién chon. Chuan bi va gi6i thiéu cac mo
hinh mang va céc tai li€u lién quan. Huéng dan sinh vién lam dé cuong, nghién
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ctru va dinh hudng nghién ciru cua sinh vién. Theo Theo ddi tién d6 va kiém tra
dinh ky nghién ctru cia sinh vién.
— Péi v6i ngudi hoc:
+ Pé xuat dé tai minh mudn nghién ctru cho giang vién. Xay dung dé cuong, tién
d6 thuc hién. Thuc hién nghién ctru dung tién d va yéu cau cta giang vién.
3. Nhirng trong tdm can cha y:
+ Xay dung mo hinh mang doanh nghiép trong thuyc té
+ Thiét lap duoc h¢ théng mang
+ Cai dat, cAu hinh duoc cac dich vu mang trong mo hinh
+ Thiét lap duoc h¢ théng an toan cho hé théng mang
+ Giam sat va danh gia hé thong mang
+ T6i wu hoa va dé xuat cac giai phap cai tién
4. Tai ligu tham khao:

[1] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[2] Cisco Internetworking Basic — Cisco Press
[3] Red Hat Enterprise Linux Deployment Guide
[4] LPIC-1 Linux Professional Institute Certification , Roderick W. Smith.

[5] Nick Galbreath, Cryptography for Internet and Database Application, Wiley
Publishing

[6] MCTS Self-Paced Training Kit (Exam 70-157): Install and Configure Forefront
Threat Management Gateway

[7] Certified Ethical Hacker (CEH v9), Eccouncil University
5. Ghi chu va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngay 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: THU'C TAP TOT NGHIEP
Ma& mon hoc: TTC358

Thei gian thuc hign mon hec: 270 gio; (LY thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 270 gio; Kiém tra: 0 gio)

I. Vi tri, tinh chat ciaa mdn hoc:
— Vi tri: Mé6n hoc dugc b tri sau khi dd hoc tit ca cdc mon chuyén nganh.

— Tinh chét: La mon hoc bat budc. Mén hoc giap ngudi hoc hoan thién trinh do
chuyén moén, k§ nang lam viéc d€ sau khi ra truong cd du tu tin hoa nhap nhanh vao moi
truong lam vi¢e thyuc té.

Il. Muc tiéu mén hoc:
— Kién thuc:
+ Trinh bay duoc cac 1y thuyét lién quan dén hé thong may tinh
+ Phan biét va ddnh gia duoc hé théng mdy tinh.
+ Poc hiéu dugc cac tai liéu chuyén mon hé théng may tinh.
— K¥ nang:
+ Lap rap duoc cc thanh phan trong hé thong may tinh
+ Cai dat va cdu hinh dugc cac hé diéu hanh va phan mém ung dung lién quan
+ Tdi wu hoa duge hé thdng may tinh
+ Bao dam duoc an toan dit liéu va phong chdng virus
+ Khic phuc, stra chita dugc may tinh va céc thiét bi ngoai vi
+ Giao tiép duoc v6i ddng nghiép, khach hang, dbi tac...
+ Soan thao dugc hoa don chung tir, bao céo cong viéc, hop déng mua ban...
— Nang lyc ty chu va trach nhiém:
+ C6 thai d0 nghiém tlc, ti mi, sdng tao trong thuc hién cong viéc.
+ C6 y thirc tuan thu quy trinh va an toan may tinh.
+ C6 y thirc tuan thu van hoa cong s& va Phap luat.
ITI. Noi dung mon hoc:

1. N§i dung tong quéat va phan bo thai gian:

Thoi gian
Sb L i ] Thuc hanh / ]
Tén cac bai trong mon hec Tong Ly thuc tap/ thi Kieém
TT X X A N
SO thuyet | nghiém/ bai tra
tap/ thao luan
1 | BaAm cép mang, di ddy mang 30 30
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Thoi gian

Sb L i ] Thuc hanh / ]
T Tén céc bai trong mon hoc Téng Ly thuc tap/ thi Kiém
SO thuyéet | nghiém/ bai tra
tap/ thao luan
2 | Thiét Iap cau hinh thiét bi mang 70 70
3 | Cau hinh mang khéng day 50 50
4 | X ly su cb mang 50 50
5 | Bao mat hé thbng mang 40 40
6 | K§ ning nghé 30 30
Tong cong 270 0 270 0

2. Néi dung chi tiét:

Phan 1: Bam cap mang, di diy mang

1. Muc tiéu:

Thoi gian: 30 gio (TH: 30 gio)

Trinh bay duoc cac 1y thuyét vé& hé théng mang may tinh

Chon lya duoc thiét b truyén dan hop 1y

Bam duoc cac loai dau mang theo yéu cau

Viét bao cao va thuyét minh dugc cac cong viéc da thuc hién

Co thai d6 can than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1. Lya chon cép mang va dau bam mang

2.2. bi day mang

2.3. Bam cap mang

2.4, Kiém tra két ndi

2.5. Du tinh bang thong mang

Phan 2: Thiét 1ap cau hinh thiét bi mang

1. Muc tiéu:

Chon lva dugc cac loai thiét bi mang theo yéu cau

CAu hinh dugc céc loai thiét bi mang theo yéu cau

Kiém tra dugc céac loai thiét bi mang theo yéu cau

Thoi gian: 70 gio (TH: 70 gio)

Viét bao cdo va thuyet minh dugc cac cong viéc da thuc hién

Co6 thai d6 cén than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1. Cac loai thiét bi mang

2.2. Thiét 1ap va cau hinh thiét bi mang
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2.3. Kiém tra va danh gia hoat dong
2.4. Khic phuc cac 131 phat sinh
Phan 3: Cau hinh mang khong day Thoi gian: 50 gio (TH: 50 gio)
1. Muc tiéu:
— Chon lua duoc cac loai thiét bi mang khong day theo yéu cau
— Chu hinh duogc céc loai thiét bi mang khong day theo yéu cau
— Kiém tra dugc cac loai thiét bi mang khong ddy theo yéu cau
— Viét bdo co va thuyét minh dugc cac cong viéc da thuc hién
— Cb thai d6 can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. Céc loai thiét bj mang khong day
2.2. Thiét 1ap va cau hinh thiét bj mang khong day
2.3. Kiém tra va danh gia hoat dong khong day
2.4. Khac phuc cac 18i phat sinh
Phan 4: Xir Iy sw ¢6 mang Thoi gian: 50 gio (TH: 50 gio)
1. Muc tiéu:
— Trinh bay dugc nguyén tic hoat dong hé thong mang
— Khic phuc dugc cac su ¢ cta hé th6ng mang
— Thay thé dugc cac thiét bi phu hop
— Viét béo cdo va thuyét minh dugc cac cong vi¢e da thuc hién
— Cb thai d6 céan than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. Céc su ¢ thuong gip hé thong mang
2.2. Céc cbng cu chuan doan hé thong mang
2.3. Khic phuc cac sy cb thong thuong
2.4. Kiém tra hoat dong sau khéc phuc
Phan 5: Bao mat hé théng mang Thoi gian: 40 gio (TH: 40 gio)
1. Muc tiéu:
— Trinh bay duoc cic nguyén tic trong an toan mang
— Sao luu, phuc héi duogc dir lidu
— Theo ddi, danh gia dugc suc khde cua hé théng
— Béo mat duoc hé théng mang theo yéu cau
— Viét bdo cdo va thuyét minh dugc cac cong viéc da thyc hi¢n

— (€6 thai do can than ti mi, khoa hoc, sang tao.
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2. Noi dung phan:
2.1. Céc cong cu sao luu va phuc héi dit lidu
2.2. Cac cong cu danh gia mang
2.3. Cac k¥ thuat bao mat h¢ théng mang
3.4. Kiém tra sao khi bao mat hé théng mang
Phén 6: K§ ning nghé Thai gian: 30 gio (TH: 30 gio)
1. Muc tiéu:
— Thuén thyc k¥ ning giao tiép déng nhiép, khach hang va dbi tac
— Soan thao dugc héa don chung tir lién quan mang may tinh
— (€6 thai do can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. K§ nang giao tiép va xtr 1y tinh hudng
2.2. K¥ nang lam viéc nhom
2.3. K¥ nang thuyét trinh
2.4. Van héa doanh nghiép
IV. Piéu kién thuc hign mon hec:

1. Phong hoc chuyén mén héa/nha xudng: Phong thuc hanh may tinh c6 két néi
Internet. C&c thiét bi, phan mém, cdng cu ho trg

2. Trang thiét bi may moc: May tinh, may chiéu va cac thiét bj mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat lidu: Bang, viét 1ong, USB, vat tu thuc tip mang.

4. Cac diéu kién khac: Micro, loa, quat.
V. Noi dung va phuwong phap danh gia:

1. No6i dung:

— Kién thirc:

+ Trinh bay duoc cac khai niém, nguyén 1y hoat dong ctia phan cimg mdy tinh va
thiét bi ngoai vi.

+ Chuan doéan dugc céac su cd cuia phan ciing may tinh va thiét bi ngoai vi.

+ Panh gia duogc hiéu suat hé théng va du doan duoc cac tinh huéng xay ra trong
tuong lai.

— Ky nang:
+ Piéu tri duoc cic sy ¢b ciia phan cing may tinh va thiét bi ngoai vi.
+ Backup va Restore duoc dir liéu trong hé thong
+ Stra chita dugc cac hong héc co ban
+ Viét bao cao va trinh bay duoc cac cong viée thyuc hién

— Nang lyc ty chu va trach nhi¢m:
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+ C6 ¥ thie ty nghién ciru, tiép cdn mé hinh doanh nghiép thuc té.
+ Co6 y thirc tuan thu quy trinh va an toan lao dong

2. Phuong phap: Kiém tra danh gia thuong xuyén, dinh ky. Danh gia cubi ky (hoan
thanh va xac nhan cta doanh nghiép)

VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao ding nganh Quan tri mang
may tinh.

2. Huéng din vé phwong phap giang day, hoc tdp mén hoc:
— Déi véi gido vién, giang vién:
+ Giang vién chuan bi dé tai cho sinh vién chon. Chuéan bi va gidi thiéu cac mo

hinh mang va cac tai li¢u lién quan. Hudng dan sinh vién thyuc hién, theo ddi tién
d6 va ki€ém tra dinh ky cong viéc cua sinh vién.

— Déi v6i ngudi hoc:
+ Thyc hién nghién ciru dung tién d6 va yéu cau cua giang vién.
3. Nhirng trong tdm can chu y:
+ Nguyén 1y hoat dong cua thiét bi mang
+ Thiét bi thay thé cua cac hing
+ Quy trinh kiém tra, khic phuc
+ Str dung céc cong cu theo doi va quan tri
4. Tai ligu tham khao:

[1] Behrouz A.Forouzan, Data Communications and Networking, Fourth Edition, Tata
McGraw-Hill Publishing Company Limited

[2] Interconnecting Cisco Networking Device, Part 2

[3] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[4] Red Hat Enterprise Linux Deployment Guide
5. Ghi chi va giai thich (néu cé):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mon hoc: THUC TAP DOANH NGHIEP
Ma mon hec: TTC3192
Thei gian thuc hign mon hec: 270 gio; (LY thuyét: 0 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 270 gio; Kiém tra: 0 gio)
I. Vi tri, tinh chat ciia mén hoc:
— Vi tri: Mén hoc dugc b tri sau khi dd hoc tit ca cdc mon chuyén nganh.

— Tinh chat: La mon hoc bit budc. Mén hoc gitp nguoi hoc hoan thién trinh do
chuyén mon, k¥ nang lam vi¢c d€ sau khi ra truong c6 du ty tin hoa nhap nhanh vao moi
truong lam vi¢e thuec té.

I1. Muc tiéu mon hoc:
— Kién thuc:
+ Trinh bay duoc cac 1y thuyét lién quan dén hé thong mang may tinh
+ Phan biét va danh gia duoc céac loai hé théng may tinh.
+ Poc hiéu dugce cac tai liéu chuyén mon h¢ théng may tinh.
— Ky nang:
+ Lap rap va cai dat duoc cac thanh phan trong hé thdng may tinh
+ Thiét lap va c4u hinh dugc céc thiét bi mang may tinh
+ Theo ddi va téi vu héa dugc hé thong mang may tinh
+ Béao dam duoc an toan dir liéu va phong chdng virus
+ Khic phuc, sira chita dugc mdy tinh va hé thong mang may tinh
+ Giao tiép duoc vdi dong nghiép, khach hang, déi tac...
+ Soan thao dugc hoa don chung tir, bao cdo cong viéc, hop déng mua ban...
— Nang lyc ty chu va trach nhi¢m:
+ C6 thai d0 nghiém tlc, ti mi, sdng tao trong thuc hién cong viéc.
+ Co y thuc tuan thu quy trinh va an toan may tinh.
+ C6 y thirc tuan thu van hoa cong s& va Phap luat.
I11. N¢i dung mén hoc:

1. N§i dung tdéng quéat va phan bd thai gian:

Thoi gian
S6 X ) Thuc hanh / )
T Tén chwong, muc Tong Ly | thuctép/thi | Kiem
SO thuyet | nghiém/ bai tra*

tap/ thao luan

1 | Lap réap, cai dat may tinh 15 15
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Thoi gian

S6 X . Thuc hanh / .
T Tén chwong, muc Tong Ly | thuctap/thi | Kiém
SO thuyéet | nghiém/ bai tra*
tap/ thao luan
2 | Bam cap mang, di diy mang 15 15
3 | Thiét lap cAu hinh thiét bi mang 70 70
4 | Cau hinh mang khong day 50 50
5 | Xt ly sy cd mang 50 50
6 | Bao mat hé théng mang 40 40
7 | Van hoéa doanh nghiép 30 30
Tong cong 270 0 270 0

2. Noi dung chi tiét:

Phan 1: Lip rap, cai dat may tinh

1. Muc tiéu:

Thoi gian: 15 gio (TH: 15 gio)

Trinh bay dugc cau tric va thong sé ki thuat cia linh kién may tinh

Chon lya dugc linh kién may tinh theo yéu cau

Lap rép va cai dat dugc may tinh theo yéu cu

Viét bao cdo va thuyét minh dugc cac cong vi¢c da thuc hién

C6 thai d6 can than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1. Lua chon linh kién may tinh

2.2. Lap rap may tinh

2.3. Cai dat hé diéu hanh va phan mém tGng dung

2.4. Chuan doan va khac phuc 16i phat sinh

Phan 2: BAm c4p mang, di diy mang

1. Muc tiéu:

Thoi gian: 15 gio (TH: 15 gio)

Trinh bay dugc cac 1y thuyét vé hé théng mang may tinh

Chon Iya dugc thiét bi truyén dan hop 1y

Bam duogc céc loai dau mang theo yéu cau

Viét bao cdo va thuyét minh dugc cac cong vi¢c da thuc hién

Co6 thai d6 cén than ti mi, khoa hoc, sang tao.

2. N6i dung phan:

2.1. Lya chon cdp mang va dau bam mang

2.2. bi day mang
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2.3. Bdm cap mang
2.4. Kiém tra két ndi
2.5. Du tinh bang thong mang
Phan 3: Thiét lap cau hinh thiét bi mang Thoi gian: 70 gio (TH: 70 gio)
1. Muc tiéu:
— Chon lua duoc cac loai thiét bi mang theo yéu cau
— CAu hinh duoc cac loai thiét bi mang theo yéu cau
— Kiém tra dugc cac loai thiét bi mang theo yéu cau
— Viét bdo co va thuyét minh dugc cac cong viéc da thyc hién
— €6 thai do can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. Céc loai thiét bi mang
2.2. Thiét 1ap va cau hinh thiét bi mang
2.3. Kiém tra va danh gia hoat dong
2.4. Khic phuc cac 18i phat sinh
Phan 4: Cau hinh mang khong day Thoi gian: 50 gio (TH: 50 gio)
1. Muc tiéu:
— Chon lya duoc cac loai thiét bi mang khong day theo yéu cau
— Céu hinh duoc cac loai thiét bi mang khong day theo yéu cau
— Kiém tra duoc cac loai thiét bi mang khong ddy theo yéu cau
— Viét béo cdo va thuyét minh dugc cac cong viéc da thyc hi¢n
— (€6 thai do can than ti mi, khoa hoc, sang tao.
2. Noi dung phan:
2.1. Céc loai thiét bj mang khong day
2.2. Thiét 14p va cdu hinh thiét bj mang khong day
2.3. Kiém tra va danh gia hoat dong khong day
2.4. Khac phuc cac 16i phat sinh
Phan 5: Xir ly sw ¢c6 mang Thoi gian: 50 gio (TH: 50 gio)
1. Muc tiéu:
— Trinh bay dugc nguyén tic hoat dong hé théng mang
— Khic phuc dugc céc su ¢ cta hé théng mang
— Thay thé duogc cac thiét bi phu hop
— Viét bdo cdo va thuyét minh duogc céc cong viéc da thuc hi¢n

Co6 thai d6 cén than ti mi, khoa hoc, sang tao.
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2. Noi dung phan:

2.1. Céc su cb thuong gip hé thong mang

2.2. Cac cong cu chuan doan hé thong mang

2.3. Khac phuyc cac sy c6 thong thuong

2.4. Kiém tra hoat dong sau khéc phuc

Phén 6: Bao mat hé théng mang

1. Muc tiéu:

Trinh bay dugc cic nguyén tic trong an toan mang

Sao luu, phuc hoi duoc dir liéu

Theo ddi, danh gia dugc strc khoe ciia hé thong

Bao mat duoc hé théng mang theo yéu cau

Viét bao céo va thuyét minh dugc cac cong viéc da thyc hi¢n

C6 thai d6 can than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1.

Céc cong cu sao luu va phuc hoi dir 1iéu

2.2. Cac cong cu danh gia mang

2.3. Cac k¥ thuat bao mat hé thong mang

3.4. Kiém tra sao khi bao mat hé théng mang

Phan 7: Vin héa doanh nghiép

1. Muc tiéu:

— Thuén thyc k¥ ning giao tiép dong nhiép, khach hang va dbi tac

Soan thao dugc hoa don chirng tir lién quan mang may tinh

Co thai d6 can than ti mi, khoa hoc, sang tao.

2. Noi dung phan:

2.1.

K§ ning giao tiép va xir 1y tinh hudng

2.2. Ky nang lam viéc nhom

2.3.

K§ niang thuyét trinh

2.4. Van héa doanh nghiép

IV. Piéu kién thuc hién mon hec:

Thoi gian: 40 gio (TH: 40 gio)

Thoi gian: 30 gio (TH: 30 gio)

1. Phong hoc chuyén moén héa/nmha xuong: Phong thuc hanh may tinh cd két ndi
Internet. C&c thiét bi, phan mém, cdng cu ho tro

2. Trang thiét bi may moc: May tinh, may chiéu va cac thiét bj mang dé huéng dan
sinh vién.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB, vat tu thuc tap mang.

4. Cac diéu kién khac: Micro, loa, quat.
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V. Ngi dung va phwong phap danh gia:
1. N6i dung:
— Kién thirc:

+ Trinh bay duoc cac khai niém, nguyén 1y hoat dong ctia phan cimg mdy tinh va
thiét bi ngoai vi.

+ Chuéan doan dugc cac su cO cia phan cing may tinh va thiét bi ngoai vi.

+ Panh gia duoc higu suat hé thdng va du doan dugc cac tinh hudng xay ra trong
tuong lai.

— Ky nang:
+ Piéu tri duoc cac su ¢d cua phﬁn cung may tinh va thiét bi ngoai vi.
+ Backup va Restore dugc dir liéu trong hé thong
+ Stra chita dugc cac hong héc co ban
+ Viét bao cdo va trinh bay dugc cac cong viéc thuc hién
— Nang lyc ty chu va trach nhi¢m:
+ C6 ¥ thuc ty nghién ciru, tiép cAn mé hinh doanh nghiép thuc té.
+ C6 ¥ thirc tuan thu quy trinh va an toan lao dong

2. Phuong phap: Kiém tra danh gia thuong xuyén, dinh ky. Panh gia cudi ky (hoan
thanh va xac nhan caa doanh nghiép)

VI. Hwéng din thuc hiégn mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huéng din vé phwong phap giang day, hoc tap mon hoc:
— Péi véi gido vién, giang vién:
+ Giang vién chuan bi dé tai cho sinh vién chon. Chuan bi va gidi thiéu cac md

hinh mang va céc tai liéu lién quan. Huéng dan sinh vién thuc hién, theo ddi tién
do va ki€ém tra dinh ky cong viéc cua sinh vién.

— Péi v6i ngudi hoc:
+ Thyc hién nghién ciru dung tién d6 va yéu cau cua giang vién.
3. Nhirng trong tam can cha y:
+ Nguyén 1y hoat dong cua thiét bi mang
+ Thiét bi thay thé ctia cac hing
+ Quy trinh kiém tra, khac phuc
+ Str dung céc cong cu theo doi va quan tri
4. Tai liéu tham khao:

[1] Behrouz A.Forouzan, Data Communications and Networking, Fourth Edition, Tata
McGraw-Hill Publishing Company Limited

[2] Interconnecting Cisco Networking Device, Part 2
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[3] MCTS Self-Paced Training Kit (Exam 70-642): Configuring Windows Server
2008 Network Infrastructure

[4] Red Hat Enterprise Linux Deployment Guide
5. Ghi chi va giai thich (néu cé):

Thanh phé Ho Chi Minh, ngay 22 thang 6 ndm 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: THIET KE WEB
Ma& mon hoc: TTC320
Thei gian thuc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)
l. Vi tri, tinh chit ciia mén hoc:

— Vi tri: Hoc sau mon hoc Tin hoc

— Tinh chat: La mot trong cac mon hoc co so.
1. Muc tiéu mén hoc:

— Kién thuc: Sau khi hoc xong sinh vién ¢6 cac kién thirc co ban nhu:

+ Nam viing tong quan vé thiét ké Web, cac budc xay dung mot website trong thuc
té, tir 46 gitip cho sinh vién xay dung mot website theo yéu cau thuc tién.

+ Nim vimg duoc ngdn ngr HTML ciing nhu két hop véi CSS dé tao nén mot
trang web dling chuan.

+ Cung cap kién thic javascript dé Iap trinh tao su tuong tac giita trang web va
nguoi su dung.

— Ky nang:

+Str dung thanh thao phan Adobe Photoshop CS6, Adobe Dreamweaver CS6 dé
xa@y dung website mot cach hi¢u qua va chuyén nghiép

+ C6 kha nang tu tim toi, hoc héi, tich liiy kinh nghiém lién quan dén mon hoc.
— Nang luc tu chu va trach nhiém:
+ C6 kha nang ty tim to1, hoc héi, tich liiy kinh nghiém lién quan dén mon hoc.
I11. Noi dung mon hoc:

1. Noi dung tong quat va phan bd thoi gian:

Thai gian (gio)

sé L . Tong Thuc hanh / )
Tén céac bai trong mén hoc . Ly | thuc tap/thi | Kiém

T so tiét . o e B

thuyet| nghiém/ bai tra

tap/ thao luan

Chuong 1: HTML 12 4 8
Bai 1: Gigi thieu HTML va cac thé co

\ 3 1 2
ban

1 ] . .

Bai 2: Thé hinh anh, lién két va danh

, 4 1 3
sach
Bai 3: Bang 2 1 1
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Thaot gian (gio)

sé L X Tong Thuc hanh/ g
T Tén céac bai trong mén hec o6 tidt Ly thyc tp/ th.l' Kiém
thuyét| nghiém/ bai tra
tap/ thao luan
Bai 4: Biéu mau 3 1 2
Chuong 2: CSS (STYLE SHEET) 16 6 9 1
Bai 5: Tong quan CSS 4 2 2
2
Bai 6: Cac thugc tinh dinh dang co ban 5 2 3
Bai 7: M6 hinh hop trong css 7 2 4 1
Chuong 3: JAVASCRIPT 18 3 15
Bai 8: Tong quan Javascript 7 1 6
3 | Bai 9: Xay dung kich ban bing
. 5 1 4
Javascript
Bai 10: Ddi twong va su kién trong
. 6 1 5
Javascript
4 | On tap + Kiém tra 5 0 5
Chuong 4: DREAMWEAVER 24 7 16 1
Bai 11: Gidi thiéu Dreamweaver 9 2 7
5
Bai 12: Trang va noi dung trang 6 2 4
Bai 13: Lam viéc vaéi cac form 9 3 5 1
Chuwong 5: JQUERY 15 8 7
Bai 14: Giai thiéu vé Jquery 2 2 0
6 | Bai 15: Cac selector trong Jquery 5 2 3
Bai 16: Su kién co ban trong Jquery 4 2 2
Bai 17: Hiéu ung co ban trong Jquery 4 2 2
Tong cong 90 28 60 2

2. N@i dung chi tiét:
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Chwong 1: HTML Thoti gian: 12 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢ kha nang:
— Str dung thong thao cac tag co ban trong HTML

2. N¢i dung chuwong:

2.1. Bai 1: Gidi thiéu Html va Cac thé co ban

2.1.1. Cac khai niém co ban

2.1.2. Gigi thiéu khai quat vé Web

2.1.3. CAu trdc tong quét trong mot trang web.

2.1.4. Cac thé Html co ban

2.1.5. Hién thi trang web Ién trinh duyét

2.2. Bai 2: Thé hinh anh, lién két va danh sach

2.2.1. Hinh anh

2.2.2. Chén am thanh

2.2.3. Dia chi lién két

2.2.4. Lién két

2.2.5. Danh sach

2.3. Bai 3: Bang

2.3.1. Gidi thiéu

2.3.2. Tao bang

2.3.3. Céc thugc tinh cua bang

2.3.4. Cac thuoc tinh cua cot

2.3.5. Cac thuoc tinh cua 6

2.3.6. Céc bang Iong nhau

2.4, Bai 4: Biéu mau

2.4.1. Gi6i thiéu biéu mau (Form)

2.4.2. Céc phan tir nhap caa Html

Chwong 2: CSS (STYLE SHEET) Thoi gian: 16 gidr

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢ kha nang:

Str dung CSS dé dinh dang cac ddi tuwong trong trang Web. Thiét ké mot Layout web véi
HTML va CSS

2. NOi dung chwong:

2.1. Bai 5: Téng QUAN CSS
2.1.1. Giéi thiéu

2.1.2. Phan loai

2.1.3. Cac b6 chon
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2.2. Bai 6: Cac thugc tinh dinh dang co ban
2.2.1. Binh dang nén trang
2.2.2. binh dang ky tu
2.2.3. Float va Clear
2.2.4. Vi tri (Position)
2.3. Bai 7: M0 hinh hgp trong CSS
2.3.1. Gidi thiéu
2.3.2. Thudc tinh margin
2.3.3. Thugc tinh padding
2.3.4. Khung vién (Border)
2.3.5. b6 rong (Width)
Chwong 3: JAVASCRIPT Thoti gian: 18 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢ kha nang:

—  Sir dung JavaScript dé twong tac véi cac dbi tuong trong trang HTML
2. N¢i dung chuwong:
2.1. Bai 8: Tong quan JAVASCRIPT
2.1.1. Gidi thiéu
2.1.2. Khai bao va str dung javascript vao file html
2.1.3. Céc Iénh co ban trong javascript
2.2. Bai 9: Xay dung kich ban bang JAVASCRIPT
2.2.1. Kiéu dir ligu
2.2.2. Bién
2.2.3. Lénh va khéi lénh trong javascript
2.2.4. Biéu thirc va todn tir trong javascript
2.2.5. Pinh nghia va phan loai biéu thic
2.2.6. CAu tric 1ap trinh
2.2.7. Ham
2.3. Bai 10: Poi twong va su kién trong JAVASCRIPT
2.3.1. Gidi thiéu
2.3.2. Cac d6i tuong
On tap + Kiém tra Thoi gian: 5 gio
Chuong 4: DREAMWEAVER Thot gian: 24 gio
1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢ kha nang:

— Tao va hi€u chinh cac Template

— S dung Template dé thiét ké Website
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2. Noi dung chwong:

2.1. Bai 11: Gioi thigtu DREAMWEAVER
2.1.1. Gidi thiéu va cai dat

2.1.2. Giao dién stir dung Dreamweaver
2.1.3. Tao lap mot website

2.1.4. binh dang thugc tinh cho trang
2.2. Bai 12: Trang va ngi dung trang
2.2.1. B cuc trang web bang table
2.2.2. Xay dung noi dung trang web
2.2.3. Lién két

2.3. Bai 13: Lam viéc véi CAC FORM
2.3.1. Gidi thiéu

2.3.2. Tao form trong Dreamweaver
2.3.3. Thém cac phan tir trong form

Chwong 5: JQUERY Thet gian: 15 gio

1. Muc tiéu: Sau khi hoc xong nguoi hoc ¢ kha nang:
2. St dung JQuery tuong tac v6i cac ddii tuong trong trang HTML
3. Tich hgp va hiéu chinh cac Plugin Jquery

4. Noi dung chuong:

2.1. Bai 14: Giéi thiéu vé JQUERY

2.1.1. Gigi thiéu

2.1.2. Thém jquery vao trang web.

2.1.3. CU phap str dung jquery.

2.2. Bai 15: Céc selector trong JQUERY

2.2.1. Giéi thiéu

2.2.2. Element selector

2.2.3. Id selector

2.2.4. Class selector

2.2.5. Mot s6 vi du

2.3. Bai 16: Sy Kién co ban tron G JQUERY

2.3.1. Giéi thiéu

2.3.2. Cu phap

2.3.3. Cac su kién co ban

2.4. Bai 17: Hiéu wng co ban trong JQUERY

2.4.1. Gidi thi¢u
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2.4.2. Cu phap
2.4.3. Ham callback trong jquery
2.4.2. Mot s6 hiéu tmg co ban
IV. Piéu kién thuc hién mén hoc:
1. Phong hoc chuyén mon héa/nha xuong: Phong may tinh.

2. Trang thiét bj may moc: Hé thong mdy tinh c6 ndi mang va cai dat Bai trinh dich
ngon ngtt C/C++, Netsupport School.

3. Hoc liéu, dung cu, nguyén vat liéu: Bang, viét 16ng, USB
4. Céc diéu kién khac: Micro, loa, may lanh, quat.
V. Noi dung va phwong phap danh gia:
1. Noi dung:
— Kién thic:

+ Nam virng tong quan vé thiét ké Web, cac budc xay dung mot website trong thuc
te, tir d6 giap cho sinh vién xay dung mot website theo yéu cau thuc tien.

+ Nim vimg duoc ngdn ngir HTML cin ban ciing nhu két hop véi css dé tao nén
mot trang web ding chuan.

— Ky nang:

+ St dung thanh thao phan Macromedia Dreamweaver dé xay dung website mot
cach hiéu qua va chuyén nghiép.

+ Cung cap kién thirc javascript dé lap trinh tao su twong tac giita trang web va
ngudi st dung.

— Nang lyc tu chu va trach nhiém:
+ C6 kha nang tu duy ddc 1ap.
+ C6 kha nang tu tim toi1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: thuc hién céac bai kiém tra / bai tap 16n trén 16p, kiém tra cudi ky.

VI. Huéng din thuc hign moén hoc:

1. Pham vi &p dung mon hoc: Ap dung cho trinh d6 cao dang vnganh Mdy tinh va
Cong ngh¢ thong tin.

2. Hwéng din vé phwong phap giang day, hoc tap mén hec:
- P6i véi gido vién, giang vién:
+ Khoi goi long say mé, yéu thich cdng viéc lap trinh noi riéng va linh vuc céng
ngh¢ thong tin noi chung.

+ Khodng ngung tim toi, hoc hoi va tran trong nhitng thanh qua sang tao trong ky
thuat va cong nghé.

- Bi voi ngudi hoc:
+ Can cha y rén luyén cach phat biéu ¥ tudng thudt toan trude khi bét tay vao cai dit.
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3. Nhirng trong tam can cha y:

- Nam viing tong quan vé thiét ké Web, cac budc xay dung mot website trong thuc
te, tir d6 giup cho sinh vién xay dung mot website theo yéu cau thuc tien.

- Nim vimng dugc ngdn ngr HTML cén ban cling nhu két hop véi css dé tao nén
mat trang web dung chuan.

- Str dyng thanh thao phian Macromedia Dreamweaver dé xay dung website mot
cach hiéu qua va chuyén nghiép.

- Cung cép kién thic javascript dé 1ap trinh tao sy twong tac giita trang web va
ngudi sir dung.

4. Tai liéu tham khao:

Sach giéo trinh chinh:
- V& Anh Trang, Gio trinh mén Thiét ké web co ban, CDKT Ly Tu Trong, luu hanh ndi bo.
Séach tham khao:

- Nguyén Truong Sinh, Hudng dan thiét ké trang web twong tac bang JavaScript,
Nha xuat ban Mii Ca Mau.

- L& Minh Hoang, Thiét ké web véi CSS, Nha xuét ban Lao dong — xa hoi.

- Nguyén Trudng Sinh, Macromedia Dreamweaver 8 — Phan co ban — tap 1, Nha
xuat ban Lao dong — x& hoi.

- Nguyén Truong Sinh, Flash co ban, Nha xuat ban Lao dong — X4 hoi.
- L& Minh Hoang, Tu hoc thiét ké Web, NXB Lao Dong, 2007.

- I\]guyén Truong Sinh, Huéng dan thiét ké trang web twong tac bang JavaScript,
Nha xuat ban Miii Ca Mau.

- L& Minh Hoang, Thiét ké web véi CSS, Nha xuat ban Lao dong — X4 hoi.
5. Ghi cha va giai thich (néu co)
Thanh phé Ho Chi Minh, ngay 22 thang 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: PHAT TRIEN UNG DUNG loT
Ma mon hoc: TTC3003

Thoi gian thuc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La mén hoc tu chon nam trong cac mén hoc chuyén mén nganh. Mon
hoc nay yéu cau phai c6 kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hec:
— Kién thuc:
+ Trinh bay dugc cac thanh phan chinh trong hé thong IoT
+ Trinh bay dugc céc cac tidu chuan, thong sb k¥ thuat cia cac mach Gng dung IoT
— Ky nang:
+ Lap trinh dugc cac ung dung IoT co ban
+ St dung dugc céc server dé két ndi, didu khién tir xa
+ Phat trién ¥ tuong dé xay dung duoc cac san phan phuc vu cudc song
— Nang luc ty chu va trach nhiém:
+ Co y thirc tuan thi quy trinh va quy chuan va an toan hé thong IoT
+ C6 kha nang tu tim to1, hoc hoi, tich Iy kinh nghiém ttr thuc té
I11. N§i dung mon hec:

1. Noi dung tong quat va phan bo thai gian:

Thoi gian (gio)
‘IS"(I)' Tén cac baitrongmdnhec | Téng | |y | Thuchanh/thuc | gy
p thuvét tap/ thi nghiém/
S0 YEU| bai tap/ thao luan | tra
1 | Bai 1: Kién thirc co ban 2 2
2 | Bai 2: Ung dung co ban 8 2 6
3 | Bai 3: ESP8266 WiFi 11 2 9
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Thoi gian (gio)
50 1 Ten cac bai trongmoénhec | Tong | |y Thuc hanh /thuc | iém
TT Y. | tap/ thi nghiem/
A thuyét N A > : A tra
50 bai tap/ thao luan
Bai 4: Dy an doc cam bién
4 DHT11 12 3 d
5 | Bai 5: Cac ché do cdu hinh WiFi | 13 3 9 1
Bai 6: MQTT (Message Queuing
6 10 4 6
Telemetry Transport)
7 | Bai 7: Websocket 13 4 9
Bai 8: Firmware update over the
8 | . 10 4 6
air (FOTA)
9 | Bai 9: Cheatsheet 11 4 6 1
Tong cong 90 28 60 2
2. Ndi dung chi tiét:
Bai 1: Kién thirc co ban Thoi gian: 2 gio (LT: 2 gio)
1. Muc tiéu:

- Trinh bay dugc céng dung cua cac chip va cong cu sir dung trong loT.
- Lwa chon dugc céc chip va céng cu trong loT
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Internet Of Things (1oT)
2.2. ESP8266
2.3. Arduino la gi?
2.4. Node.js
2.5. Sublime Text
2.6. Cai dat va chuan bi
Bai 2: Ung dung co ban Thoi gian: 8 gio (LT: 2 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tric ma ngudn.
- Str dung dugc cac ma ngudn va man hinh OLED
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- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Chop tat bong LED
2.2. OLED
Bai 3: ESP8266 WiFi Thoi gian: 11 gio (LT: 2 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc ciu tao va hoat dong cia ESP8266
- Ap dung duoc cac chire ning cua ESP8266.
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Ché do WIiFi Station
2.2. HTTP Client
2.3. Ché do WiFi Access Point
2.4. Web Server
2.5. Trao doi dit liéu giita 2 ESP8266
Bai 4: Dw 4n doc cam bién DHT11 Thot gian: 12 gio (LT: 3 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc quy trinh thuc hién duy &n DHT11
- Ung dung duoc DHT11
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Thiét ké ang dung
2.2. Server Nodejs
2.3. Code ESP8266
2.4. Ung dung mo rong
Bai 5: Cac ché dd cau hinh WiFi  Thoi gian: 13 gio (LT: 3 gio; TH: 9 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc c4c tiéu chuan va phuong phap két ni WiFi
- Ap dung duogc céc ung dung két ndi WiFi
- C6 y thuc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Smartconfig
2.2. WPS
2.3. Wifi Manager
Bai 6: MQTT (Message Queuing Telemetry Transport)
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Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc cac thudc tinh va théng sé ki thuat cia MQTT
- Ung dyng duoc QMTT
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Publish, subscribe
2.2. QoS
2.3. Retain
2.4. LWT
2.5. MQTT Client
2.6. MQTT Broker
Bai 7: Websocket Thot gian: 13 gio (LT: 4 gio; TH: 9 gio)
1. Muc tiéu:
- Trinh bay duoc cac yéu cau két néi Web Socket
- Viét duoc chuong trinh cho ESP8266 nhu Web Socket Client/Server
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Str dung ESP8266 nhu Websocket Server
2.2. Str dung ESP8266 nhu Websocket Client
Bai 8: Firmware update over the air (FOTA)
Thoi gian: 10 gio (LT: 4 gio; TH: 6 gio)
1. Muc tiéu:
- Trinh bay duoc cac cach cap nhat firmware
- Cap nhat va khic phuc duoc sy ¢b firmware.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cap nhat firmware tur xa
2.2. OTA st dung Arduino IDE
2.3. Cap nhat Firmware dung Web Browser
2.4. HTTP Server
2.5. Node.js OTA Server
Bai 9: Cheatsheet Thoi gian: 11 gio (LT: 4 gio; TH: 6 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc bd thu vién ngdn ngir C
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- Tra ctru duoc cac ham sir dung trong Arduino
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Arduino - ESP8266 Cheatsheet
2.2. C - Cheatsheet
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giéo vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phwong phap, danh gia:
1. No6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, trac nghiém dat dugc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua loT.
+ CO kha nang phan tich va 1ap trinh &ng dung loT.

- Ky néng: Danh gia k¥ nang thuc hanh cua sinh vién trong bai thyc hanh dat duogc
cac yéu cau sau:

+ Lap trinh ké hoach xay dyng tng dung loT.
+ Chon céc thiét bi va cac ham thu vién can thiét
+ Lap trinh va van hanh tng dung loT.

— Nang luc tu chu va trach nhiém:
+ C6 kha nang tu duy ddc 1ap.
+ C6 kha nang tu tim t01, hoc héi, tich liiy kinh nghiém.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hign moén hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huwéng din vé phwong phap giang day, hoc tap mon hoc:

- P6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén loT.
+ Hudng dan va lam mau cac quy trinh, quy dinh thuc hién
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- B6i vé6i ngudi hoc:
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+ Sinh vién trao doi véi nhau, thuc hién céc bai thuc hanh va trinh bay theo
nhom.

+ Thuyc hién céc bai tap thuc hanh duoc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Internet of Things, IOT MAKER VIETNAM.
5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén moén hec: XAY DUNG HA TANG MANG
Ma mén hec: TTC3120

Thoi gian thuc hign mon hec: 90 gio; (Ly thuyét: 28 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 60 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La m6n hoc nam trong cac mon hoc chuyén moén nganh. Mén hoc nay
yéu cau phai c6 kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hec:
— Kién thuc:
+ Trinh bay dugc cac thanh phan chinh trong router Cisco
+ Trinh bay dugc cac cac tidu chuan, cac k¥ thuat VLAN va dinh tuyén
— Ky nang:
+ Thiét 1ap dugc hé thong VLAN theo yéu cau doanh nghiép
+ Thiét 1ap duogc cac k¥ thuét dinh tuyén mang
+ Thiét 1ap duoc cac ki thuat ting cuong dam bao cho ha ting mang
— Nang luc ty chu va trach nhiém:
+ Co y thirc tuan thii quy trinh va quy chuan va an toan lao dong
+ C6 kha nang tu tim to1, hoc hoi, tich Iy kinh nghiém ttr thuc té
I11. N§i dung mon hec:

1. Noi dung tong quat va phin bo thoi gian:

Thoi gian (gio)

‘IS"(I)' Tén cac baitrongmdnhec | Téng | |y | Thuchanh/thuc | gy
tap/ thi nghiém/

s6 | tuyet | 1S5 tap/ thio luan |  tra

Bai 1: Gidi thiéu routing va 7 3 4

! packet forwarding

5 Bai 2: Layer 2 switching & 13 5 8
virtual lan

3 Bai 3: Distance vector routing 13 5 8
protocol
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh/thyc | iém
. thuvét tap/ thi nghiém/
s0 YU bai tap/ thao luan | tra
4 Bai 4: Link-state routing 17 6 10 1
protocol
5 Bai 5: Quan ly traffic vai access 13 3 10
list
5 Bai 6: CAu hinh tinh nang nang 14 3 10 1
cao cua Cisco ios
. |BaiT: Trién khai high 13 3 10
availability cho ha tang mang
Téng cong 90 28 60 2

2. Noi dung chi tiét:

Bai 1. Giai thiéu routing va packet forwarding Thoi gian: 7 gio (LT: 3 gio; TH: 4 gio)
1. Muc tiéu:

- Trinh bay duoc cac khai niém lién quan dén dinh tuyén mang

- Phan biét dugc dinh tuyén dong va dinh tuyén tinh

- C6 y thirc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:
2.1. Giai thiéu
2.1.1. Xay dung bang dinh tuyén

2.1.2. Path Determination va Switching

2.1.3. Packet Fields va Frame Fields
2.1.4. Puong di tot nhat va Metric
2.1.5. Equal Cost Load Balancing
2.1.6. Path Determination

2.1.7. Switching

2.2. Static Routing

2.2.1. Muc dich va ca phap 1énh ip route
2.2.2. Cau hinh Static Route
2.3. Dynamic Routing

2.3.1. Gigi thiéu Dynamic Routing
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2.3.2. Phan loai Dynamic Routing Protocols
2.3.3. Metrics

2.3.4. Administrative Distances

2.4. VLSM va CIDR

Bai 2. Layer 2 switching & virtual lan Thoi gian: 13 gio (LT: 5 gio; TH: 8 gio)
1. Muc tiéu:
- Trinh bay dugc chirc nang cua switch hoat dong & 16p 2
- Trinh bay duoc nguyén tic hoat dong cua STP va VLAN
- Thiét 1ap duoc VLAN theo yéu cau
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Chirc nang cua Switch Layer 2
2.2. Spanning Tree Protocol (STP)
2.3. VLAN
2.4. VLAN Trunking Protocol

Bai 3. Distance vector routing protocol Thoi gian: 13 gio (LT: 5 gio; TH: 8 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua RIP va EIGRP
- Thiét 1ap duoc RIP va EIGRP
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Distance Vector Routing Protocol
2.2. RIP Version 1
2.3. RIP Version 2
2.4. EIGRP

Bai 4. Link-state routing protocol Thoi gian: 17 gio (LT: 6 gio; TH: 10 gio; KT: 1 gio)

1. Muc tiéu:

- Trinh bay duoc co ché hoat dong cua OSPF

- Thiét lap duoc OSPF

- C6 y thirc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Link-state routing protocol
2.2. OSPF

Bai 5. Quan ly traffic véi access list Thoi gian: 13 gio (LT: 3 gio; TH: 10 gio)
1. Muc tiéu:
- Trinh bay duoc co ché hoat dong cua ACL
- Thiét 1ap duogc céc loai ACL
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Giai thiéu Access Control List (ACL)
2.2. Standard Access Lists
2.3. Extended Access Lists
2.4. Named Access Lists

Bai 6. CAu hinh tinh ning ning cao cia cisco 1SO
Thoi gian: 14 gio (LT: 3 gio; TH: 10 gio; KT: 1 gio)

1. Muc tiéu:

- Trinh bay duoc co ché hoat dong cua ACL

- Thiét lap duogc céc loai ACL

- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cau hinh NAT va PAT
2.2. Cau hinh DHCP
2.3. Cau hinh CDP

Bai 7. Trién khai high availability cho ha ting mang
Thoi gian: 13 gio (LT: 3 gio; TH: 10 gio)

1. Muc tiéu:

- Trinh bay duoc co ché hoat dong cua ACL

- Thiét 1ap duogc céc loai ACL

- C6 y thuc ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Tong quan vé High Availability(HA) cho ha ting mang
2.2. Trién khai HSRP
2.3. Trién khai VRRP
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2.4. Trién khai EtherChannel
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén héa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo yéu cau giéo vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. Noi dung va phwong phap, danh gia:
1. N6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dwoc cac yéu cau
sau.

+ Nam bt duoc cac khai niém va nguyén tic hoat dong VLAN va routing
+ C6 kha nang phan tich va xac dinh cac yéu cau caa hé thong mang

- Ky nang: Panh gia k¥ nang thuc hanh cua sinh vién trong bai thyc hanh dat duoc
cac yéu cau sau:

+ Thiét lap duoc cac giao thirc theo yéu cau
+ Chon cac thiét bj va giao thic thich hop
+ Khic phuc dugc cac sy ¢b trong hé thong mang

— Nang lyc ty chu va trach nhi¢m:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim toi1, hoc héi, tich liiy kinh nghiém.

2. Phuwong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Hwéng din thuc hiégn mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huéng din vé phwong phap giang day, hoc tap mon hoc:
- P6i véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén VLAN va routing.
+ Huéng dan va lam mau céc quy trinh, quy dinh thuc hién
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- B6i vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhém.
+ Thuc hién céc bai tap thuc hanh duoc giao.
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3. Nhitng treng tam can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dicu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] Cisco Press, Cisco Networking Academy Program CCNA 1 and 2 Companion
Guide, Revised Third Edition, Cisco Systems

[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco Multilayer
Switched Networks (BCMSN),4th Edition

5. Ghi chu va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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CHUONG TRINH MON HQC

Tén mdn hoc: CONG NGHE AO HOA
M& mon hoc: TTC364

Thei gian thuc hign mon hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

I. Vi tri, tinh chit ciia mén hoc:
— Vi tri: Hoc sau mén hoc Thiét 1ap hé thong mang.

— Tinh chat: La moén hoc bat budc ndm trong cac mon hoc chuyén mén nganh. Mon
hoc nay yéu cau phai c6 kién thirc co ban vé h¢ thong mang may tinh.

Il. Muc tiéu mon hoc:
— Kién thuec:
+ Giai thich duoc kién tric cua cac hé ao hoa.

+ Mo ta dugc tinh nang va qué trinh lam viéc cua cac dich vu ung dung trén hé
thong 4o hoa.

+ M6 ta dugc cdc mo hinh 40 hdéa mang may tinh.
— Ky nang:
+ Thiét 1ap dugc mo hinh 4o hoa theo yéu cau
+ Cai dat va quan tri dugc cac dich vu ing dung trén h¢ théng ao hoa.
+ Khic phuc duoc cac su cb trén hé théng a0 hoa.
— Nang luc tu chu va trach nhiém:
+ Co y thirc tuan thi quy trinh va quy chuan trong ao hoa
+ C0 kha nang ty tim to1, hoc hoi cac dich vu 4o hoa trén cac hé théng khac nhau
I11. Noi dung mén hgc:

1. Noi dung tong quat va phéin bo thoi gian:

Thati gian (gio)

'??I' Tén cac baitrongmonhec | Téng | Ly | 'hwchanh/thuc | gy
B thuvét tap/ thi nghiém/
50 YEU| baitap/ thao luan | tra
1 | Chuong 1: Giéi thigu 1 1
2 | Chuong 2: Cai dat ESXi 2 1 1
3 | Chuong 3: Cu hinh may chu 3 1 5
ESXi
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Thoi gian (gio)

'??I' Tén céc bai trong mon hoc Téng Ly Tt“."c hanh /_Eh‘-fc Kiém
< thuvét tap/ thi nghiém/
50 YUl pai tap/ thao luan | tra
Chuong 4: Thuc hanh online
4 trén HOL 2 0 2
5 Chuong 5: Trién khai va cu 4 1 3
hinh may tinh a0 VM
6 Chuong 6: Cai dat VMare Tool 3 1 5
va phan mém cho VM
v Chuong 7: Cau hinh h¢ thong 3 1 5
mang
Chuong 8: Join may 40 Va0 mién
g |DC 5 1 3 1
Kiém tra 45°
9 | Chuong 9: Snapshot may a0 3 1 2
10 Chuo*ng, 105 L11;u trir va khoi 4 1 3
phuc may tinh ao
11 ?huong 11: Di chuyén may tinh 3 1 9
a0
12 Chuc_mg 12: Cai dat va cau hinh 3 1 5
vSwitch
Chuong 13: Cai dit va ciu hinh
13 | Xen Server 5 1 3 1
Kiém tra 45°
14 | Chuong 14: Cai dat Hyper-V 4 1 3
Téng cong 45 13 30 2

2. Ni dung chi tiét:
Chuong 1: Giéi thigu
1. Muc tiéu:

- Trinh bay dugc cac khai niém va irng dung cua dién toan dam may va ao hoa

- Phén biét duoc ao hoa Server va Desktop
- C6 y thuc ty gi4c, tinh ky luat cao, tinh than trach nhiém trong cong viéc

2. No1 dung chuong:

2.1. Khai niém ao héa

2.2. Ao héa va dién toan dam may
2.3. Ao hoa Server

Thoi gian: 1 gio (LT: 1 gio)
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2.4. Ao hoéa Desktops
Chwong 2: Cai dat ESXi Thoi gian: 2 gio (LT: 1 gio; TH: 1 gio)
1. Muc tiéu:

- Trinh bay duoc nguyén ly cua l6p Hypervisor

- Cai dat duoc hé 16p ao hod may chua Hypervisor ESXi

- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Nguyén ly 16p ao hoa Hypervisor
2.2. Chuyén doi P2V
2.3. Cai dat ESXi
Chuwong 3: Cau hinh may chi ESXi Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:

- Trinh bay dugc cach quan ly host ESXi

- Céu hinh duoc cac théng sb cho host ESXi.

- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. C4u hinh dija chi IP
2.2. Cau hinh SSH
2.3. Cau hinh céc thong s6 khac

Chuwong 4: Thuc hanh online trén HOL Thoi gian: 2 gio (TH: 2 gio)

1. Muc tiéu:

- Trinh bay dugc cac budc thuc hién bai thuc hanh online

- Thuc hanh dugc céc bai thuc hanh trén hé théng VMware

- C6 y thurc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gigi thiéu hé théng HOL
2.2. Thuc hién bai thuc hanh trén HOL
2.3. Panh gia két qua thyc hién

Chuwong 5: Trién khai va cdu hinh may tinh 40 VM
Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)

1. Muc tiéu:

- Trinh bay duoc cac budc thuc hién trién khai va cau hinh VM

- Cai dat duoc Guest OS

- C6 y thirc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Tao cac VM trong host
2.2. Cai dat Guest OS
Chuwong 6: Cai dit VMare Tool va phan mém cho VM
Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac bude cai dat pham mém cho VM
- Cai dat dugc cac phan mém
- Cau hinh dugc cac phan mém
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tao may ao VM
2.2. Cai dat Guest OS
2.3. St dung Appliance
Chuwong 7: Cau hinh hé théng mang Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly ao héa mang trong vSphere
- Thém dugc card mang va thay doi dugc céc théng sé mang
- C4u hinh dugc IP, SSH
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Thém card mang
2.2. Thiét 1ap cac thong sé6 mang
2.3. Thiét lap SSH
Chuong 8: Join may 40 vao mién DC Thoi gian: 5 gio (LT: 1 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc su twong thich gitra VMware va DC cta Microsoft
- Cai dat va quan tri DC
- Join cac VM vao DC
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Hé thong DC
2.2. Join cac may VM vao DC
2.3. Str dung SSO
Chwong 9: Snapshot may 40 Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
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- Trinh bay duoc qué trinh quan ly Snapshot
- Cai dat va str dung duoc Snapshot
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Snapshot VM
2.2. Str dung Snapshot
Chuwong 10: Luwu trir va khodi phuc may tinh a0 Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duogc cach thac quan ly cac VM
- Cai dat va quan tri hé thong luu trix
- C6 y thue ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Luu trit cAic VM
2.2. Khdi phuc cac VM
Chwong 11: Di chuyén may tinh ao Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dwoc nguyén ly di chuyén VM
- Cai dat va quan tri duoc cac VM trong hé théng luu trix
- CO y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Quan 1y luu trir c&c VM
2.2. Di chuyén cac VM giira c4c host
Chwong 12: Cai dit va cau hinh vSwitch Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc ao hoa mang trong ESXi
- Cai dat va ciu hinh dugc vSwitch
- C6 y thirc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Ao hoé network
2.2. Cai dat va cau hinh vSwitch
2.3. VLAN
Chuwong 13: Cai dit va cau hinh Xen Server
Thoi gian: 5 gio (LT: 1 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc chirc ndang may chu Xenserver
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- Cai dat va quan tri duoc Xenserver
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gigi thiéu Xenserver
2.2. Cai dat Xenserver
2.3. Cai dat Guest OS
Chwong 14: Cai dat Hyper-V Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc chirc nang may chu Hyper-V
- Cai dat va quan tri duoc Hyper-V
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Gidi thiéu Hyper-V
2.2. Cai dat Hyper-V
2.3. Cai dat Guest OS
IV. Piéu kién thuc hign mon hec:
1. Phong hoc chuyén mén hoéa/nha xudong: Phong vi tinh.
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéac: Theo yéu cau gido vién

V. Noi dung va phuong phap, danh gia:
1. No6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dwoc cac yéu cau
sau:.

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua hé théng 4o hoa.
+ CO kha nang phan tich va danh gia hé théng ao hoa.

- Ky néng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:

+ Cai dat va quan tri duoc hé thdng 4o hoa.
+ Téi vu duoc hé thdng a0 hoa.
- Nang luc tu chua va trach nhiém:
+ C6 kha nang tu duy ddc lap.
+ C6 kha nang tu tim toi, hoc hoi, tich lity kinh nghiém.

2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
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VI. Huéng dian thuc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hoc tip mén hec:
- Béi véi gido vién, giang vién:
+ Giai thich cac khai niém lién quan dén dién toan dam may va 4o hoa.
+ Trinh bay day dua thanh phan trong cdng nghé 4o hoa.
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién cai dit cAu hinh va dat cac cau hoi dé sinh vién tra 1.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.
- Béi vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng treng tdm can chi y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac diéu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:

[1] VMware vSphere: Install, Configure, Manage. VMware® Education Services
VMware, Inc

[2] Matthew Portnoy. Virtualization Essentials. John Wiley & Sons
[3] John Savill. Microsoft Virtualization Secrets. John Wiley & Sons
5. Ghi ch va giai thich (néu co):
Thanh pho Ho Chi Minh, ngay 22 thang 6 niam 2020
TRUONG KHOA

Nguyén Khoa

177



CHUONG TRINH MON HQC

Tén mdn hoc: BAO MAT HE THONG THONG TIN
Ma& mon hoc: TTC352
Thoi gian thuc hign mon hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)
I. Vi tri, tinh chat ciaa mon hoc:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La mon hoc tu chon nam trong cac moén hoc chuyén moén nganh. Mon
hoc nay yéu cau phai cé kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hoc:
— Kién thuc:
+ Trinh bay dugc cac hé mat ma cd dién.
+ Trinh bay dugc cadc hé mat ma hién dai.
— Ky nang:
+ Lap trinh tng dung dugc cac hé¢ mat ma.
+ Ung dung dugc cac giao thirc bao mat vao mé hinh mang.
— Nang lyc ty chu va trach nhi¢m:
+ Co y thirc tuan thu quy trinh va quy chuan trong bao mat théng tin
+ C6 kha nang tu tim to1, hoc hoi cac thuat toan bao mat hién dai.
I11. N§i dung mon hoc:

1. Noi dung tong quat va phéin bo thoi gian:

Thoi gian (gio)

S0 | Ten cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | jam
TT | thovée | AP/ thi nghigm/
50 YU pai tap/ thao lugn | tra
1 | Chuong 1: Téng quan vé bao
e A . 2 2
mat thong tin
2 | Chuong 2: Thuét todn ma hoéa
5 2 3
Ceasar
3 | Chuong 3: Thuét todn ma hoéa
. 4 1 3
Vigenere
4 | Chwong 4: Thuat todn ma hoa
. 4 1 3
Rail Fence
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Thoi gian (gio)
'IS"(I)' Tén cac bai trongmonhec | Téng | |y Thyc hanh / thue | kigm
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
5 Chu:orng 5: Thuat toan ma hoa 4 1 3
Play Fair
Chuong 6: Thuat toAn ma hoa
6 | Transposition Cipher 5 1 3 1
Kiém tra 45
Chuong 7: Thuat toAn mé hoa
7 DES 4 1 3
Chuong 8: Thuat toAn ma hoa
g |3DES 5 1 3 1
Kiém tra 45°
Chuong 9: Thuat toAn ma hoa
9 AES 4 1 3
Chuong 10: Thuat toan ma héa
10 RSA 4 1 3
Chuong 11: Thuat todn ma hoa
11 MD5 4 1 3
Tong cong 45 13 30 2
2. Noi dung chi tiét:
Chuwong 1: Tong quan vé bao mat thong tin Thoi gian: 2 gio (LT: 2 gio)
1. Muc tiéu:

- Trinh bay duoc cac nguy co tan cong va cach bao vé thong tin co ban.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Gidi thiéu
2.2. Bao vé thong tin trong qua trinh truyén thong tin trén mang
2.3. Bao vé hé thdng khoi sy x&m nhap pha hoai tir bén ngoai
Chwong 2: Thuat toan ma héa Ceasar Thoi gian: 5 gio (LT: 2 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc cac hé ma ddi xung cd dién.
- Trinh bay duoc hé mat ma dich chuyén
- Lap trinh m6 phong duoc thuat toan Ceasar.
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- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Tong quan vé hé ma di xing
2.2. Cac hé ma thé
2.3. Céc hé ma kiéu hoan vi
2.4. Mat ma Ceasar
Chuwong 3: Thuét toAn ma hoa Vigenere Thaoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc hé mat ma khoi
- Lap trinh m6 phong duogc thuat toan Vigenere.
- C6 y thuc ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. Téng quan vé mat ma khoi
2.2. Mat mé& Vigenere
Chuwong 4: Thuat todn ma hoa Rail Fence Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc hé mat ma hoan vi
- Lap trinh m6 phong duoc thuat todn Rail Fence.
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Tong quan vé mat ma hoan vi
2.2. Mat ma Rail Fence
Chuwong 5: Thuat todn ma hoa Play Fair Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc hé mat ma da ky tu
- Lap trinh m6 phong duogc thuat toan Play Fair.
- C6 y thurc ty gic, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Tong quan vé mat ma da ky tu
2.2. Mat ma Play Fair
Chuwong 6: Thuat todn ma hoa Transposition Cipher
Thoi gian: 5 gio (LT: 1 gio; TH: 3 gio, KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc hé mat ma chuyén vi
- Lap trinh mdé phong dugc thuat toan Transposition Cipher.
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- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Tong quan vé mat ma chuyeén vi
2.2. Mat ma Transposition Cipher
Chwong 7: Thuat toan ma héa DES Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc mat ma khdi, dong
- Lap trinh m6 phong duoc thuat toan DES.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. M& dong
2.2. M3 khoi
2.3. Ma DES
Chuong 8: Thuiat todn ma héa 3DES Thai gian: 5 gior (LT: 1 gio; TH: 3 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly mat ma 3DES
- Lap trinh m6 phong duoc thuat toan 3DES.
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Nguyén ly 3DES
2.2. Mat md 3DES
Chuwong 9: Thuat toAn ma hoa AES Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly mat ma AES
- Lap trinh m6 phong duoc thuat toan AES.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Nguyén ly AES
2.2. Mat mi AES
Chuwong 10: Thuit todn mé hoa RSA Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly mat mad RSA
- Lap trinh m6 phong duogc thuat toan RSA.
- C6 y thirc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Nguyén Iy RSA
2.2. Mat ma RSA
Chuwong 11: Thuat todn ma hdéa MD5 Thoi gian: 4 gio (LT: 1 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay dugc nguyén ly mat ma MD5
- Lap trinh m6 phong dugc thuat toan MD5.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Nguyén ly MD5
2.2. Mat ma MD5
IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may moc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khac: Theo yéu cau gido vién
V. N§i dung va phwong phap, danh gia:
1. Noi dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dwoc cac yéu cau
sau:

+ Nam bat duoc cac khai niém va nguyén tac hoat dong cua cac hé mat ma va céc
giao thuc bao mat.

+ C6 kha nang phan tich va dénh gia bao mat hé thong.

- Ky nang: Panh gia k¥ nang thuc hanh cua sinh vién trong bai thuc hanh dat duoc
cac yéu cau sau:

+ Lap trinh duoc mot sb hé mat ma.
+ Cai dat duoc mot s giao thirc bao mat.
- Nang luc ty chu va trdch nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim toi, hoc hoi, tich lily kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap Ion trén 16p, kiém tra cudi ky.
VI. Huéng din thuc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao dang nganh Quan tri mang
may tinh.

2. Huwéng din vé phuwong phap giang day, hoc tip mén hoc:
- Béi véi gido vién, giang vién:

+ Giai thich c4c khai niém lién quan dén hé mat ma va giao thirc bao mat.
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+ Hudéng dan va lam mau cac chuong trinh va cac bai thuc hanh bao mat.

+ St dung phuong phap phat van.

+ Cho sinh vién thuc hién cai dat cAu hinh va dat cac cau hoi dé sinh vién tra 1oi.

+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- Béi vé6i ngudi hoc:

+ Sinh vién trao doi véi nhau, thuc hién céc bai thuc hanh va trinh bay theo
nhém.

+ Thuc hién cac bai tap thuc hanh duoc giao.

3. Nhiing treng tam can chd y: Gido vién trudc khi giang day can phai can cir vao
n@[ dung cua tirng bai hoc chuan bi day du cac dieu kién thuc hién bai hoc dé dam bao
chat Iwong giang day.

4. Tai ligu tham khao:

[1] Thai Hong Nhi, Pham Minh Viét. An toan thong tin. Nha xuat ban Khoa hoc &
K§thuat

[2] Nick Galbreath, Cryptography for Internet and Database Application, Wiley
Publishing

5. Ghi chi va giai thich (néu co):
Thanh phé Ho Chi Minh, ngay 22 thang 6 nam 2020
TRUONG KHOA

Nguyén Khoa

183



CHUONG TRINH MON HQC

Tén mon hoc: QUAN TRI DATA CENTER
M& mon hoc: TTC3004

Thoi gian thyc hign mon hec: 45 gio; (Ly thuyét: 13 gio; Thuc hanh, thi nghiém, thao
luan, bai tap: 30 gio; Kiém tra: 2 gio)

. Vi tri, tinh chat ciaa mén hec:
— Vi tri: Hoc sau mon hoc Mang may tinh va quén tri mang.

— Tinh chat: La mén hoc ty chon nam trong cac mén hoc chuyén moéon nganh. Mon
hoc nay yé€u cau phai ¢ kién thirc co ban vé mang may tinh.

Il. Muc tiéu mén hec:
— Kién thirc:
+ Trinh bay dugc cac thanh phan chinh trong trung tam dit liéu
+ Trinh bay dugc céc cac tidu chuan cong nghé trong trung tim di lidu
— Ky nang:

+ Lua chon vi tri phu hop cho trung tdm dir liéu dya trén nhu cau hién tai va tuong
lai

o+ Ap dung dugc cac cong nghé vé UPS, phong chdng chay nd, 1am mat, theo ddi hé
thong, chuan di gidy,...dé ddm bao 6n dinh cho trung tdm dir li¢u, giam thi€u chi phi

+ Thiét ké duoc kién tric mang tin cay, c6 khd nang mé rdng va cach cai dat su
dung k¥ thuat kiém tra

+ Xé4c dinh duoc cac diéu khoan can thiét v6i nha cung cip thiét bi dbi voi trung
tam dur li€u

+ Thiét 1ap dugc hé thong theo ddi dé dé dam bao dung tin

+ Pam bao cac bién phap bao mat tich hop ca quy trinh va céng nghé dé dam bao
cac thong tin cua trung tam dit li¢u

— Nang lyc ty chu va trach nhiém:
+ C6 ¥ thic tuan thi quy trinh va quy chudn va an toan trong van hanh datacenter
+ Co6 kha nang tu tim to1, hoc héi, tich Iy kinh nghiém trong hoc tap va thuc té
I11. Noi dung mén hoc:

1. N§i dung tong quat va phan bo thoi gian:
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Thoi gian (gio)

'IS"(I)' Tén cac bai trongmonhec | Téng | |y Tt“."c hanh / _Eh‘-"C Kiém
. thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra
Bai 1: Téng quan vé Trung tam
1 ~ (in 1 1
dur liéu
2 | Bai 2: San nang va Tran 2.5 0.5 2
3 | Bai 3: Hé thong chiéu séng 2.5 0.5 2
4 | Bai 4: Hé thong dién 1.5 0.5 1
5 | Bai 5: Tuong hop dién tt EMF 1.5 0.5 1
Bai 6: Trang thiét bi Racks
6 " 4 1 2 1
Kiém tra 45°
7 | Bai 7: Hé thong 1am lanh 1.5 0.5 1
8 | Bai 8: Hé thong cung cép nudc 1.5 0.5 1
9 Bé}l 9 Thl_et ke hé thong mang 45 15 3
mao rong linh hoat
10 Ba~| 10: He thong phong chay 95 05 5
chira chay
11 | Bai 11: Hé thong giam sét 3 1 2
12 B‘al 12: Ca‘c quy d}nh VAe Van 25 05 9
hanh an toan va bao mat
13 | Bai 13: Banh nhan (Labelling) 3 1 2
Bai 14: Ghi chép s6 sach
14 | 4 1 2 1
Kiém tra 45°
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Thoi gian (gio)
S0 | Tan cac bai trongmonhec | Téng | Ly Thuc hanh /thuc | kiém
T . thuvét tap/ thi nghiém/
S0 YU pai tap/ thao luan | tra

15 | Bai 15: Hé théng lam sach 1.5 0.5 1

Bai 16: Thoi gian ngung va khoi
16| bhuc (MTBF / MTTR) 15 1 05 1

Bai 17: Cac Hop ddng bao tri
17 /SOL/ OLA 2.5 0.5 2
18 | Bai 18: Cac cap do phong ngira 1.5 0.5 1
19 Bfil }9: Cag van d¢ vé xay dung 25 05 5

va cac chuan

Téng cong 45 13 30 2
2. Noi dung chi tiét:
Bai 1: Téng quan vé Trung tam dix liéu Thoi gian: 1 gio (LT: 1 gio)
1. Muc tiéu:

- Trinh bay duoc sy can thiét cua trung tm dit liéu, cac nguyén nhan 1am gian doan
hé thong, Cac chuan Data Center.

- Lya chon dugce dija diém va xay dung Data Center
- C6 y thuc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:

2.1. Tong quan vé Trung tam dix liéu (DC - Data Center), Sy quan trong va cdc nguyén
nhan lam gian doan h¢ thong (Downtime)

2.2. Céc chuan Data Center va cac Dién hinh tét nhat
2.3. Céc van dé vé dia diém va xay dung DC
Bai 2: San nang va Tran Thoi gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac chuan ap dung.
- Trinh bay duoc cac yéu cu va quy tic ap dung
- Lap trinh m6 phong dugc thuat toan Ceasar.
- C6 y thic ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. c&c chuan &p dung
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2.2. Céc khai niém vé dong nhét, tap trung, va bo cuon
2.3. Bang tin hiéu, san tu rack
2.4. C4c quy tic vé cac hanh dong khong kha thi
2.5. Céc sir dung va yéu cau vé xay dung tran
Bai 3: Hé théng chiéu sang Thoi gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc c4c tiéu chuan vé chiéu sang
- Bé tri lap dit cac loai dén chiéu séang cé dinh.
- C6 y thue ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. Noi dung chuong:
2.1. CAc tiéu chuan vé chiéu sang
2.2. Cac loai dén chiéu sang c6 dinh va cach bd tri lap dat
2.3. Hé thong dén ciru ho, EPS
Bai 4: Hé théng dién Thoi gian: 1.5 gio (LT: 0.5 gid; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cong dung va thong sé k¥ thuat caa thiét bi
- Lya chon va lip dat dugc cac thiét bi dang tiéu chuan
- C6 y thuc ty giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Thiét ké ha tang cung cap dién tir may phat dén hé thong Rack
2.2. Céc hé théng ATS va STS
2.3. Céc cap do dy phong va k§y thuat twong ng
2.4. Str dung 1 pha va 3 pha
2.5. Hé thdng cung cip dién bén trong phong may cha
2.6. Hé théng cung cap dién bang cép so vai hé thong thanh truot
2.7. Bonding versus grounding, isolation transformers and Common Mode Noise
2.8. Form factors and IP-protection grades
2.9. C4c chi dan vé chat lugng nguon dién
2.10. Bién kiéu “Real” va kiéu “apparent”
2.11. Céch tinh toén thiét ké lugng dién tai trong DC
2.12. Van dé vé may phat dién
2.13. Hé thong UP tinh va dong, cac tiéu chi st dung dung loai cho dung ung dung
2.14. C4c loai acquy (Pin) va cach kiém tra, lya chon dung
2.15. Thermo-graphics
Bai 5: Twong hop dién tir EMF Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
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1. Muc tiéu:
- Trinh bay duoc c4c tidu chuan va phuong phap chdng nhidu EMF
- Ap dung dugc céc giai phap chdng nhiu va an toan.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Céc dinh nghia vé ngudn dién va tir
2.2. Su anh huong vé EMF dén stc khoe con ngudi va anh hudng dén thiét bi
2.3. TEMPEST va (H)EMP
2.4. C4c tiéu chuan
2.5. Céc giai phap chéng nhiéu EMF
Bai 6: Trang thiét bi Racks
Thoti gian: 4 gio (LT: 1 gio; TH: 2 gio, KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac thugc tinh va thong sé ki thuat cua Rack
- Lwa chon duogc Rack theo dung yéu cau va an toan.
- Co y thc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc.
2. No1 dung chuong:
2.1. Cac thudc tinh cua Rack
2.2. C4c Van dé xem xét vé an toan
2.3. Hé thong ranh dién
Bai 7: Hé thong 1am lanh Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac tiéu chuan va théng sé ky thuat
- Lya chon dugc céc thiét bi lanh theo yéu cau
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc quy dinh va xu huéng vé 1am lanh dap ung viéc trién khai hién tai va tuong lai
2.2. Cac diém lam lanh va ti 1& chuyén doi
2.3. C4c khai niém vé nhiét tiém an va nhiét cam nhan dugc

2.4. Su khéc nhau giita sy 1am lanh chinh xac va tuong dbi, va su tac dong dén hiéu qua
vé nang luong.

2.5. Tong quan vé Iy thuat diéu hoa khdng khi.
2.6. Céc k¥ thuat dé tang hiéu qua va hiéu suat 1am lanh
2.7. Céc k¥ thuat 1am lanh mat do cao va cac 16i thuong gap
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Bai 8: Hé théng cung cip nwéc Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc c4c tiéu chuan va thong sb ki thuat
- Lwa chon dugc céc thiét bi lanh theo yéu cau.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. TAm quan trong cua Vviéc cung cip nudc va céc vi tri kha dung
2.2. Céc k§ thuat cung cip nuée du phong
Bai 9: Thiét ké hé théng mang mé rong linh hoat
Thoi gian: 4.5 gio (LT: 1.5 gio; TH: 3 gio)
1. Muc tiéu:
- Trinh bay duoc thdng sb ky thuat caa cap
- Két ndi duoc hé théng cép.
- Kiém thtr va phong ngira dugc cac hu hong hé théng
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1.So db cap
2.2. Céac dac tinh cua cap
2.3. Cac quy dinh vé @6 két ni
2.4. Phong ngira vé mang (Network redundancy)
2.5. Két ndi giira cac toa nha (Building-to-building connectivity)
2.6. Cac phuong phép tot nhat vé trién khai duoc khuyén céo.
2.7. Kiém thir va xac nhan hé théng cép
2.8. Cac quy dinh vé hé théng giam sat mang
Bai 10: Hé thang phong chay chira chay Thoi gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac tiéu chuan va théng sé ky thuat
- Lya chon dugc céc thiét bi va phuong phap tbi uu.
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc tiéu chuan vé phong chay chira chay
2.2. Hé thdng phéat hién bao chay
2.3. Céc ky thuat va hé thdng phong chay chira chay.
2.4. Chi dan va an toan
2.5. Céc quy tic &p dung va cic phuong phap tbi wu
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2.6. Kiém tra hé thong phong chay chita chay
Bai 11: Hé théng giam sat Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac quy dinh vé giam sat DC
- Ung dung duoc cac phuong phap EMS va BMS.
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc quy dinh vé giam sat DC
2.2. Phuong phap EMS va BMS
2.3. Hé thdng cam ¢ng phat hién nhidu nuéc
2.4. Cac quy dinh va tily chon vé hién thi canh bao
Bai 12: Cac quy dinh vé Van hanh an toan va biao mat
Thoi gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cac 16p bao mat cho DC
- Bao mat duoc DC.
- C6 y thuc ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Cac lop bao mat cho DC
2.2. Bao mat vat ly, ha tang va té chac cia DC
2.3. Céc do ludng vé an toan va cac bang chi dan thiét yéu
Bai 13: Panh nhan (Labelling) Thoi gian: 3 gio (LT: 1 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay duoc cé4c kiéu danh nhin
- Panh nhén duoc hé thdng téi vu.
- C6 y thic ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Chon kiéu d4nh nhan
2.2. Céc cach dénh nhan tét nhat
2.3. Panh nhén cho hé théng mang
Bai 14: Ghi chép so sach Thoi gian: 4 gio (LT: 1 gio; TH: 2 gio; KT: 1 gio)
1. Muc tiéu:
- Trinh bay duoc cac phuong phap thiét 1ap hé thong ghi chép
- Thyc hién dang quy trinh va chinh sach vé quan ly ghi chép.
- C6 y thure ty giéc, tinh ky luat cao, tinh than trach nhiém trong cong viéc
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2. No1 dung chuong:
2.1. Phuong phap thiét 1ap hé thong ghi chép, so sach dang cach
2.2. C4c quy trinh va chinh sach vé quan Iy ghi chép, s6 séach
Bai 15: Hé théng lam sach Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay dugc cac phuong phap lam sach cho DC
- Thuc hién dung quy trinh lam sach cho DC
- C6 y thure ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Cac phuong an t6t nhat vé 1am sach cho DC
Bai 16: Thai gian ngirng va khéi phuc (MTBF/ MTTR)
Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay duoc céc tiéu chuan
- Banh gia duoc gia tri thuc
- Co y thuc tu giac, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
2.1. Céc dinh nghia va tiéu chuan
2.2. Cac m6 hinh tinh thoi gian
2.3. Gia tri thuc (real value)
Bai 17: Cac Hop dong bao tri /SQL /OLA  Thai gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)
1. Muc tiéu:
- Trinh bay dugc vong doi cia DC
- Lap duoc ké hoach cai tién DC
- C6 y thuc ty gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Tong quan vé Thiét ké va vong doi DC
2.2. Tong quan vé cac giai doan trong vong doi ciia DC
2.3. Lap ké hoach, tai sap xép va lién tuc cai tién DC
Bai 18: C4c cap dd phong ngira Thoi gian: 1.5 gio (LT: 0.5 gio; TH: 1 gio)
1. Muc tiéu:
- Trinh bay dugc vong doi cua DC
- Chon dugc phuong an du phong
- C6 y thirc ty giéc, tinh Ky luat cao, tinh than trach nhiém trong cong viéc
2. No1 dung chuong:
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2.1. Céc lich dinh nghia vé cip do phong ngira
2.2. Su khac nhau gitra Uptime® va ANSI/T1A-942
2.3. Céc dinh nghia vé cap d6 phong ngtra, phan loai va do luong
2.4. Kha nang bao tri dong thoi
2.5. Van d& phan chia, khoanh vung
2.6. Céc tiy chon vé Du phong
2.7. C4c tly chon vé bao tri
2.8. C4c chi dan va chuan vé van hanh
2.9. Phét trién k§ ning
Bai 18: C4c van dé vé xay dwng va cac chuan
Thoi gian: 2.5 gio (LT: 0.5 gio; TH: 2 gio)

1. Muc tiéu:

- Trinh bay duoc cac quy dinh vé chuan

- Xay dung duogc cac chuan tir cac quy dinh

- Co y thuc tu gic, tinh ky luat cao, tinh than trach nhiém trong cong viéc
2. Noi dung chuong:
2.1. Céc van dé vé dia diém xay dung theo ANSI/TIA-942
2.2. Cac quy dinh vé trai san
2.3. Chdng chay cho tudng va kinh
2.4. Chdng no (Blast)
2.5. Chéng dan
2.6. Cac quy dinh vao ra bat buoc

IV. Piéu kién thuc hién mén hec:
1. Phong hoc chuyén moén hoa/nha xuong: Phong vi tinh.,
2. Trang thiét bi may méc: May tinh, Internet, cac phan mém hd tro.
3. Hoc liéu, dung cu, nguyén vat liéu: Theo y&u cau gido vién
4. Cac diéu kién khéc: Theo yéu cau gi4o vién
V. Noi dung va phuong phap, danh gia:
1. N6i dung:

- Kién thire: Puoc danh gia qua bai kiém tra viét, tric nghiém dat dwoc cac yéu cau
sau:

+ Nam bt duoc cac khai niém va nguyén tic hoat dong cua data center.
+ C6 kha nang phan tich va danh gia bao mat hé thong.

- Ky néng: Danh gia k¥ ndng thuc hanh cua sinh vién trong bai thuc hanh dat dugc
cac yéu cau sau:
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+ Lap trinh ké hoach xay dung data center.
+ Theo d&i kiém tra hé thdng data center
+ Lap hd so so6 sach theo ddi, danh gia data center.
— Nang lyc ty chu va trach nhiém:
+ C6 kha nang tu duy doc lap.
+ C6 kha nang tu tim to1, hoc héi, tich liiy kinh nghiém.
2. Phuong phap: Thuc hién cac bai kiém tra/ bai tap 1on trén 16p, kiém tra cudi ky.
VI. Huéng dan thwc hién mon hoc:

1. Pham vi 4p dung mén hec: Ap dung cho trinh d6 cao ding nganh Quan tri mang
may tinh.

2. Hwéng din vé phwong phap giang day, hec tap mén hoc:

- Béi véi gi4o vién, giang vién:
+ Giai thich cac khai niém lién quan dén data center.
+ Hudéng dan va lam mau cac quy trinh, quy dinh thuc hién
+ St dung phuong phap phat van.
+ Cho sinh vién thuc hién thuyét trinh va dat cac cau hoi dé sinh vién tra 1oi.
+ Phan nhom cho cac sinh vién thuc hién cac bai thuc hanh trén may tinh.

- Béi vé6i ngudi hoc:
+ Sinh vién trao d6i v&i nhau, thuc hién cac bai thuc hanh va trinh bay theo nhom.
+ Thuc hién céc bai tap thuc hanh duoc giao.

3. Nhitng treng tdm can ch y: Gido vién trudc khi giang day can phai can ctr vao noi
dung cua tirng bai hoc chuan bi day du cac dieu kién thuc hién bai hoc dé dam bao chat
luong giang day.

4. Tai liéu tham khao:
[1] Schneider Electric, Struxure Ware Data Center Expert 7.0.5.
5. Ghi chi va giai thich (néu co):
Thanh phé Ho Chi Minh, ngdy 22 thdng 6 nam 2020
TRUONG KHOA

Nguyén Khoa
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